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Civil Protection for Domain Names
Prepared by: Anas Tarig Damen Al Momani
Supervised by: Prof. Dr. Muhammad Ibrahim Abu Al-Haijaa
Abstract

Domain names are one of the most important foundations for the information
network, as they allow access to websites, distinguish websites from each other, and
distinguish the source of projects and products on the Internet. Because of increasing
spread of the Internet around the world, easily access to websites, and the emergence of
many legal relationships on the Internet, the need to determine the legal nature of these
names emerged. Jurisprudential opinions differed in determining the legal nature of
domain names. As a result of the novelty of the domain names, many attacks occurred
against them. These attacks are closely related to intellectual property rights, and one of
these attacks is electronic piracy, which arose as a result of the adoption of the principle
of precedence in registration for the domain names, and many images of attacks that
were not known before the existence of domain names appeared.

In this study which basically depends on the descriptive analytical approach during the
absence of legislation regulating domain names at the national and regional levels, at the
present time, we conclude that civil protection for national domain names time is carried
out through the unfair competition claim and the compensation claim based on tort
liability. We also concluded that the protection of generic (international) domain names
is carried out through the rules of the unified policy, whose provisions are regulated by
the ICANN organization, which is the only body responsible for domain names at the
international level.

In this study, we also made several recommendations, the most important of which is
the need to regulate special laws related to domain names by subjecting them to
intellectual property legislation or by regulating them in the provisions of a valid law such
as the Electronic Transactions act as the closest law to the nature of domain names.

Keywords: domain names, attacks, unfair competition, compensation claim,
civil protection.
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