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Abstract

The study aimed to address one of the modern and extremely important topics in
strategic thought, which is the topic of cyber wars, which could represent the new aspect
of future wars.

The study focused on finding out what these wars are, what are the characteristics
and features that characterize them, and what are the means and possibilities available to
confront them?

The problem of the study was to identify this new type of warfare, the field of which
is cyberspace and the weapons used in it a new form of weapons. In addition to showing
the damage to facilities, institutions and information systems, and the way they are
managed, which leads to their paralysis and disruption, which results in huge losses for
the state and society and the regularity of the institutions’ work in various fields.

Accordingly, the study proceeded from the assumption that: There is a noticeable
tendency and interest for cyber wars, due to the characteristics and features that
characterize them, compared to conventional wars or wars in which unconventional
strategic weapons are used, as the likely alternative or pattern for future wars.

To verify the validity of this assumption, the study relied on several analytical
approaches, including the historical approach, which goes to trace the historical stages
that the phenomenon under study has gone through, and the comparative approach, which
depends on the comparison between two phenomena by highlighting the similarities and
differences between them, and the results of each of them. And the descriptive-analytical
approach that relies on the descriptive method of the phenomenon and work on analyzing
the elements that control it, leading to logical conclusions about it, as well as the legal
approach that deals in part with the issue of war and the extent of its legitimacy, and what
is the legal responsibility of the parties that resort to it.

Accordingly, the topic of cyberspace wars is dealt with in three chapters. The second
chapter is devoted to the conceptual framework of cyber wars, in which the concept of

cyber wars and some applied models that embodied the phenomenon of cyber war were



addressed. The third chapter focused on studying and analyzing the characteristics and
features of cyberspace wars, in addition to addressing the legal status of this type of war,
and the international responsibility of the parties that resort to it from the point of view
of international law. As for the fourth chapter of the study, it was devoted to identifying
the most prominent ways and possibilities available to confront and deal with cyber wars
by identifying two types of options: the first is the technical option, and the second is the
legislative option.

The study reached several conclusions, including:

1. That cyberspace, due to certain factors, could be the field of future wars instead
of the ground field in conventional wars.

2. The cyberspace in which cyber wars take place is a virtual space, and therefore
has a different nature and characteristics from the physical world, and
accordingly, cyber-attacks have enhanced the levels and opportunities of
asymmetric warfare, by enabling countries with varying strength to launch
attacks against countries that are stronger than them.

3. Because of the nature of cyber weapons, the value of deterrence no longer works
as it is in the case of conventional weapons or strategic nuclear weapons,
meaning that the value of deterrence as a method and strategy of military action
has declined to specific dimensions, if we do not say that the strategy of
deterrence under the cyber weapons system, has become weak and no longer
visible effect.

4. The biggest challenge facing the legal regulation of attacks in cyberspace is the
lack of an international will at the level of negotiations or at the level of Security
Council resolutions, where the necessary international will to push for this is
absent, especially by the dominant powers in this field.

The study also concluded a number of recommendations, the most important of
which are: the need to develop new strategies in the Arab countries that are compatible
with the emerging security challenges of the digital age, and to increase the focus on
electronic security as it is linked to issues of economic and social development and
political stability, and the need to formulate a joint Arab strategy to confront the escalation
of electronic dangers and enhance space security. e-mail and cooperation in the areas of
combating cyber risks.

Keywords: War, Cyber wars, Cyber-attacks.
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