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Abstract 

 
The Verification from the Citizen in E-government Applications   

By 

Yasir Rasheed Ali Jasim 
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Supervisor 

Dr. Hazim Farhan   

 
E-government is an electronic community in which the services provided 

by governmental organizations are provided electronically to the citizens and uses 

the internet as an infrastructure for its work. E-government may suffer Security 

problems and possible attacks such as: Hackers, phishers, malicious software, 

denial of services, attacks from insiders, and deceptions by the attacker. In 

addition to this, there are some accidental damages such as: inexpert users, 

insufficient administrators, hardware and software failure, and accidental 

disasters. 

 

One of the most important problems facing E-government is the security 

of E-mail to the citizen. The security of the information is sensitive and very 

important to keep secret the most important things in E-government. A computer 

network has opened many doors for those who have bad intentions and the most 

prominent are the phishers, which are loaded with deceptive messages links to the 

sites of intended fraud on the recipient of the message in addition to viruses. 

 

This thesis focuses on the security of E-mail. The proposed solution is 

trying to design a way to protect E-mail from phishers, spam and all the unwanted 

messages through design of verification process from the owner of the E-mail 

(Citizen), in case the citizen decided to gets advantages from E-government 

services by sending messages from the owner of E-mail addresses, without 

logging into E-government every time on. The reason for this proposal is that 

most of the operations will be implemented through the E-mail, as well as, its 

availability for the citizens.  

 

 



 

 

X  

 

���� 
 


و��ِ�����ا�ِ� �� ������ِت ا����� ا�  ا��ّ�� ِ�ْ� ا
 

  إ#"اد
%&�' �
 ر)�" #�&�* 

 

�+����ت آ�ّ�� ��,�ِ� ا

1
ق ا/و&ِ.  '��+� ا
 

  إ)
اف
  

  ا"آ��ر �4زم �
�4ن
  

  


و��� ��
و��ا����� ا���إA  ��@ �?و*" <"��ُت ا>�;�ت ا�����ِ�*�%  �4: ه� �8��7 إ
�<��+�Eْ ا���
�Dَ آ�,�ء ���� +�F� و��ً� وه�
����ا�,�� إ
و��� Iَْ" َ�+��� ��  .ا��ا����� ا�

EJ� �ِ�����8��ِت ا<
، : ��1آEِ ا/�ِ� وا�������
ان اO�N"ون�Nص ا�� ،�J��> Pا�
Q ،
"�>�'ِ%<Rءا�"��ِت، ه�8م ِ�ْ� ا
اِر ���T/�Q إA هSا، ه,�. ، و��
 ِ�� E�Iِ اT/ا U+ْQَ V

EJ� �ِ�T
+��: ا*"+���ن ا+�F�
 آاا�W ة، �"راء
��
ا�Pَ وا/'>��O�Y ا�?َة، وآ�ارث ، �E1 ا
��T
#.  

  
Eِ�1آ�
و��� ه�إ4"ى أه% هS] ا��
و��  ا�� ��ا'@ ا����� ا^��
*" ا����ا�� أ�ِ� ا�إّن  .

�+����َت 
و��ِ�ه� أ�َ� ا��
 أه��ً� �� ا����� ا�Jا/)��ِء ا/آ �ِ*ّ
 .�Fّ4س وه�ّم '"ًا ���Qْء &
ُ>% ��ا*� &�;ُ���&�ِب َ���Dْ ا+"*" ِ�ْ� ا/�Qاِب ا )��� أنَ �*S و�� اه�>% ه% /و;V ا


واQ. ��دي اA ��ا7I ا>"ف �,>� اab ،اO�N"ونQ ������د#� ��وا�� ���ن ر&��O>% ا

و&�ت*�Y� ���T^�Q اA ا�&
    . وا^4���ل #�F� A��% ا

  

و4ِ� �
و���هS] ا���
*" ا��
ح ُ*��وُل . 
آُ? #�A أ�ِ� اَ�َ��ُ��% اEّ�َ اN�َ ��*
� "*
�ِ���*� ا


و�������� ا�# %��N� �*
� �# �<Q ب�W
� 
�b
&�EO ا �� اO�N"*� ور&�� ا"#�*� وآE ا

و�� ��
*" ا^�V ا�� �� ����)����ا
ر ا^&��Yدة �� <"��ت  )اI ����ا�4� ان ا ��


و����
*"] ا^Q �� �
*� ار&�ل ر&��
و��� #� �� ا��ص Q@ و�� دون ا��'� ا����� ا^


و��� �� <Rل ا^ر���ط Q>� �� ��4 اA ا<������� ا^�Q ل�N�R
اِح /ن . �Iا ا�S< iَ�Fإّن ا

����ِت َ&ُ��ّ�ُ� +��ا�,���� أi�W ا� [
ِ��� A
و��، ���T��Q إ��
*" ا��  . <Rل ا
 

 



 

 

1  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Introduction 
 

 

 

 

 

 

 

 

 

 



 

 

2  

 

 

 

CHAPTER 1 

INTRODUCTION 
 

1.1 Overview 

 
Most states take great strides towards implementing an E-government. The 

purpose of developing the quality of human life has prompted states to build 

infrastructure for communications and electronic applications. This infrastructure 

would be the norm and the basis for the application of a comprehensive E-

government. The role of the workmanship in the development of new computing 

applications is to make life easy and meaningful to the user through an access of a 

rapid and accurate update and retrieval of information required. The waves of an 

E-government are rising through public organizations and public administration 

across the world. More and more governments are using information and 

communication technology, especially the internet or web-based networks, in 

order to provide services between government agencies and citizens, businesses, 

employees and other nongovernmental agencies.  

Understanding the concept of the E-government system is to provide 

access anywhere, any time that government services via the open 

communications. An E-government is composed of several components including 

the infrastructure for Internet communication, many of the various websites, 

browsers, beneficiary, products, services, databases, security and fire-walls, 

electronic payments and many other components. 
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As previously inferred from the importance of E-governments in our lives, 

we find that to provide the security and integrity is extremely important. 

  

Or else, all what we have built would be blown by the wind. Today our 

records and our knowledge are both open to the world; therefore, the lack of 

conservation and without providing a good security would drag us back to earlier 

times and the use of traditional methods in the maintenance of our knowledge. 

This fact spotlights the importance of security in our lives, our business and our 

government. The development of electronic and new ways to make our 

information open is imperative. We provide honest ways to keep the development 

going on, but this development is not sufficient from the standpoint of security 

and privacy that would prove authenticity and data integrity that must be 

preserved. And contrary to the principles of this new trend in making systems 

easy to use in providing information and answering questions. The problem of 

security is a major problem and must be taken into consideration at a high level of 

politics. The security solution must be planned for this problem to be unified for 

all applications. 

  

Taking into consideration the different levels of authority, this starts from 

the normal user’s access to the user a high level of security. It is well known that 

any protection system is a counter to one or more of the threats. There are many 

threats in the application of E-government and the beginning of the intruders 

(Hackers, Crackers, Disguised, etc.), physical threats, threats of communications, 

and so on. It is impossible that there should be one system for the protection of all 
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previous threats, but at least we must solve one of the most important threats 

which is “Phishing”. 

 

1.2 E-government definitions and the service scenario  

 
What was indicated in the E-government initiatives are complex change 

efforts intended to use new and emerging technologies to support a transformation 

in the operation and effectiveness of government derived from government 

reinvention (Theresa 2002). According to a definition in this context, E- 

government means the realization of mutual duties and obligations and relations 

between the state and the individual in modern societies online and in a secure 

context (Arifoglu et al. 2002). In a similar fashion, the concept of "E- 

government" indicates a "better government structure", which is more advanced 

than the traditional government model and based on a stronger Information 

Technology (IT) background and implications (The E-government Imperative 

2003). In another definition an E- government is defined as a government model 

which utilizes information technology in exchange of information, services and 

goods between citizens and commercial institutions in order to increase 

performance and efficiency (Turkiye 2002). In state of Texas's electronic 

government strategic plan (State of Texas 2001) Electronic government is defined 

as: government activities that take place over electronic communications among 

all levels of government, citizens, and the business community, including: 

acquiring and providing products and services; placing and receiving orders; 

providing and obtaining information; and completing financial transactions. 

Broadly defined by (Jim 2001): 
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"E-government is the continuous optimization of service delivery, 

constituency participation and governance by transforming internal and external 

relationships through technology, the Internet and new media. 

 

As what Zhiyuan defined, E-government is a way for governments to 

prove their abilities and development by using the most innovative information 

and communication technologies, particularly web-based internet applications, to 

provide citizens and businesses with more convenient access to government 

information and services, to improve the quality of the services and to provide 

greater opportunities to participate in democratic institutions and processes; where 

it was included here to the transactions between government and business, 

government and citizen, government and employee, and among different units and 

levels of government. E-business and E-commerce are subsets of E-government 

(Zhiyuan 2002). 

 

The scenario of service in the application of E-government is that the 

customer goes to a web service ministry and looks for a product / service that are 

the focus of attention. It is clear that after that examination of the customer 

service, web ministry and the identification of products or services, the necessary 

next step is to get the power to pass through security precautions. Figure 1.1 

shows the architecture of the E-government. 
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Figure 1.1 E-government Architecture  

 

 

 

1.3 E-government and Security Importance 

 

 
More and more people began looking for electronic means to transmit 

information. The value of electronic E-mail and messaging is more than important 

in our lives and many government agencies have to go for weeks without regular 

postal mail (Betsy 2010).  

Government agencies began encouraging people to consider using 

electronic means to complete filings, comment on proposed rules, submit 

consumer complaints, ask questions, and much more. This push began over the 

past few years and has been magnified due to most of the operations of E-

government implemented through the E-mail. E-mail has become an increasingly 

common tool for communication over the past decade. In the beginning, it was 

viewed as a very informal means of communication. Typically, individuals used it 

for their personal needs rather than for business use. As the Internet grew in the 
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1990s, so did the legitimacy of the Internet and E-mail communication. E-

business, E-commerce, and E-government have emerged. E-mail has become one 

of the primary forms of communication for individuals everywhere. 

 

Within this framework, we will deal with topics such as E-government, 

personal data processing in telecommunications and, in particular, relatively 

recent phenomena such as "spam". 

 

In this context, the guarantees, inherent in the fundamental right to 

personal data protection in the use of the new technologies, acquire enormous 

relevance and make it essential that we find alternatives which prevent violations 

of this right, given the myriad of ways in which the public's data may now be 

used. 

 

One of the most complete definitions that cover all the aspects of e-

government identifies it as: "The use of information and communications 

technologies (ICT) by government bodies to improve the services and information 

provided to citizens, to upgrade the efficiency and effectiveness of public 

management and to substantially increase transparency in the public sector and 

citizen participation". 

Moreover, these areas - better citizens' services, good government and the 

expansion of democracy - all involve regulatory, organizational and technological 

components. Thus, the integration of ICT's must follow a strategic plan that 
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envisages the legal and technological aspects from an interdisciplinary 

perspective and seeks to facilitate such integration and promote an environment of 

security. 

 

Technological evolution has greatly expanded the possibility of sending 

unsolicited bulk commercial communications through automatic E-mail 

messages. Certain of these, such as the dispatch of unsolicited commercial E-mail 

messages ("spam") have reached disturbing proportions, given their massive 

scope. "Spam" is a problem for individuals as, in addition to violating their 

privacy, it may lead to error or deception, or even represent outright fraud. It also 

implies spending time and money in the purchase of filtering or other types of 

programmers. 

Moreover, it also involves considerable expense for companies, both 

directly (lower performance and productivity of employees and the investment of 

time and money in solving the problems) and indirectly (false positives, spreading 

of viruses). For Internet service providers (ISP) and e-mail service providers 

(ESP), it may entail the need to acquire a broader band and greater storage 

capacity. At the same time, "spam" is a low-cost, highly profitable activity, 

particularly in cases involving fraud ("phishing" and others). 

Finally, "spam" has reached global proportions and requires responses at 

an international level. Therefore, "spam" can seriously undermine user trust, an 

essential factor in the progress of e-commerce in the whole of the information 

society. A wide range of regulatory, technical and awareness measures, in 
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addition to an international cooperation, are all necessary to combat to this 

phenomenon. 

The technical solutions addressed at putting an end to "spam" should 

include blocking messages from servers identified as "spam" sources, user 

implementation of filtering programs in their own terminals, and E-mail service 

providers’ implementation of the same in their own servers. 

 

In this regard, it is particularly important to pay special attention to servers 

that operate in open mode and open "proxy", that may be used to retransmit 

messages that are sent by the "spammers". These servers must be obligated to 

adopt the security measures necessary to prevent any such retransmission. 

However, filtering techniques may block important e-mails (false positives) or 

may not block "spam" (false negatives), causing problems that may lead to 

litigation. Thus, the conditions set out in customer contracts must be adapted so 

that the ISP/ESP's and mobile service providers can offer their customers filtering 

options and include clauses that prohibit sending unsolicited E-mail. 

 

Different methods are used in designing the protection of information 

from one source to another, where some of the overfilling took to the complexity 

of the design protection systems, so that the cost and effort to access the 

information for authorized persons is higher than the value of the information 

itself. 
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To design a security system, we have to adopt standard specifications as 

proposed by (Alaa 1999) and follow the following principles: 

 

1. A perfect security does not exist; while some people build security, other 

people destroy it. 

 

2. The cost of access to information for non-authorized persons is higher than the 

value of the information itself. 

 

3. The cost of the security system design and complexity must be balanced with 

the value of the information protected. The more the value of the information 

security system is, the more complex the system becomes and vice versa. 

 

4. The security system must be able to protect itself against hackers and there 

should also be different levels. Even if one of these levels was not down the 

entire system should not be down as well, but rather only one part and the 

remainder of the parts work efficiently. 

 

5. Know your enemy: Interlopers in the computer systems have developed the 

ability and expertise to penetrate these systems. Therefore, protection systems 

must be built and based on modern techniques designed to face this great 

challenge. 
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Because weakness is complex and the threats are varied and unexpected; it is 

not possible to protect everything from all types of threats. We must therefore 

develop a strategy by:- 

 

1. Identifying what is important and its weakness: Most institutions do not       

specify the components of the infrastructure necessary to achieve their      

objectives. For the most, no one of these institutions has completed its 

equipment to address weaknesses, which is scientifically called Minimum 

Essential Infrastructure (MEI) or developed plans to address this weakness. 

 

2. Increasing participation in the two-way information between the public and 

private sectors. If the government and private sectors are targets for intruders, 

it is very reasonable for two (private and government) to exchange and share 

information with each other. 

 

3. Improving the capacity of analysis and warning: This improvement affects the 

ability of analyzing information and developing effective warning directly in 

order to defend its national infrastructure. 

 

 

 

 

1.4 E-mail Systems and Threats 
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There are several abbreviations that were announced on the electronic 

mail, often abbreviated as email or E-Mail, which refer to a method of exchanging 

digital messages, designed primarily for human use (Tony 2000). 

E-mail systems are based on a store-and-forward model in which E-mail 

computer server systems accept, forward, deliver and store messages on behalf of 

the users, who only need to connect to the E-mail infrastructure, typically an E-

mail server, with a network-enabled device (e.g., a personal computer) for the 

duration of message submission or retrieval (DCBPA Task Force 2010). Rarely is 

e-mail transmitted directly from one user's device to another's. E-mail is 

recommended by several prominent journalistic and technical style guides (The 

Chicago Manual of Style Online 2008). E-mail is the form required by the 

Internet Engineering Task Force (IETF) working groups (Braden, Ginoza & 

Hagens 2007) and is also recognized in many dictionaries.  

A single piece of electronic mail is called a message. An electronic mail 

message consists of two components, the message header, and the message body, 

which is the E-mail's content (Crocker 1982). The message header contains 

control information, including, minimally, an originator's E-mail address and one 

or more recipient addresses. Usually, additional information is added, such as a 

subject header field. Originally, a text-only communications medium, E-mail is 

extended to carry multi-media content attachments, which were standardized, 

collectively called, Multipurpose Internet Mail Extensions (MIME). 



 

 

13  

 

E-mail is now the cornerstone in building the applications of E- 

government, there are many threats which must be paid more attention too. 

Email security risks include attachments; scams; viruses and worms; 

spyware and adware; and hidden or devious links to bad websites (Kansas State 

University 2009). They attack by (Symantec Corporation 2010): 

• Malware is a category of malicious code that includes viruses, 

worms, and Trojan horses. Destructive malware will utilize 

popular communication tools to spread, including worms sent 

through E-mail and instant messages, Trojan horses dropped from 

websites, and virus-infected files downloaded from peer-to-peer 

connections. Malware will also seek to exploit existing 

vulnerabilities on systems making their entry quiet and easy. 

Malware works to remain unnoticed, either by actively hiding or 

by simply not making its presence on a system known to the user. 

• E-mail Spam is the electronic version of junk mail. It involves 

sending unwanted messages, often unsolicited advertising, to a 

large number of recipients. Spam is a serious security concern, as it 

can be used to deliver Trojan horses, viruses, worms, spyware, and 

targeted phishing attacks. Messages that do not include your E-

mail address in the TO: or BCC: fields are common forms of spam. 

Some Spam can contain offensive language or links to websites 

with inappropriate content. 
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• Phishing is the criminally fraudulent process of attempting to 

acquire sensitive information, such as usernames, passwords and 

credit card details by masquerading as a trustworthy entity in an 

electronic communication. A phishing technique was described in 

detail in 1987, and the first recorded use of the term "phishing" 

was made in 1996. The term is a variant of fishing (PCWorld.com 

2006), probably influenced by phreaking (Oxford English 

Dictionary Online 2006), and alludes to baits used to "catch" 

financial information and passwords. Phishing is typically carried 

out by E-mail or instant messaging (Tan & Koon 2006), and it 

often directs users to enter details at a fake website, whose look 

and feel are almost identical to the legitimate one. Phishers are 

nothing more than tech-savvy con artists and identified thieves. 

They use SPAM, malicious web sites, E-mail messages and instant 

messages to trick people into divulging sensitive information, such 

as bank and credit card accounts. Communications purporting to be 

from popular social web sites, auction sites, online payment 

processors or IT administrators are commonly used to lure the 

unsuspecting public. Even when using server authentication, it may 

require tremendous skill to detect that the website is fake. Phishing 

is an example of social engineering techniques used to fool users 

(Microsoft Corporation 2007), and exploits the poor usability of 

current web security technologies (Josang et al. 2007).  
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Phishers, pretending to be legitimate companies, may use E-mail to 

request personal information and direct recipients to respond through malicious 

web sites. Phishers tend to use emotional language using scare tactics or urgent 

requests to entice recipients to respond. The phish sites can look remarkably like 

legitimate sites because they tend to use the copyrighted images from legitimate 

sites. Requests for confidential information via E-mail or instant message do not 

tend to be legitimate. Fraudulent messages are often not personalized and may 

share similar properties like details in the header and footer. Everyday, more and 

more scam E-mails are sent out. These E-mails are often very convincing or 

frightening to those who receive them, so replies are sent and accounts are 

compromised. Attempts to deal with the growing number of reported phishing 

incidents include legislation, user training, public awareness, and technical 

security measures. Figure 1.2 shows an Attack percentage around the world. 

 
 

Figure 1.2 Phishers Attack Percentages around the World 
(Antiphishing.org 2009) 
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1.5 Problem Statement  

 
E-mail is the backbone of E-government and most of its operations are 

applied by sending or exchanging messages through E-mail. There is a serious 

problem if this backbone is not well protected. 

 

The problem is big and really serious. In fact, it is hard to imagine that we 

are sending our messages by E-mail while we know that the content of the letters 

might be stolen or exposed, including the E-mail address of the sender and the 

receiver. When they encrypted and the compression of all the functions designed 

to protect our messages will be opened. It is possible for a phisher to disguise 

another person and send a message. After this frightening scenario for E-mail 

profile, let’s imagine what will happen to the firms that depend on a secure E-mail 

as a means to deliver secret messages, and then, let us imagine what will happen 

to the E-government if this problem is left unsolved. 

 

The aim of this thesis is to protect the E-government E-mail by proposing 

a design to solve the problem by ensuring that transactions between E-

government and citizen are carried out with appropriate security, in an 

environment where E-government has no control over all websites. Mainly, the 

subject of this thesis is how to resolve the problem of verification of the sender 

(Citizen), if the sender sends a message from another website for example: 

WWW.YAHOO.COM 
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1.6 Thesis Objective  

 
 

The objective of this thesis is to ensure the drive towards E-government is 

secure by protecting its E-mail. The problems of E-mail are many and the scope 

of this thesis is to solve one of the most important problems that has already 

happened or will happen in the future. The focus of this thesis is to prevent fraud 

by preventing the phishers from entering the E-government and misusing it. 

 

 Clearly, the traditional mechanisms for enforcing electronic security 

measures in government, embodied in the manual of protective security, cannot 

be applied here. Therefore, it was decided to start from first principles, and define 

the security requirements for E-government applications from the ground up. The 

result is an emerging set of documents describing the threats, security objectives 

and counter measures for a government to citizen (G2C) and government to 

business (G2B) as well as electronic interactions (Stamoulis 2001). The 

documents include (Standards for The Protection of Personal Information of 

Residents of the Commonwealth 2010):  

1. Confidentiality requirements (for the protection of personal citizen 

information against unauthorized disclosure), 

2. Authentication requirements (for the registration and identification 

of citizens online),  

3. Network defense requirements (for the protection of government 

back office systems against electronic attack), and  

4. Trust service requirements.  
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1.7 Thesis Scope 

       
Where governments can contact among several electronic media, which 

may be a part of any government or among different governments or between 

government and society, so the E-government should use electronic information 

technology in three areas (Tasha 2002): 

 

1. Internal communication (that is between its branches and its division) 

2. Outreach (to contact with people and businesses). 

3. Contact with other government. 

 

From our definition of E-government and from the types of E-government 

and their features, we can image who we can protect the different types of the E-

mails that the E-government uses. This is the general scope, but by the special 

scope is the address will be in the E-government itself and the type which will be 

used.  

 

 

1.8 Thesis Motivations  

 
The motives that have contributed to write this thesis is combat all 

phishers and intruders... etc; there is no place among us for a fraud or theft. Those 

who use E-mails are either’s employees, merchants, or ordinary people. Thus, it is 

natural that all of them may be exposed or may cause unintended mistakes. These 

errors may lead to huge losses. Every day, we hear or come across the mistakes 

which have occurred because of staff mistakes, whether intended or unintended, 
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so it was our contribution to prevent workers in this area from falling into these 

mistakes. 

 

 

1.9 Thesis Limitations  
 

 

The limitation of this contribution is the lack of an integrated E-

government in the country where this thesis is written. Hence, it is hard to be 

tested in a practical solution conjectured to preview any possible errors. It is also 

hard to test the possibility of finding solutions to them on the ground. Because the 

currently service that Jordan E-government can provide to the citizen is only 

information about services, in terms of forms and procedures required to obtain a 

certain service. This means that it is impossible for anyone to request, follow-up, 

and obtain a service from the relevant ministry/gov agency, but in the next phase, 

the E-government will evolve to offer transaction support for a wide set of E-

services (The Official Site of the Jordanian E-government 2010). Some other 

problems are occurring in the E-mail security, such as viruses, which are out of 

the scope of this thesis. 

 

 

1.10 Thesis Organization 

 
 

In addition to this chapter, this research includes four other chapters. In 

this section, we will describe briefly the contents of the thesis’s chapters.  
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Chapter 2 will  give scope and functions of E-government applications and will  

give a  brief  idea  about  the  most  relevant  work  in  the literature that is related 

to our study. 

 

In chapter 3, we will discuss the methods that are used to deceive the receivers of 

E-mail, the way the thieves and intruders steal our messages and pretend to be 

people we know. 

 

Chapter 4 will focus on designing the proposed solution as an experimental work 

and will refer to the rates of success or failure. 

 

Finally, chapter 5 will discuss the conclusions of our thesis; our final results and 

the way we used them to contribute in the studied domain are presented among 

the conclusions. Future works are suggested at the end of this chapter. 
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CHAPTER 2  

E-GOVERNMENT APPLICATIONS AND RELATED 

WORKS 
 

 

2.1 Scope of E-government Applications 
 

The great importance of the E-governments use of information technology 

is to break the administrative border that has been developed by the administrative 

management of any government. 

 

From the definition of E-government, we can realize the importance of 

building and using E-government applications in our lives, to facilitate the process 

of getting specific services for citizens. So, the tendency of building and 

implementing applications for an E-government is increased everyday, and the 

governments adopt this approach of computerizing their services incrementally. 

Governments worldwide are faced with the challenge of transformation and the 

need to reinvent government systems in order to deliver efficient and cost 

effective services, information and knowledge through information and 

communication technologies. The development of information and 

communication technologies catalyzed and led up to E-governments, also E-

governments present a tremendous impetus to move forward in the 21st century 

with a higher quality, cost-effective, government services and a better relationship 

between the citizens and government. One of the most important aspects of the E-

government is the way brings citizens and businesses closer to their governments 

(Zhiyuan 2002). 
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 We can outline eight different potential types or models in an E-

government system that is useful to define the scope of E-government studies 

(Zhiyuan 2002):  

• Government-to-Citizen (G2C);  

• Citizen-to-Government (C2G);  

• Government-to- Business (G2B);  

• Business-to-Government (B2G);  

• Government-to-Government (G2G);  

• Government-to-Nonprofit (G2N);  

• Nonprofit-to-Government (N2G); and  

• Government-to-Employee (G2E). 

 

We can also examine some examples in E-government practices and 

presents a generally-applicable framework for analysis of challenges and 

problems in the E-governments development. 

More and more attractions appeal to researchers and practitioners come to 

search for a consensus regarding E-government diagrams and initiatives. E-

government may be defined as a continuum from information provision when 

organizations and public agencies publish static information to the Internet to web 

interactive communication and E-transactions, and to one-stop integrated virtual 

governmental services (Zhiyuan 2002). In the broadest sense, E- government 

project aims at establishing a better government structure, meaning that E-

government focuses on "government" more rather than "e" (Erdem 2010).  
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According to Fountain who uses the term "virtual state", the digitalization of data 

and communication makes fundamental changes in the nature of government and 

its organization (Fountain 2005).Main components of E-government are E- firm, 

E- institution and E- citizen (Erdem 2010). Each of these will work to realize the 

"E" within them and they will develop in interaction, so E-government will 

develop eventually.  The directions of E-government services can be grouped into 

three categories (Erdem 2010): {(G2G), (G2C), and (G2B)}, there are four kinds 

of activities of E-government (Jeffrey 2000; Mary 2003): 

• Pushing information over the Internet, e.g.: regulatory services, 

general holidays, public hearing schedules, issue briefs, and 

notifications, etc.  

• Two-way communications between the agency and the citizen, a 

business, or another government agency. In this model, users can 

engage in dialogue with agencies and post problems, comments, or 

requests to the agency. 

• Conducting transactions, e.g.: lodging tax returns, applying for 

services and grants.  

• Governance, e.g.: online polling, voting, and campaigning. 

 

2.2 Functions of E-government Applications 

 

 
Theresa outlined its functions as follows: Citizen accessed to government 

information, providing access to governmental information is the most common 
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digital government initiative (Theresa 2000). Facilitating general compliance’s, E-

government can also mean providing electronic access to services that facilitate 

compliance with a set of rules or regulations. Citizens access to personal benefits, 

electronic benefits transfer and online application for public assistance and 

worker’s compensation are examples of services that provide the citizen with 

electronic access to personal benefits. 

 

Procurement including bidding, purchasing, and payment, procurement 

applications allow government agencies to reap the benefits being realized in the 

private sector through electronic commerce applications. Electronic vendor 

cataloging, bid submissions and tabulations, electronic purchasing, and payment 

are government-to-government and government-to-business transactions that 

serve both the needs of government agencies as well as their private trading 

partners. Government-to-government information and service integration, 

integrating service delivery programs across government agencies and, between 

levels of government, requires electronic information sharing and integration. 

Citizens participation and online democracy both include access to elected 

officials, discussion forums, “town meetings,” voter registration, and ultimately 

online voting. These services are intended to serve the community at large 

(Theresa 2000). Viewed from technical terms; E-government is an integrated tool 

comprising three enabling sets of new technology (Zhiyuan 2002): 

 

1. Infrastructure, 
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2. Solutions and  

3. The exploitation of public portals. 

 

An E-government infrastructure enables the implementation of specific 

applications to address specific problems and issues of governmental 

management, so it is as a way for governments to use the most innovative 

information and communication technologies, particularly web-based Internet 

applications, so as to provide citizens and businesses with more convenient access 

to governmental information and services, to improve the quality of the services 

and to provide greater opportunities to participate in democratic institutions and 

processes (Zhiyuan 2002). 

 

2.3 Related Work 

 
This section gives a brief discussion about the most relevant works in the 

literatures that are related to this study to fight the phishers. We can note from all 

the following that there are systems which appear to protect the E-mail from 

phisher. So, we can't say that we do not have strong systems to fight the phishings 

but, we can say that it is not strict, and because of this lack of rigor will produce 

serious errors compromise the security of E-government in terms of E-mail. 

 

1. “Spam Arrest, Brian Cartmell, 2001” (Spam Arrest 2001). 
 

Launched in late 2001 in Seattle Washington, Spam Arrest's patent-

protected and affordable system efficiently stops spam while offering extensive 

user flexibility. Spam Arrest blocks spam based on the Sender Address (the E-
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mail address of the person sending the E-mail). There are three (3) types of sender 

addresses: Authorized, Unauthorized and Blocked.  

 

When an E-mail arrives from an unauthorized (unknown) sender, an 

automated verification E-mail is sent from Spam Arrest asking the sender to 

verify him or herself by clicking on an included link. This link will direct the 

sender to a webpage which states that Spam Arrest is being used to block 

unwanted E-mails, and instructs the sender to type in a short verification word 

clearly displayed on the page. Once a sender successfully completes this quick 

and easy process, all future E-mails from that sending address are authorized and 

will be met with no further verification requests from Spam Arrest. 

 

In just a few short years, Spam Arrest has seen explosive growth in its 

user base, while steadily expanding services and increasing functionality. 

Considered by many to be the top spam blocking service around, Spam Arrest 

prides itself on its continued efforts at monitoring automated junk E-mail 

techniques, upgrading automatically as necessary to protect its users from viruses, 

phishing and unwanted E-mail. 

 

Limitations: 

• Spam Arrest depends on real people sending you real E-mail receiving the 

Spam Arrest verification request. Spammers use fake or invalid return E-mail 

addresses and automated systems, which means that they never receive the 
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Verification Request and so cannot verify themselves. But the new fact of 

phishers can receive the Spam Arrest verification request and can reply it. 

• Some jurisdictions do not allow the limitation or exclusion. 

• The amount of E-mail address that Spam Arrest can treat is not enough. 

• Spam Arrest verification request can't apply only by the sender’s action. 

 

 

2. “Sender Address Verification, Tal Golan, 2004” (Circle ID 2004) 
 

This approach, known as Sender Address Verification or SAV, is poised 

to cripple the spammer's ability to deliver machine-generated E-mail. SAV 

employs a patented methodology that asks first-time senders to verify their E-mail 

address before a message is forwarded to an individual recipient's inbox. SAV is 

easy to set up and provides tremendous value to both IT and business users. 

 

SAV makes it impossible for the purveyors of spam to realize the financial 

gains that have been enjoyed in the past. SAV eliminates the unfettered access to 

email inboxes that was available to crafty spammers (phishers), enabling 

companies to regain productivity and IT resources once lost to fight spam. As this 

simple and elegant approach gains widespread acceptance, spam, as we know it, 

may be entirely eradicated. 

 

Limitations: 

• We can’t ask all citizens to set up. 

• The new fishers cannot answer to questions. 
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3. “Bluebottle, Bluebottle Solutions Pty Ltd, 2006” (Bluebottle Solutions 

2006) 

 

It is anti-spam and anti-phishing E-mail technologies helps keep E-mail's 

inbox free of spam and phishing. 

 

When Bluebottle receives a message from an E-mail address or domain 

not on your "Allowed" list, it E-mails the sender a "verification request". This 

asks the senders to verify themselves by clicking on a link. Once verified, the 

system automatically adds the sender's E-mail address to your "Allowed" list and 

the message is sent through. Future messages are automatically let through until 

removing the sender’s E-mail address from the “Allowed" list. 

 

To avoid identification, spammers or phishers commonly use fake E-mail 

addresses. Consequently, the verification request is never seen or responded to, so 

spammers don’t get added to allow list and don’t receive spam or phishing E-

mail. If sending an E-mail, Bluebottle automatically adds the recipient's E-mail 

address to the allowed list. This means that they don’t spend time managing E-

mail or configuring spam settings. It’s all automatic - and best of all, the senders 

don’t get a verification request when they reply to E-mail. 
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Limitations: 

• Many users worry and feel afraid from clicking on a link. 

• With huge amount of messages, there is a delay that will happen. 

• The new fishers can click on a link. 

 

4. “Australian Government E-mail Address Naming Standards and 

Implementation Guidance, Australian Government Staff Group, 

2008”( Michelle 2008) 
 

These standards have been produced by Australian Government 

Information Management Office (AGIMO) within the Department of Finance and 

Deregulation at the request of the Australian Government’s Business Process 

Transformation Committee (BPTC). The standards have been endorsed by and are 

issued under the authority of the Australian Government's Chief Information 

Officer Committee (CIOC). The BPTC requirement was for Email Address 

Naming Standards that defined a format for E-mail address creation that: 

• Presents a consistent image of government accessibility; 

• Is intuitive to use; and 

• Provides a simple way to find or determine email addresses of 

Australian Government employees. 

 

The Standards comprise three elements: 

• Published personal email addresses, 

• Managing Duplicates, and 

• Functional Addresses. 
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Standards Limitations: 

• The workspace on the Australian Government Department of Finance 

and Deregulation (GovDex) website can only be accessed by 

nominated contacts in relevant agencies. This can be accessed at 

www.govdex.gov.au. 

• The E-mail address must have the person’s names in all lowercase 

only. 

• The email address should as much as possible reflect the way an 

individual spells their name. 

• The amount of any additional spam generated by application of these 

standards is unclear at present, and will need to be monitored as the 

standards are applied. 

 

 

5. “Comprehensive Email Filtering, Barracuda Networks Inc., 

2008” (Barracuda Networks Inc. 2008) 

 

Barracuda Networks Inc. combines premise-based gateways and software, 

cloud services, and sophisticated remote support to deliver comprehensive 

security, networking and storage solutions. The company’s expansive product 

portfolio includes offerings for protection against E-mails phishing, spam, web 
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and threats as well as products that improve application delivery and network 

access, message archiving, backup and data protection. Coca-Cola, FedEx, 

Harvard University, IBM, L’Oreal, and the European organization are among the 

more than 100,000 organizations protecting their IT infrastructures with 

Barracuda Networks’ range of affordable, easy-to-deploy and manage solutions. 

Barracuda Networks is privately held with its International headquarters in 

Campbell, Calif. 

 

Filtering E-mails in two advanced processes. Barracuda Networks 

designed the affordable Barracuda Spam & Virus Firewall as an easy-to-use, 

enterprise-class hardware and software solution for businesses of all sizes that 

comprehensively evaluates each E-mail, using two main classes of sophisticated 

algorithms and techniques:  

• Connection management and  

• Mail scanning. 

 

During the connection management process, E-mails are filtered through 

five defense layers to verify authenticity of enveloped information, and any 

inappropriate incoming mail connections are dropped even before receiving the 

message. Any E-mails that survive the connection verification process must then 

undergo a thorough mail scanning process that involves an additional seven 

defense layers of message analysis. 
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Limitations: 

 

• Citizens that relay E-mail through known servers or communicate frequently 

with known partners should add the IP addresses of those trusted relays and 

good E-mail servers to the Rate Control exemption list. 

• Can treat many types of phishing and spam but not all. 

 

 

 

6. “Thunderbird Sender Verification Extension, Joshua Tauberer, 

2009” (Tauberer 2009) 
 

 

This is an extension for the Mozilla Thunderbird E-mail program that 

reports, when possible, for protecting E-mails from phishing ,whether the sender 

shown in the From: The header was actually the sender of the E-mail. In fact, 

forging the From: header is possible. This is an anti-phishing used to protect from 

fraudulent E-mails asking for sensitive information, and zombie-spread viruses 

claiming to be from someone they are not. 

 

The extension uses Sender Policy Framework (SPF) (in a nonstandard 

way) to verify the sender's domain, and SURBL, Spamhaus, DNSWL, and Sender 

Score Certified for reputation information. 

 

The extension checks the domain name (e.g. aol.com) in the From: header, 

but not the user name’s part (e.g. the "my.name" part in my.name@aol.com).The 
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extension sits at the top of every E-mail message and reports the verification 

status of the sender as shown into figures 2.1 and 2.2.  

 

Figure 2.1 "Sender Verification" Lines Show the Results of Verification 

Checks Performed by the Extension (Tauberer 2009). 

  

 
 

Figure 2.2 "Sender Verification" lines show the Results of Verification 

Checks Performed by the Extension (Tauberer 2009).  
 

Limitations: 
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• Since many domains don't support SPF, E-mails claimed to be from these 

domains can't be verified with the methods used by the extension. 

•  These new E-mail protocols aren't perfect, and neither is the extension, so 

positive verification results should be interpreted with a common sense. 

• This method can’t treat all kinds of phishers. 

 

 

7. “Interoperability Program, State of Tasmania, 2010” (Tasmanian 

Government Email Address and Username Standards 2010). 
 

The Tasmanian Government E-mail Address and Username Standards 

version 1.1 were approved for use in Tasmanian Government Agencies on 8 

September, 2008 by the Tasmanian Government's Inter Agency Steering 

Committee (IASC). 

 

There are two main purposes of these Standards (Tasmanian Government 

Email Address and Username Standards 2010): 

 

• To provide for a consistent whole of government approach for the format of 

E-mail addresses, usernames and display names. 

• To fight the phishers. 

 

 

These standards also include guidance on: 
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• Selecting appropriate terms for E-mail domain names and role-

based or functional email addresses; 

• Policy for the management of redundant email addresses and 

domains; 

• A recommended approach for managing duplicate names. 

 

These standards are based upon and supersede the Tasmanian 

Government Email Address Naming Standard May 2000 and have been 

developed to encourage consistency of user attributes across the 

government. Adoption of these standards will assist agencies to participate 

in the implementation of multi-agency and whole-of-government IT 

applications and services. 

 

Standard Limitations: 

• All organizations using the <.tas.gov.au> E-mail domain should 

comply with these standards. 

• This standard applies to user accounts. It does not apply to 

administrative and service accounts for an agency’s internal use only 

(Tasmanian Government Standard format for usernames 2010). 
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CHAPTER THREE 

SYSTEM ANALYSIS 

 

3.1 Overview 

 

This chapter will analyze the current system that has a problem and 

explains the way it will be solved using a proposed solution. In fact, this solution 

attempts to prevent the E-mails from malicious acts that hack and steal user’s 

messages and falsify E-mail addresses to trace confidential information .They try 

to hack personal E-mails, and try to find a trove of information (E-government). 

The phishres mode’s will be studied and analyzed in order to reach new ways to 

fool us. We have always observed in our E-mail that there were attempts which 

really came from the actual studies and real analyses. But there is no problem in 

this World that cannot be solved. Hence, this chapter will focus on gathering 

information and analyzing how the phishers reached a new ways to cheat the 

confidential information. In order to develop the current system, we need to 

analyze the current system. Analysis involves a detailed study of the current 

system as shown in figure 3.1, leading to specifications of a new system. 
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Figure 3.1 The Structure of the Current System 

 

 

 3.2 Current System Scenarios 

 
There are only two scenarios of the current system, when the citizen wants 

to take advantage of E-government services. Citizen will login E-government site, 

as shown in figure 3.2. 

 

Figure 3.2 Citizen Login E-government Site 
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The registration system of the E-government will ask the citizen about 

recording information related to the citizens, such as the first name, last name, E-

mail, address, date of birth and national number in the verification process, as 

shown in figure 3.3, and then the citizen can do all transactions inside the E-

government website or the citizen can send messages through “submit messages” 

that is found inside the E-government website as shown in figures 3.4, 3.5, 3.6.. 

 

 

Figure 3.3 A Citizen’s Registration into the E-Government 

Database 

 

 
 

Figure 3.4 Application Request (USA E-government 2010) 



 

 

41  

 

 

 
Figure 3.5 Citizen’s Registration Form  

(Tanzania E-government 2005) 

 

Figure 3.6 Send E-mail Form  
(Tanzania E-government 2005) 

 

3.3 Security Importance  

In the past, the organizations and individuals saved their confidential 

information in certain files behind the walls. These practices lasted for a long 

time; documents were stored in the rooms with no fear from thief or intruders 

coming from overseas to look for these businessmen and reveal their secrets. In 

other words, fear was external, so we can say that there is an inverse relationship; 
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as time progresses less security is provided. This is reason behind the fact that 

everyone has been looking for a way to save his/her privacy. Unfortunately, these 

traditional ways no longer meet the requirements of security. Instead, it is time we 

need to publish and store our confidential information through the Internet, of this 

point comes the importance of security in our lives but we can't say that we do not 

have strong security for the systems, but we can say that it is necessary to protect 

the E-mail which is one of the most important gates in our lives and not just for E-

government.  

 

3.4 Phishing Scenarios 

Common phishing techniques include sending a false URL via a 

fraudulent E-mail to the victim, using instant-messaging application and planting 

false links in web pages. In any case, once the unsuspecting user opens the URL, 

he is connected to the attacker's web server which appears to be the legitimate 

server, where he is prompted to enter his personal details. 

 

        There are three possible phishing scenarios (Anti-phishing.org 2009): 

 

1. Wrong-domain server: The most common scenario. The attacker solicits 

the user to connect to a false URL, which includes a domain-name 

different from the real server's domain name. 

2. DNS-poisoning: the attacker somehow manages to divert traffic 

designated to the real server's URL to his own machine. This case is 

similar to the previous one, except that the domain name appears to be 
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valid to the user. In this case no, solicitation is required, as the user 

connects to the attacker's machine whenever he attempts to connect to the 

real server.  

3. Real Man-in-the-Middle: the attacker is in full control of one of the hops 

in the path between the user and the real server. In this case, no solicitation 

is required, as the attacker's machine fully controls any traffic that passes 

through it. 

3.5 Phishers Events 

The problem, which results from phishers events, appears through our 

daily lives in the personal and business areas and cannot be overcome. There are 

deals and money wasted in the wrong area caused by phisher’s attacks by entering 

a fabrication message in the network or adding a constraint in the file where this 

attack is into authentication, as shown in figure 3.7. 

 

 

Because of these mistakes, intended or unintended from professionals and 

non-professional people, correct E-mail addresses are important in protecting the 

Sender Receiver 

Phisher 

Figure 3.7 Fabrication 
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privacy and secrecy of information. This privacy can be secured by ensuring that 

the information contained goes to the right recipients. 

 

Phisher starts to create more information on purpose. At this point, the 

attacker wants to be more hidden whenever possible. Some of these methods 

make a full search and transfer (DNS Zone), as well as website browsers for 

compilation of E-mail addresses and important information, especially collected 

for the same purpose. Is an attempt to collect more information by the attacker, 

will usually be completed inspection Ping and check the web server. Phisher will 

verify the current generations of applications and services on the server, and he 

uses the techniques of Banner Grabbing. 

 

 

3.6 The Problem Analysis 
 

In this section, we describe the phase of problem analysis for the current 

system, present a summary of how the phishers work, and then analyze these 

works to get the best solution to avoid them.  

E-governments are responsible for any transaction from inside its website 

and are not responsible for any transactions or information provided from other 

websites, as shown in figure 3.8. This note gives an indication; there is a fear of 

any scam message that can be sent from an E-mail. In this case, there is a fear 

from the sent message that it can be from a phisher (the sender is not the real E-

mail owner). 



 

 

45  

 

 

Figure 3.8 E-government Is Not Responsible for Other 

Websites (Services by the Government of Jordan 2010) 
 

The current system will face a big problem which is that SMTP has no 

generally-required mechanisms for authentication. Sometimes, when a user sends 

messages to his friends, they see these messages in their spams rather than their 

inboxes. Mainly, any E-mail address has two parts; the part before the @ symbol 

is the local-part of the address, which is often the username of the recipient, and 

the part after @ is the domain, which refers to the domain’s name to which the E-

mail message will be sent. Addresses found in the header fields of E-mail 

(Display Name) should not be considered authoritative, because as we mentioned 

above, the SMTP has no generally-required mechanisms for authentication. 

Forged E-mail addresses are often seen in spam, phishing, and many other 

internet-based scams. 

 

Hence, even through an E- mail address apparently consist of two parts, it 

actually contains three parts as shown below: 
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• Display name 

• User name 

• Domain 

 
 

The fact we recognize is that the message sent from the sender to the 

receiver is able to reach safely and the phisher cannot stop this reach. The real 

problem occurs when the phisher seize the opportunity when we do not check the 

addresses of E-mail we receive to achieve his purpose. We can observe that 

through two messages received from one sender as shown in figure 3.10. 

 

 

 

 

Figure 3.10 Shown Same Senders, Same Subject and Different Date  
(Y Rasheed 2010, pers. comm., 15 March) 

 

 

 

Figure 4.12 Valid Users 

“Display name” < User name @ Domain > 
 

Figure 3.9 E-mail address 

 “Display name” < User name @ Domain > 
 

 

Same Sender 

Same Subject 

Different Date 
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It is normal that we would receive two messages from the same sender and 

it is also normal that they would contain the same subject. In this case, there are 

two probabilities:  

 

The first is that the same sender has decided to send the same message 

twice to ensure that his message has been received.  

 

The second probability is that the sender may have possibly sent the 

second message because he wants to make some modifications on his information 

and decided to send it again. In both cases, the latest message will be used, relied 

on and we will not pay attention to the old message, and this is the fact that the 

problem emerges from. Figure 3.11 shows the true message of the sender and 

figure 3.12 shows the attached file to the real sender. 

 

 

Figure 3.11 True Message of the Sender  
(Y Rasheed 2010, pers. comm., 15 March) 
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Figure 3.12 True Attached File of the Sender 
(Y Rasheed 2010, pers. comm., 15 March) 

 

Figure 3.13 shows the phisher’s message and figure 3.14 shows the 

phisher attached file. 
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Figure 3.13 The Phisher’s Message  
(Y Rasheed 2010, pers. comm., 15 March) 

 

 

Figure 3.14 The Phisher’s Attached File 
(Y Rasheed 2010, pers. comm., 15 March) 

 

The display 

name is real for 

the sender 

The user name is 
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sender 

The phisher 

purpose 
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The possibility that this problem occurs is shown in figure 3.15 and figure 

3.16. 

 

 
 

Figure 3.15 Processes Creating an E-mail for Phisher  
(Y Rasheed 2010, pers. comm., 15 March) 

 
 

 

 
 

Figure 3.16 The Success of the Process Creating an E-mail for Phisher  
(Y Rasheed 2010, pers. comm., 15 March) 

Different 
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At this point the disaster will happen. The users of E-mail rely on the 

reliability of an E-mail. Even if we audit and focus on the sender of the messages, 

we can’t observe that the E-mail addresses are various. Different, one is true and 

the second is false, which causes this problem. The lack of scrutiny is due to two 

reasons: the first is the enormous amount of work and the second is the different 

level of professionalism of the computer users. 

 

Mainly, the subject of this thesis is how to resolve the problem of 

verification of the sender, if the sender sends a message from another website. For 

example: WWW.YAHOO.COM. 

 

 

Now, let's imagine our example and reverse this example on our E-

government and what will happen if others have our information, and how to 

miss-chance to happen such as problems. Chapter four will explain in detail the 

design of the proposed solution to protect the E-mail of the E-government. 
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CHAPTER FOUR 

 

DESIGNING THE PROPOSED SOLUTION 

 

 

4.1 Overview 

 

This chapter will focus on designing the proposed solution as an 

experimental work. Input, output and processing specifications are all drawn up in 

detail. In E-government applications, E-mails will be considered among the 

important constitutions of these applications. Some of the E-mails are highly 

secured and others are just secured.  

 

There are different methods used in the design of the protection of 

information, where some of these methods have complexity of the design 

protection systems. So while working to solve this problem (phisher) at the 

beginning, we have to pay attention to the value of the information. As 

mentioned, we can get a complete system to protect the E-mail in E-government 

applications, such as: Citizen to E-government (as a low level of security)  

 

The proposed solution tries to prevent any phishers, access to our 

confidential information that was stored in E-government databases. The 

proposed solution will save precious time and effort that phishers try to make us 

lose. 
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4.2 Designing the Proposed Solution 

In this section, the researcher will address the low level of security 

(Citizen to E-government); there is no chance to use cryptographic algorithms for 

many reasons: 

1. There is no way to determine the value of information. 

2. We should not impose restrictions on the citizens, because we must 

encourage them to contact the E-government, rather than making 

them feel bored. 

The proposed solution is a verification process from the owner of the E-

mail as shown in figure 4.1  

 

Figure 4.1 The Structure of the Proposed Design 
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The proposed solution proposes to link all ministries to only one 

registration system, which records information on the citizens. Some of this 

information is compulsory, such as the first name, last name and also the E-mail, 

while others are optional, such as the address, date of birth and the national 

number in the verification process, as shown in figures 4.2, 4.3. 

 

 

Figure 4.2Citizen Registration 

 

Figure 4.3 Registration System 
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The proposed solution suggests providing the citizens by special E-mails, 

which can be used from any website, to do any transaction required. There are 

several goals of providing citizens with special E-mail addresses, these objectives 

are: 

 

• Citizen should not feel bored, because of using the special E-mail 

address that is provided by the E-government website without 

going back and searching for an E-government site. 

 

• Citizens can distinguish the special E-mail address which is 

provided by the E-government and use it anytime easily. It is 

impossible for any citizen to remember all E-mail addresses and 

for which activities they were used. We can see that in figures 4.4 

and figure 4.5 which show that every ministry has their E-mail 

addresses and websites. This means that are dozens of E-mail 

addresses we must remember if we think using them for our 

website. 

 

• The special E-mail address that the E-government provides has a 

significant role in the verification process. 
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Figure 4.4 Address (A) (Income and Sales Tax Department 2010) 

 

Figure 4.5Addresses (B) (Land and Survey 2010) 

 

From all of the mentioned above, we can summarize the following three 

points: 

1. E-governments fear from other websites. 

2. There are dozens of E-mail addresses. 

3. The inability to use encryption algorithms. 
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Moreover, we can search the entire database to verify that the citizen has 

not applied for entitlement benefits under two different names. This is sometimes 

called "one-to-many" matching, as shown in figure 4.6. The new approach 

verifies any citizen’s claim of identity from the message that sent from many 

websites. This is also called "one-to-one" matching, as shown in figure 4.7. 

 

Figure 4.6 "One-To-Many" Matching 

 

 
 

 

 

 

Figure 4.7 Citizen Sent Message from Any Website 
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The main idea of the proposed solution is that it adopts the redundancy.  

 

We can actually note in addition to many other benefits of E-mail that 

there is no chance for redundancy as long as the mail server does not accept the 

redundancy.  

 

In fact, there are two cases in which the redundancy may occur. This can 

be clearly seen in figure 4.8. Phisher fakes sender of an E-mail address that does 

not exist to recipients that are no longer or never been valid.   

 

 

    “Display name” < User name @ Domain > 

 
         Redundancy possible       Redundancy not possible 

 
    “Display name” < User name @ Domain > 

 

OR 

 
     “Display name” < User name @ Domain > 

 
         Redundancy possible       Redundancy not possible 

 
     “Display name” < User name @ Domain > 
 

 

Figure 4.8 Possible and Impossible Redundancy  
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The proposed solution suggests linking the database of the E-government 

registration system to an external agent, as shown in figure 4.9. 

 

Figure 4.9 Linking the E-mail Address 

In the following, we can discuss linking and using the external agent, 

which has two basic roles: 

 

1. Continuous updates of the E-mail addresses which are obtained 

from E-government registration system databases, as shown in 

figure 4.10. 

 

Figure 4.10 Updating the E-mail Addresses 

 

2. Verification process from the sender identity, through comparing 

the E-mail address that registered in the E-government registration 

system database with an E-mail address in the sender's message. If 
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the citizen was registered in the E-government registration system 

database, the message be accepted (the reason for this is that 

redundancy will occur) and the rest of the procedures will be done, 

but if it is not registered, the message will be ignored, as shown in 

figure 4.11.  

 

Therefore, the main role of the external agent is validating 

recipients and accepting valid citizen’s E-mails in particular. They 

already have records in the E-government registration system.  

 

 

Figure 4.11 Verification Process 

The verification process can be conducted on the basis of the active 

directory, using the databases or text address lists. The external agent uses a 
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filtering point to filter SMTP traffic and not to filter POP3 traffic. This is due to 

the fact that there is a tradeoff. In other words, we would lose the ability to use it 

before the arrival of the filtering point. This feature can be used to validate 

recipients and accept E-mails only for valid users as shown in figure 4.12. The 

external agent can treat a million messages per day. 

 

 

 

 

Figure 4.12 Valid Users 

“Display name” < User 
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4.2.1 The Flowchart of the Proposed Design 

 
 

In order to understand the way proposed design will precisely work, we 

need to go through the following diagram and track it from two starting points 

that lead to the success or failure of the process using the proposed design. 

 

START 1

START 2

Citizen enter F.Name, 

L.Name, E-mail, address, 

D.B and N.N.

If citizen was 

registered

True

False

Transactions

Registration 

System

If E-mail 

address was 

registered

True

False

 

Figure 4.13 Flowchart Diagram for the Proposed Design 
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4.2.2 Use Case Diagram of the Proposed System 
 

The use case diagram of the proposed system shows the system's use cases 

and the actor. The following figure 4.14 shows the various user roles and how 

these roles are uses into system. 

 

Figure 4.14 Use Case Diagram for the Proposed Design 

 

As a case study, we can verify the proposed design through an example 

into appendix A. 
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4.3 New System Analysis 

 

The most common method today is a deceptive E-mail message. The 

messages that arrive are about the need to collect account information or anything 

else in order to win the funds by direct or indirect ways, may be is a collection of 

information about a specific person to strike deals. After applying the proposed 

solution, the external agent of the system that works to ensure the identity of the 

sender (Citizen) is shown in figure 4.12, the sender (Citizen) was registered in the 

registration system or not, if the sender (Citizen) was registered, the message will 

be inserted into the E-government web without any problem and all transactions 

will be normal. However, if the sender (Citizen) was not registered, the system 

will consider this message as phishing, spam or unwanted message ... etc.  

 

The system will reject this message and prevent it from entering. As a 

result, whole content of the message will be neglected and the system will not 

allow it to enter. The system also will not allow any deceptive phishing. 

Moreover, many other scams will be broadcasted to a wide group of recipients 

with the hope that the unwary will respond by clicking a link to or signing into a 

bogus site, where their confidential information can be collected, and will not 

enter into an E-government web. 
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  The system will not be allowed to enter malware-based phishing, malware 

can be introduced as an E-mail attachment, as a downloadable file from a web 

site, or by exploiting known security vulnerabilities, and also the Keyloggers and 

Screenloggers are particular varieties of malware that track keyboard input and 

send relevant information to the hacker via the Internet. 

 

The system will not allow session hijacking describes an attack where 

users' activities are monitored until they sign into a target account or transaction 

and establish their bona fide credentials. At that point, the malicious software 

takes over and can undertake unauthorized actions, such as transferring funds 

without the user's knowledge. Also, Web Trojans pop up invisibly when users are 

attempting to log in. 

 

The system will not allow any system’s reconfiguration attacks to modify 

settings on a user's PC for malicious purposes. For example: URLs in a favorite 

file might be modified to direct users to look alike websites.  

 

The system will not allow any data thefts. Unsecured PCs often contain 

subsets of sensitive information stored elsewhere on secured servers. Certainly, 

PCs are used to access such servers and can be more easily compromised. Data 

theft is a widely used approach to business espionage. By stealing confidential 

communications, design documents, legal opinions, and employee related records, 
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etc., thieves profit from selling to those who may want to embarrass or cause 

economic damage to competitors. 

 

Thus, we can say that we could achieve the aim of protecting the E-

government E-mail by proposing a design to solve the problem of ensuring the 

transactions between E-government and citizen are carried out with appropriate 

security, in an environment where E-government has no control over all websites. 

Mainly, we can say the problem of verification of the sender (Citizen) was solved, 

if the sender sends a message from another website. 
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CHAPTER FIVE 

 

CONCLUSIONS AND FUTURE WORK 
 

5.1 Conclusions 

 
In this section, the researcher presents the conclusions of this research, in 

addition to the way he has used these final results to contribute in the studied 

domain.  

 

We focused on studying and analyzing the phishing problem to obtain 

three main objectives: 

 

1. Preventing phishers, spam and unwanted messages. 

2. Encourage citizens by not imposing restrictions on the citizens 

through facilitating communication in the E-government 

applications. 

3. Citizens can send any messages from their E-mail addresses to do 

a transaction. 

 

The final results that we found from our research are that the proposed 

design can be used for Citizen-to-Government (C2G) potential to solve phishing 

problems.  
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5.2 Future Work  

 

By working on our thesis step by step, many ideas and issues were 

appeared but not accomplished yet because of the lack of time, resources, and 

other constraints. Hence, we would like to suggest the following for future work: 

 

• Applying this design into Jordan E-government in the next phase. 

• Using the same design to verify messages that sent to E-

government by SMS. 

• By creating only one E-mail address under "Supplier" name, all the 

businessmen and citizens can find the goods that they want to buy 

without searching for websites. 
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APPENDICX 

 

APPENDICX A: An Example of System Proposed 
 

 
Figure 1: Registration System 

 

 

 
Figure 2: Registration Process 
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Figure 3: Registration Table 

 

 
Figure 4: Email Table 

 

 
Figure 5: Linking E-mail Table with Registration Table 
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Figure 6: Enter E-mail that already registered 

 

 

 
 

Figure 7: Duplicate 

 

 

 

 
 

Figure 8: Find E-mail Address 
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Figure 9: Find All Information 
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APPENDICX B: Comparison of the Proposed Approach with 

the related works 

 The table 2.1 present the comparison between the proposed approach and 

with the most related works that appear how the proposed approach are best to 

protect E-government E-mail from phishers attacks. 

 

 

 

 

R \C Operations Handles 

Spam Arrest Operations on the E-

mail 
Handles some types of 

phishers 

Sender Address Verification Operations on the E-

mail 
Handles some types of 

phishers 

Bluebottle Operations on the E-

mail 
Handles some types of 

phishers 

Australian Government E-mail 

Address Naming Standards and 

Implementation Guidance 

Operations on the E-

mail 
Handles some types of 

phishers 

Comprehensive Email Filtering Operations on the E-

mail 
Handles some types of 

phishers 

Thunderbird Sender Verification 

Extension 

Operations on the E-

mail 
Handles some types of 

phishers 

Interoperability Program Operations on the E-

mail 
Handles some types of 

phishers 

Proposed design  Operations on the E-

mail 
Handles all types of 

phishers 

 

Table: Comparison 
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