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Abstract

Voting is one of the most important activitiesa democratic society. In a
traditional voting environment voting process sames becomes quite inconvenient
due to the reluctance of certain voters to visgoling booth to cast votes besides
involving huge social and human resources. Theldpueent of computer networks
and elaboration of cryptographic techniques fat#itthe deployment of E voting. In
this work the researcher propose a secure E vetthgme that is suitable for large
scale voting over the Internet. The scheme dependke last two E voting protocols
based on the blind signature, Evox-MA and REVSernitompasses three distinct
phases- that of registration phase, voting phask amunting phase. Each phase
applies some cryptographic technique, schemes dified protocols to enhance
some security aspects as a Kerberos authentigatidacol, PVID scheme, responder
certificate validation. The theoretical proof annglation results show that the
scheme satisfies all E voting security requiremefdg applying a PVSS, the
researcher get more stable results than REVS hdigaature protocol which
suggested using a different password for each asimator. Also the proposed
scheme adds more security enhancements. Firsipglyirg more than one scheme,
the Kerberos authentication protocol (it has beemnifired by adding a new entity
(responder) derived from the OSCP-KIS protocol @oify voter certificate validity),
PVID scheme and the converted Ferguson E cashqgwmiotioe researcher guarantee
that only authorized voter vote. Therefore, linfie tDoS attack against attackers, so
the counter buffer will never be filled with a gage votes. Second, detecting the
double voting issued by the voters, by applying enttan one mechanism (the
converted Ferguson E cash protocol to operate uaderting, trapdoor commitment
scheme, and modified PVID scheme. Finally, allovald vote to be repeated if fault

tolerance occurred by applying a trapdoor commitrseheme.
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Chapter One

Introduction

1.1 Introduction

Elections allow people to choose their represemsitand express their
preferences for how they will be governed. Natyralhe integrity of the election
process is fundamental to the integrity of demogciteelf. The election system must
be sufficiently strong to withstand a variety oaddulent behaviors and must be
sufficiently transparent and comprehensible thaéngand candidates can accept the

results of an election.

Nowadays, most governments start realizing theomapt for E voting as
such a development will have many benefits towatdstions and democracy itself;
it will increases the number of voters, facilitdke casting of votes by voters from
different places, not only from a particular padlistation, which will help to reduce

abstention rates, and accelerate vote countinghendelivery of voting results.

Specifically, the idea of E voting began in 1979 the development of
Direct-Recording Electronic (DRE) systems, andaidl lbeen used in voting stations in
DRE cabinets, where the votes are stored electmoatiaglly (Kiayias, et. al, 2006)
By 1990 when World Wide Web (WWW) became widespreete have been more
attempts to apply E solutions to make democratacess easily. So E voting is
applied again, in 1997 the idea was extended agdien Monterey County,
California experimented the first voting by maissym (Hirschberg, 1997).

Till now, the idea of E voting is applied more amgre in many countries
over the world and achieve a high degree of sucessa Geneva pilot project
(Cavadini & Cimasoni, 2007) indicated the increasethber of participation with the
introduction of E voting by a 20% over 8 years fram average of 30%-35% to an
average of 50%-55%.

Also the united kingdom (St. Albans, Sheffield abigerpool,2006) test
many E voting systems from 2000 to 2006 with aargrmethods mainly internet (I-
voting), with a high degree of success with sonmlated problem related to the



difficulty of establishing a secure communicatidrasnel between voters and election

server.

Despite the high percentage of success in E vatpiementation projects, a
few people have doubts about the privacy, secantyaccuracy of the election. They
cannot easily trust the voting system unless tleurgg of the system is greatly
enhanced. Many controversies have been raised angl mconsistencies have been
reported to be experienced with the real world tebeic elections. The E voting
experience in Ohio in 2004 is a well-known examglee incident caused much
debate surrounding the evidence about vote misa@nohtnodification.

In the recent two decades E voting became adsatarch topic in advanced
cryptography, posing several new challenges tallfubting general requirements.
The challenge arises primarily from the needs tovowe the voters that security and
democracy requirements such as privacy, accuracgipt-freeness and verifiability
were achieved and thus reduced their fear towastgylE voting by providing them
with a trusted E voting that they can rely on.

Many scientists and researché@haum 1981, 1983; Fujioka, Okamoto &
Ohta, 1992; Cohen & Fischer, 1985; Benaloh 198antr, Gennaro, Schoenmakers
& Yung, 1996; Davenport, Newberger & Woodard, 198&Rette, 1999; Joaquin,
Zuquete& Ferreira, 2002) explored in E voting cogyaphic field in order to
overcome the security issues in the election psoc&ach made his/her own
contribution towards a trusted E voting but allesgabout the major schemes that can
be classified into three main categories: A blilghature scheme, the homomorphic
encryption scheme and the mixing net scheme. Eltllte@bove mentioned schemes
underlies many protocols, these protocols try tbiea® some general security
requirements (e.g. by using a blind signature,vibter privacy will be guaranteed).
Also, a combination between these schemes is pessiepending on the

requirements.

The protocols under blind signature scheme argsidered as the most
commonly implemented due to their practicality apgplicability, at which the voter
first obtains a token, which has been blindly sdybg the administrator and which is
only known to the voter her/himself. Later, the erosends her vote anonymously,

with this token as proof of eligibility to the atidig for counting.



While, in the homomorphic scheme the voter codpsrawith the
administrator in order to construct an encryptioh hes/her vote. Then, the
administrator exploits homomorphic prosperitiesentryption algorithm to compute
the encrypted tally directly from the encryptedestFor the mixing net scheme is the
most common approach to achieving anonymity. Threegg concept of mix nets is
based on permuting and shuffling the messagesdier do hide the relation between
the message and its sender. However, the detsits, the implementation of mixing

protocols, change depending on configurations arashgements of mix-nets

This study will propose a new scheme that is base&vox-MA (DuRette,
1999) and REVS (Joaquim, Zuquete& Ferreira, 2002ptihg based blind signature
protocols, the two recent blind signature protocélis scheme will overcome above
the problems associated with these two protocalspaiavided a solution to them. It
will solve the collude administrators problem, lyplemented a publicly verifiable
secret sharing based on a threshold signature (RV$Barantee voters
Authentication, via applied a Kerberos protocol aluninated the double voting
produced by the voter. Up to now, no complete smubas been provided for such

problem in neither theoretical nor practical domain



1.2 Problem Statement

Voting is widely regarded as an effective meanspeople to express their
opinions on a given topic. The schemes used inngoliave been evolved from
counting hands in early days to system that inclpaeer, punch card, mechanical
lever, and optical scan machines. The democratictiehs that use voting machines
have shown that the winning margins could be I&éss terror margins of voting
systems themselves, which make the election an pare task.

Theoretically, the intension of the voters andwbeng schemes can affect the
voting results (e.g. the conventional paper-basgthg scheme isn't convenient for
distant voters that were live far from their honosensay they lose their right in voting

, thus the accuracy of voting result may decrease.

Therefore, increasing emphasis has been placedeorloping E voting
scheme capable of providing more efficient servitteen the conventional voting
schemes. The rapid growth of computer network ame &dvent of internet

technology facilitate such development.

The using of E voting has the potential to redoiceemove unwanted human
errors that may appear in the traditional votinghuds as a conventional paper based
schemes. In addition to its reliability, E votingnchandle multiple modalities (such as
voice assistant for handicapped persons) and probietter scalability for large
elections. Frankly speaking, E voting is considesasdan excellent mechanism that

doesn’t require geographical proximity of the veter

In the practical domain field, to transform to Rrvoting, there is a need for
employment of a cryptographic technique to overcainave the security issues in the
election process. Many schemes where developedvainemainly classified to: EVS
under blind signature, EVS homomorphic encryptiod &VS based on mixing net

(reviewing the literature). Each of these schemrmetetlies many protocols.

If considering the protocols under E voting thasdzhon the blind signature,

specifically the last two, Evox-MA and REVS. Theimabservations are that:



Both Evox-MA and REVS have the collude administrajoroblem that arises
when one or more administrator collude to prevartharized voters from

voting or cooperate to send forge votes.

Additionally, there is no complete solution to guatee that only authorized

voters vote.

For the DoS attack, neither Evox-MA nor REVS camldeith the attacker
from filling the counter buffer with garbage votes.

To ensure all E voting requirements had been sadisthere is a need to

implement more additional services.



1.3 Research Objectives

The objectives of this study are as follows

* Solving Collude Administrator problem: This problecan be solved by
applying a Public Verifiable Secret Sharing (PV3f)sed on a threshold
signature in the newly proposed scheme, so it besodifficult for two or

more administrator to collude to alter voting résuh the ballot signing phase.

* Guarantee that only authorized voter vote: This lsarachieved by applying
more than one scheme, the Kerberos authenticatiotogml (it has been
modified by adding a new entity (responder) deriyeam the OSCP-KIS
protocol to verify voter certificate validity), Rs#o Voter Identity (PVID)
scheme and the converted Ferguson E cash profidaslwill help in filtering
the counter buffer from unauthorized votes by enguthat only authorized
voters are permitted to vote. Therefore, limit D@S attack against attackers
so the counter buffer will never be filled with age votes.

* Allow a valid vote to be repeated if fault toleranoccurred by applying a

trapdoor commitment scheme.

» Detecting the double voting issued by the voteysajplying more than one
mechanism (the converted Ferguson E cash protacaperated under E
voting, trapdoor commitment scheme, and modifiedDPS¢heme as the voter
certificate obtain only once and PVID authority glyponly one PVID for
each eligible voter and doesn't make any signHertiinded identities if the
voter had been signed before. By this any attemptbuble voting will be

easily detected.

* Provide a non-repudiation service: Neither voter &y entity participate or
interact with voters can deny such interaction @mmunication by applying

the Kerberos authentication protocol and the buallevard.

* Preventing attacker from keeps track of a uservpassand compromise the
voter password by relying on the ANSI X9.17 PRNGlicygenerated random

number encryption infrastructure (Kelsey et aR71)9



1.4 Motivation

In 1869 Thomas Edison received US patent 90,64@&rofelectronic voting
device.” He tried to sell his invention to the Masisusetts legislative bodies,
unsuccessfully. A century later, we are once agdiampting to apply electronic

wizardry to expedite the democratic process (R)\2300).

It seems as though everything is being automayecbmputers today. With
the recent explosion of growth on the World WideByVihe ability to communicate
more information faster and cheaper is at our fimge We have email, electronic
newspapers, and videoconferencing all leadingréredttowards a paperless society.

Elections themselves have not remained completalycs Absentee ballots
have long been common. This idea was extended nil, A®97, when Monterey
County, California experimented with the first vagiby mail (VBM) system (Harris,
1999). Additionally, Direct Recording Electronic RE) systems have been used in
polling stations since the 1970s. In DRE boothdikartheir mechanical counterparts,

the tallies are stored electromagnetically.

On the other hand, elections influence the deawoycin a country directly.
So it is highly important to ensure that electicasried out electronically are at least
as secure and reliable as conventional electiensTéranks to the recent advances in
the field of cryptography we can bring all thesentis together and create a secure E

voting system.



1.5 Significance of the Research

Voting is usually recognized as one of the mainratiaristics of democracy.
E voting is a very recent idea regarding votingnyleesearcherf@haum 1981, 1983,
Fujioka, Okamoto & Ohta, 1992, Cohen & Fischer, 3:9Benaloh 1987, Cramer,
Gennaro, Schoenmakers & Yung ,1996, Davenport, beeger & Woodard ,1996,
DuRette, 1999, Joaquin, Zuquete& Ferreira, 2002 gattention for E voting over
the last two decades. Up to now, many E votingquas and scheme had been

proposed, and both the security as well as thetefémess has been improved.

The research proposes a new secure scheme bag&@xoMA and REVS E
voting protocols that are based on the blind sigeatThe research brought a new
scheme that solve the problems associated witle thestocols and enhances some
security measures by applying more than protocadcbieme or modified one to the
proposed scheme. Mainly the significance can basanzed as the following points:

* Applying a PVSS based on a threshold signature solve the collude
administrators problem and its better than the tboslgning authentication that
REVS proposed.

* For the first time the Kerberos authentication peot (it has been modified by
adding a new entity (responder) that is deriveanftbe OSCP-KIS protocol to
verify voter certificate validity) had been applidzeside PVID scheme, the
converted Ferguson E cash protocol and the bulletard mechanism that
guarantee that only authorized voter vote and helffdtering the counter buffer

from unauthorized votes.

* Applying a trapdoor commitment scheme to detedbwable voting and allow

a valid vote to be repeated if fault tolerance ol

* More than one mechanism were combined to detectidhble voting issued
by the voters, the converted Ferguson E cash mbtomperated under E voting,
trapdoor commitment scheme, and modified PVID saasithe voter certificate
obtain only once and PVID authority supply only ¢"éID for each eligible voter
and doesn't make any sign for the blinded idestifi¢ghe voter had been signed

before. By this any attempt for double voting vl easily detected.



* An algorithm is used that depend on the ANSI X9PRNG cyclic generated
random number encryption infrastructure that prévehe attacker from keep

track of a user password and compromise the vaiEswpord (Kelsey et al. 1997).

1.6 Thesis Organization

In addition to the introduction, there are four exttchapters.Chapter 2
describes E voting in many terms (what is E votjri§voting Types, E voting phases
depending on the OSAIS standard architecture andeheral requirement that any E
voting scheme or system should satisfied). Furtbeemit describes the E voting
schemes a comparison between these schemes idgoV¥ihe main concentration is
on the E voting protocols based on the blind sigreata general overview is provided
for them. In detail, the researcher describe thestatwo, Evox-MA and REVS E
voting blind signature protocols as the proposdeese depends upon them. Finally,
some cryptographic techniques that the researdiersrupon then were described.
The related work section includes a summary for ghpers that research mainly
depends upon thenChapter 3 proposes a secure E voting scheme based on a
combination of Evox-MA and REVS E voting blind sa&jare protocols, the newly
scheme consist mainly of three stage, each stagyzilde in detail and more than one
modified or exit scheme is applied at each stagent@ances the security measure for
the proposed schemeChapter 4 includes an analysis of the proposed scheme,
theoretically proven that the new proposed schensetnthe general E voting
requirements and dizzy simulator show result ole@ifrom such implementation.

Finally, Chapter 5 draws conclusions and suggests future work inrdgsarch.



Chapter Two

Literature Review

In this chapter the researcher provides the esgentormation to understand
E voting systems. The researcher starts by defthedting and its type's. Then,
present the usual phases of an E voting procedsdescribe the properties required
for an E voting system. Finally, outline the manmyptographic primitives that are
used in this thesis. The last section will be thlated works that mention the main

papers on which the research mainly depend on.

2.1 What is E voting?

Generally, the term “E voting” is used, in variaif different ways and it
encompasses all voting techniques involving E p#guipment, including voting
over the internet, using booths in polling stati@m&l sometimes even counting of
paper ballots. Specifically, E voting any voting method where the voter’s intention
is expressed or collected by electronic means. Basethe voting equipment and

voting location, there are five types of E voting:

* DRE voting (Kohno et al.2004): Direct Recording Electronic (®Rnachine
is physically an electronic equipment with runnisgecial purpose voting
software. It lacks a tamper proof audit-trail. Sf§ing accuracy and
verifiability is almost impossible at DRE votingnse any fraud during the
voting process is unrecoverable and undetectabis.i3 similar to the current
paper-based voting systems. The votes are casteirsivoting booth at a

polling site; however, cast votes are recordedantenic ballot boxes.

* Poll-site voting (Kohno et al.2004): In poll-site voting, the vota® cast by
using public computers at a polling site. Votingotits are not used, but a
public polling-site is provided. The computersta site are connected over a
closed and controlled network. Cast votes are dszbby a counting authority
server instead of electronic ballot boxes. Voteas ®e authenticated and
authorized at the site before allowed to accessdo/oting machines, or they

can have some voting credentials prior to the gopieriod.
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» Poll-site kiosk voting (Report of the National Workshop on Internet Vgtin
2001): In poll-site kiosk voting, the votes aretcaside a voting booth at a
polling site as in DRE voting. Typically, voting tihs at the site contain
electronic voting terminals, and they are connectdgth a closed and
controlled network. Cast votes are recorded by @nttiog authority server
instead of electronic ballot boxes. Voters are awticated and authorized at
the site before allowed access to the voting bodtleses are cast using the

terminal inside the voting booths.

* Poll-site Internet voting (Report of the National Workshop on Internet
Voting, 2001): In this type, the votes are castubing public computers at a
polling site over Internet. Voting booths are need, but a public polling-site
is provided. The computers at the site are onliex an uncontrolled network.
Cast votes are recorded by a counting authorityesenstead of electronic
ballot boxes. Voters can be authenticated and aa#tb at the site before
allowed access to the voting machines, or they lame some voting

credentials prior to the voting period.

* Remote Internet voting Voters cast their votes over Internet. For
authentication, the credentials of voters are m&tiprior to the voting period
through the use of a password or some type of atitla¢éion token. As Table
2.1 holds a comparison between E voting types.

Table 2.1: E voting Types

Stand-alone Voting Networked voting
Controlled | Uncontrolled
Network Network
Paper voting Paper based voting | - | mmemeeeee-
E voting DRE voting Poll-site kiosk | Poll-site
voting Internet
voting
Poll-site Remote
voting Internet
voting
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2.2 E voting Phases

The basic process of any democratic election iosirtandard although a wide

variety of voting systems and protocols exist.

In general, this process consists of the followfagr tasks (Cranor & Cytron,
1997, p2; E-vote: Election Markup Language 5.0 apgd as OSAIS standard, 2008).

As shown in Figures 2.1 and 2.2.

* Pre-voting phase

This phase consists of two major parts accordin@&SIS standard (E-vote:
Election Markup Language 5.0 approved as OSAISdstiah 2008):

(1) Candidate Nomination Process: for the candittatee nominated, he/she should
meet some legal restrictions according to the natitegislative law (e.g. should be
old enough), at last a nomination process resultandidate list that contain all

nominated candidate.

(2) Voter Registration Process: at which all legate voters are registers depending
on the local laws, voter should be above 18 yedds Kinally, the result of this

process is an election list that contains all legite voters.

-~
F-:_m! I}i!ﬂ ma Voters

Woler rep=tralion

|y |

Eledion Distribadion

Candidate i st sydem

Dot Y ,-"

Figure 2.1: Pre-voting Phase based on OASIS Standh(E-vote: Election Markup
Language 5.0 approved as OSAIS standard, 2008).
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* Voting phase:

Depending on the result of the pre voting phasethen voting phase each
registered voter should authenticate his/herseHfrasligible voter then the voter can

cast his/her vote.

o L { i
Yoting )

. Bl 5

é Podel Elecironic | O Agitify
[eapeT woling

f vobire Pkt e

T Helpl ek
—— |

Figure2.2: Voting Phase based on OASIS Standar@E-vote: Election Markup
Language 5.0 approved as OSAIS standard, 2008).

* Post Voting phase.

This phase consists of two major activities aceggdo OASIS standard (E-

vote: Election Markup Language 5.0 approved as @SAdndard, 2008):

(1) Counting: The most critical step as it detemnihe list of election winners, the
possibility of recounting should also be considefesither the input increased (votes)

or in a case of multiple counters

(2) Result: After the counting is finished, theukesof election will be available; it
will be analyzed again by an auditing team andesgsadministration

FT Count 1
% i ouRtng, Courding Report
E'E Results |I—.m

Figure2.3: Post-voting Phase based on OASIS Standafi&-vote: Election Markup
Language 5.0 approved as OSAIS standard, 2008).
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2.3 E voting General Requirements

There is a wide variety of e-voting requirementimigbns (Cranor & Cytron,
1997, p2; Fujioka, Okamoto & Ohta, 1992; Mote, 20@Tramer, Gennaro,
Schoenmakers & Yung (1996); Cranor & Cytron, 1983) with different naming
convention such as requirements, properties, ctaistics etc. These requirements

can be grouped and summarized as follows; (seed-iyd):

» Eligibility, Democracy (Authentication): Only eligible and authorized voters

can vote and each voter can vote only once.

* Privacy: All votes must be secret. No participant othamtla voter should be
able to determine the value of the vote cast by \tbeer, in other words, neither

election authorities nor anyone else can link aadiobto the voter who cast it.

* Receipt-Freeness (Uncoercibility) No voter should be able to convince any

other participant of his/her vote.

* Fairness Nothing must affect the voting. No participantncgain any

knowledge about the (partial) tally before the dmmstage.

* Accuracy: The dishonest voter cannot disrupt the voting.dde can know

the result of the voting. Every participant shoblkel convinced that the election
tally accurately represents the sum of the votes tias not possible for a vote to
be altered, it is not possible for a validated vimtdoe eliminated from the final

tally, and it is not possible for an invalid votelie counted in the final tally.

* Individual Verifiability : Each eligible voter can verify that his/her vetas

really counted.

» Universal Verifiability : A system is verifiable if anyone can independentl
verify that all valid votes have been counted aditye Any participant or passive
observer can check that the published final tallyeally the sum of the votes.

In addition to these requirement§avadini& Cimasonj 2007)proposed
four extra properties that an E voting system sthqudssess. Convenience and
flexibility are the most important prosperities fensuring a high voter turnout,

something that is often desired but not alwayseacd.
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Convenience A system is convenient if it allows voters to tcHseir votes
quickly, in one session, and with minimal equipmeanspecial skills.

Flexibility : A system is flexible if it allows a variety of b& question
formats including open ended questions.

Mobility (Scalability) : A system is mobile if there are no restrictionghér
than logistical ones) on the location from whicihoger can cast a vote.

Robust: All security requirements are fully satisfied,sgie failure and/or
malicious behavior by any (reasonably sized) doalitof parties (voters,
authorities, outsiders).

m
Scalability e
Freeness

Verifiability

m
m

REIiabm

Figure 2.4 E voting Requirements
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2.4 E voting Schemes

2.4.1 EVS Based on Blind Signature

The concept of blind signature was introduced byi@&haum (Chaum 1981,
1983). Chaum demonstrated the implementation basedSA signatures. It allows

the realization of secure voting schemes, protgdtie voter privacy.

Initially the blind signature is used within E basystem (E cash) to guarantee
owner anonymity, as in E voting scheme the motbratis to keep the voters

anonymity as well, so this technique can be ap\édn et. Al, 2009).

The idea of blind signature allows a signer to sgrdocument without
revealing its contents similarly in a real life Wwbrto sign a carbon paper lined
envelopes. Writing a signature on the outside shsenvelope leaves a carbon copy
of the signature on a slip of paper within the éope. When the envelope is opened,
the slip will show the carbon image of the signatur

A distinguishing feature of blind signatureghsir unlinkability: The signer
cannot derive the correspondence between the gigmiacess and the signature,

which is later made public.

The blind signatures can be accomplishetthéyollowing steps:
(1) The authority key is given:

(e, n) public key of the signer

(d, n) private key of the signer

(2) The voter's purpose is to let the authoritgigm the vote, say v, without revealing

its content (Blind Signature).
The voter generates a random number, r that watsthe following formula
The voter using this random variable r and authgitblic key component e to blind

his/her vote and calculates
X=(FV)mModn. oo 0 (2.2)

(3) The voter asks the authority to sign the vamai its private key. Noted that the

authority cannot derive any useful information fram

16



£ X MO N e e e e, (2.3).

(4) The authority sends the signed vote to thervote

t=x'mod n

t =(fv)?modn

t = (V% mod n

E = TV MO N e e e (2.4)

(5) As the voter know the random value r ,she édoeremove it from the signed vote
by taking * to both side in (6)

r*t=v"mod n

STV MO N oo, (2.5)
Where s is the vote v signed by the use of theoaiiyhprivate key preventing the
authority from learning the signed vote v.

2.4.1.1 Implementation of bithsignature Protocol in EVS

A blind signature protocol is similar to a digiggnature except that it allows
a person to get another person to sign a messaleuivrevealing the content of the
message. In EVS, a ballot is blinded in order tueae its confidentiality requirement
.For simplicity, a protocol with two authorities;amly a validator and a tailler are
used to demonstrate how a blind signature is eredlay EVS. A voter is required to
get the signature of the validator when he voteas.efisure the secrecy of his/her
ballot, a voter cast a ballot, B, blinds a votengsa random number and send it to the
validator .Let (n,e) be validators public key amcdj be his/her private key. A voter
generates a random number r such that gcd (r, @nelsends the following to the
validator B'= (¥ B) mod n.

The random number r conceals the ballot from thd&tor. The validator
then signs the blinded ballot after verifying thater, the signed value is S' = (B

=(r*B)“ mod n.

After receiving the validated ballot, the voteblinds the ballot, to get a true

signature of a validator S by computing S=Smod n.
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The voter then sends his/her ballot together wahdator signature to the
tailler. The tailler verifies that if the ballot wacorrectly validated, thetme ballot is

valid. Figure 2.5 illustrate the employment of dlisignature in EVS.

e

Blind a Ballot
(Ballot Confidentiality)

L

Send id & Blinded Ballot

L

Acceptinvalid Message

. . » Unblind the signed ballot Verify the signature
3w e blinded balvi }: (Ballot Integrity) i>{ (Validator Verification)

Tally the Ballot

Verify Id
(voters Authentication)

Figure 2.5: A Conceptual View of Blind Signature Potocol in EVS (Subariah et.
al, 2003).

2.4.1.2 Motivation

Blind signatures may be useful in a voting protdogerform the registration
stage: where the registrar signs the ballot of gerv@after verifying the voter is
eligible), without knowing its content. Then thersed ballot may be anonymously

sent to the tallier who can then verify the signatand count the ballot.

Blind signature is very popular in practice due tteeir efficiency as
communication and computation overhead is fairhakraven when the number of
voter is large .Also, blind signature and protscainderlying it can be easily
managed and realize election with any type of wptie.g. yes /no ,multiple

candidates).
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2.4.1.3 Main Principles that makblind signature secure

» A blind signature is secure if it can be proved tha identity of the holder of

the signature is never revealed nor the contentiwisi signed.

* Also the unconditional anonymity of the holder dfetsignature must be
guaranteed even in the case of collusion this @knas a blindness property.

» Additionally, for a blind signature to be securemtst also be proven that
blind signature can't be forged; even if a numbkblond signatures are
collected it must still be impossible for an attacko forge the signature.
Formally stated this means that if you have reakivélind signature, its
impossible to compute signature number j+1. Thislé® known as a non-

foregability property.

2.4.1.4 E voting protocols based blind signature

Protocols under blind signatures are very populapractice due to their
efficiency as communication and computation ovedhisdairly small even when the
number of voters is large and their support for g of voting. These protocols can

easily be managed and realize elections with maltpndidates.

However, the voter has to act in more rounds $teggion, voting, counting,
verifying, complaining), in other words, every éiig voter should not abstain after
the registration phase, otherwise a corrupted &edidcan add extra votes on behalf of
abstaining voters. Frankly speaking, these prosocohly provide individual

verifiability and no universal verifiability.

Many election protocols based on blind signaunave been proposed,
(Chaum 1988; Fujioka, Okamoto & Ohta, 1992; Horskdichels & Petersen, 1995;
Juang, Lei & Yu, 1998; Okamoto 1997, Radwin 1996RBtte 1999, REVS 2002).

Chaum (Chaum 1981, 1983) pioneered the notion\aftiag and then several
protocols were proposed. However, these earligopots suffer from providing most
E voting properties (See Table 2.2 which hold agamnson among these protocols).
Later; Chaum proposed a protocol based on the sandeaceable email system,
which assumes that at least one mix is trust.dtlaaye communication complexity at

the registration phase. Ballot tallying authorigncimmediately open ballots upon

19



receiving them and therefore leaking intermediagiits can effect the voting. Also,
voter must reveal his/her vote to prove that it wascounted correctly which violates

privacy concerns. Fairness and privacy are violated

In 1989, Boyd proposed a protocol based on multi@g ciphers, it is
considered more efficient than Chaum protocols.r&h& one administrator to carry
out elections and issue valid voting slips to eveotential voter exactly one.
However, the voting authority can easily falsife thallots. Furthermore, the voting
authority can substitute spurious votes of its chon the final tally. Knowledge of
the intermediate results could distort further ngti Thus, it is not fair and not

verifiable.

The first practicable protocol ensuring both thirgry and the fairness is of
Fujioka et al. (Fujioka, Okamoto & Ohta, 1992). Tv@posed E voting protocol is
capable of solving the fairness problem by using it commitment function. No
one, including the voting authority, can know timéermediate result of the voting.
Thus, it prohibits the fraud by either the votertbe authority. The voter has to
participate in three rounds and he has to send messages through anonymous
channel. By this the number of rounds appearsarptiotocol of Juang et al. (Cohen
& Fischer, 1985; Benaloh 1987) is reduced.

Juang et al. Cohen & Fischer (1997) proposal dhtces scrutineers other
than administrator. The protocol uses thresholgtogystem to guarantee the fairness
among the candidates campaign. It preserves privdcyhe voter against the
administrator and scrutineers. The protocol of RadWCramer, Gennaro &
Shoenmakers, 1997) mainly concentrates on tracowpld-votes, the protocol is
constructed on the idea of double spending, andu@h#&l992), most of the
requirements are not fulfilled properly. There also several implementations that
have been piloted in small-scale elections: The SBSI system was the first to be

implemented (Cramer, Gennaro, Schoenmakers & Y19§6).

The Davenport et al system was used to conduatestugovernmental
elections (Davenport, Newberger & Woodard ,1996) EVOX system was used at
MIT for undergraduate association elections (Coheéfiag, 1986). DuRette (1999)
improved EVOX system in order to eliminate singhtitees capable of corrupting the

election in Evox Managed Administrators (Evox-MAAs an administrator's
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signature is the base requirement to make a balditl, nothing prevents the

administrators from creating and submitting forgdéidsballots, also the administrator

can prevent a voter from voting, refusing to siggilter ballot, or allow several votes

from the same voter, signing several times fonvibter.

The idea explored by DuRette is to ensure demodrgsharing the power of

the administrators among several servers. In DeReitoposal there are n

administrators, and t signatures of them are reduio make a ballot valid. There was

also introduced the manager server that will sige lkist of t signatures of the

administrators to allow £ n/2, the protocol goes as shown in Figure 2.6:

First the voter fills a ballot and commits to iting a random bistring. Then
he blinds the committed ballot and sends it to 1 administrators for signing
as Figure 2.6, step 1 shows, in the Evox-MA casebtillot is obtained from

the manager.

Each administrator verifies independently if had albeady been signed for
the voter, and if not they sign the blinded ballgidate the voter record to an
already voted state and return the signed blinggidthto the voter as Figure

2.6, step 2 shows.

Aodministrators

Manager % Anonymizer Counter
= T =i - [
= o = -

Figure 2.6: Evox-MA protocol (DuRette, 1999)

After receiving all blinded signatures the votemoes the blinding layer and
obtains a list of t signatures on the ballot. As ghoint the voter blinds the list

of signatures and sends it to the manager as Fj@retep 3 shows.

If the manager had not already signed for the ydter signs the blinded

signatures list and returns it to the voter as Egu6, step 4 shows.
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» The voter receives the blinded signed signatutehs unblinds it. Finally, to
complete the voting process the voter encryptb#iiet, the bit commitment,
the signatures and the signature on the list ofagiges with the public key of
the counter and he anonymously sends the encryfiidime counter through
the anonymizer as Figure 2.6, step 5 shows.

* When the election ends the anonymizer forwardseti@ypted votes to the
Counter in a random order as Figure 2.6, step #/sho

» The counter, after receiving the encrypted votesrypts them, removes the

repeated votes and process the election tally.

In Evox-MA (DuRette, 1999) the democracy propegyguaranteed by the
administrators and the manager if they sign onlgeoper voter. If t< n/2 the voter
can get distinct lists of t signatures, therefor¢his case is the manager that prevents
a voter from obtaining more than one valid ballbt.> n/2 the voter can only obtain
of list of t signatures, therefore the manageras meeded to guarantee democracy.
Apparently, in Evox-MA it is needed the collusiori b administrators and the

manager to introduce valid votes.

However, Evox-MA does not offer the apparent catingesistance because it
used only one password per voter for all administsaand also for the manager.
None of these entities knows the password in adyahecause a UNIX-like
validation is used, i.e. the entity only has thgedt of the password and not the real
password. However, a small set of administratargoilusion with the manager, can
generate illicit valid votes using the voter's passl once they get it. The fraud may
work like this: x colluded administrators use thater's password to get signatures

from all the administrators not yet contacted l®yibter.

Then they send to the manager a signed vote thabiild accept and send to
the counter. With n administrators and n/2A\fequired signatures, x is equal tl 2
If, for improving performanced is a low value (1 or 2), the possibility of attaisk
not negligible. If t is less than n/2, the manaiggelf can introduce votes without the

participation of any other entity.

In Evox-MA there is some resistance to failures eoitlsion(DuRette ,1999).

The voter must get t signatures from the admirtistsaand one from the manager;
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therefore the voter can lose up to n — t signattr@s the administrators, or tolerate
the failure of them, without been prevented to vétewever if the voter loses the
manager signature before submitting the vote, thernwill be prevented to vote
because the manager only signs once. A conclusidraivn "the robustness of Evox-
MA is higher than the one of Evox", but due to aalweuthentication protocol it is

not as good as it could be.

Both DuRette system and EVOX are very sensible &ilurkes in
communication or servers, these problems were ddhyeREVS which is proposed
by Joaquim et al. as another implementation basdduiRette work. REVS based on
DuRette work to make it more robust and scalabtaqdim, Zuquete& Ferreira,
2002).

The flexibility of REVS architecture requires a Xiele voting protocol
(Joaquim, Zuquete& Ferreira, 2002). The only resbon made is to the number of
required signatures to make a ballot valid, t, Wwhitust be greater than n/2, where n
is the number of administrators. From the votepgtpof view, the REVS protocol is

divided in three steps as indicated in Figure 2.7.

(1) Ballot Distribution: The voter contacts a balthstributor to get a blank ballot for

a given election. The ballot distributor return® trequested ballot, the election's
public key and the operational configuration of éhection, all signed by the election
commissioner. This is done in two phases. Firswiter contacts a ballot distributor

and provides a voter ID to receive the list of #tts in which he can participate.

Then the voter chooses the election and requedtallat for it from a ballot

distributor.

Ballot Distributors Administrators Anonymizers Counters

==
==
s'é'q

Figure 2.7: REVS voting protocol (Joaquim, Zuquete&Ferreira, 2002)
(2) Ballot Signing: After expressing his/her wilh dhe ballot, the voter commits to

the ballot digest with a random bit string and #snthe committed digest with a
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random blinding factor. Then the voter sends thedeld committed digest of his/her
vote to at least t administrators for signing. Tddministrator, after receiving a
request for signing, verifies if it had alreadyrsg for the requesting voter. If not, he
signs and saves the signature; if he had signeatdgethe administrator returns the
previously saved data, i.e. the signature of tiedbd committed ballot digest. After
receiving a signature the voter updates it usingianlinding factor and verifies the
correctness of the result using the original baligest and the administrator's public

key.

This process is repeated until all required t @igres are collected. The
voter's module can save the voter's answers, theobimitment and the blinding
factor into non-volatile storage, preferably praddoy a mobile media, before using
them. This enables the voter to stop and latemnesits participation in the election,
but can affect the voter's privacy because it caruded as a receipt as indicated in

Figure 2.8.

REVS Protocol Diagram Data Transferred
Voter Ballot Distributor
A 4B
election List
® Variable
Vn, Eid
> 4B+4B
election data .
» Variable

Administrator (i)

¥i. VAL Eid. BB 4B+20B+4B+ 128 B
@ BB signed 128 B
Anonymizer
{Ballot. Commitment, ) .
@ Signatures} Ey,, Variable +20 B +

T Signatures * 128 B
Counter
{Bg!lm‘. lCon}:nFilmc:nl. Variable + 20 B +
SIENANITES T Ekpub Signatures * 128 B

Vn — Voter’s number Election list — list of the elections in witch the

Eid — Election identification ) voter can participate . )

VpAi — Voter's password for Administrator i Election data — Ballot questions, election

BB — Blind committed digest of the ballot configuration. Administrators signing keys
{m}Ey,, — m encrypted with Election’s public key and election public key. All signed by the

Commissioner
Note: The key size used is 1024 bits
All communications are over SSL

Ballot — Ballot answers

Figure 2.8: REVS voting protocol Steps (Joaquim, Zguete& Ferreira, 2002)

(3) Ballot Submission: In this step the voter camsts the ballot submission package,

joining the ballot, its signatures and the bit cotnment. At this time the voter can
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save this data into secure storage. Once agaiisthis optional step, because it helps
improving accuracy but affects privacy. Then hensiib this package, ciphered with
a hybrid cryptosystem using a random symmetricigedsey and the election public
key, through an anonymizer, concluding the votingigrol. The voter can submit the
same package to any counter as many times as Isenfessary to be sure that the
ballot reaches its destination. This means thé¢miht counters can get different sets
of votes at the end of the election, and thosersaiseven contain repeated votes. A
selected master counter obtains the final tallgrajithering all the valid votes from
the several counters and discarding the repeatesl. @my person with access to the
ballots collected by all counters can act as a enasgiunter. This fact increases the
confidence in the election outcome. After collegtiall votes the counting process

involves the following steps:
1. Decipher the submission packages with the el@stprivate key.
2. Verifying that all required t signatures frormadistrators are present.

3. Removing repeated votes, which are the onesthélsame bit commitment. If the
length of the bit commitment is large enough (166 In REVS) the danger of

collisions is negligible.
4. Tallying the remaining votes.

5. When using multiple counters, the master couctdiects all previously verified
votes. Then check for repeated votes using thednitmitment and proceeds with the

final tally.

All the counters publish the contents of all reeeisubmission packages, and
the administrators publish all the signatures ptedi for the blinded digests. After
this publication the voter can verify if his/hertgowas counted. If the vote is not
present at the tally he can reclaim presentinghwmously, the previously saved

vote.
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Table 2.2: Protocols Evaluation

Nurmi | Fujiko | Davenportf Radwin | Cranor | Cramer Du
(1991) | (1992) Et .al (1995) (1996) | Etal.7 | Rette
(1995/7) (2997) | (1999)
Double Voter| Yes Yes Yes Yes Yes Yes Yes
Prevention
Ballot Yes Yes Yes Yes Yes Yes Yes
Confidentiality
Universal Yes Yes Yes Yes Yes Yes Yes
Verifiability
No.of 2 2 2 1 3 n-Auth | n-Auth
authority Auth. Auth. Auth Auth Auth with with
same diff
rule Rule
Non No No No No No No No
Manipulability conclusion
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2.4.2 EVS based on Homomorphic Encryption

Another commonly proposed way of achieving privatyoting protocols is
to use homomorphic encryptiorAdquisti, 2004) A cryptosystem is said to be
homomorphic whenE(s,) 0E(s,) = E(s,0s,). Where E is a public encryption
function, s is a secret function amg ¢ is some binary operators. By homomorphic
encryption it is possible to compute the combimataf the individual messages
without having to retrieve the individual messagiesmselves. So, the individual
messages can remain confidential. The most two lppgxamples of homomorphic

cryptosystems are EIGamal and Paillier cryptosystem

Homomorphic encryption can be described in formal fallows. The
probabilistic encryption function 5, :RxP - C. WhereR is the randomness
spaceP is the plaintext space ar@ithe cipher text space. The basic property of the
encryption scheme is thg, (Eg (LX) = x for all x. For homomorphic encryption,
additionally assumed that the operatidns,0 define over the respective spaces P, R,
C so that <P9 >, <R, +> are additive group and <@ is a multiplicative groupAn
encryption function E is homomorphic if, for all,r, O R and all x,,x, LIP is holds

that: E, (r;, %) 0E (15, X,) = E, (1, +71,,X0X,).

The voting protocols based on homomorphic enayptas the encrypted
votes gather; result in the accumulation of voidse voting result is then obtained
from the accumulation of votes while no individubdllot is opened and the
corresponding individual vote remains secret. FegRu9 displays an overall view of

homomorphic encryption based voting protocols.
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Vn CosEncivn) Pn Vtallyn

Figure 2.9 Homomorphic encryption based voting protocols (Hit M. & sako K.
, 2000).

In homomorphic encryption based protocols (BenafohTuinstra, 1994;
Benaloh& Franklin, 2001Acquisti, 2004 Hirt&Sako, 2000; Sako & Kilian, 1994;
Benaloh 1987) voting results are obtained easilpatot tabulations are conducted
more efficiently when the number of candidates bpices is small. However,
homomorphic voting has a drawback where each vatst ibe verified to be valid
since correctness of the tallying cannot be guasghwithout validation. When the
number of candidates or choices is large, compmurtatiand communicational cost for
the proof and verification of vote validity is sardle that homomorphic voting
actually becomes inefficient for large scale elmwi A great advantage of this
approach is that voters may openly authenticatensleés/es to the voting servers;
there is no need for anonymous channels to ensuee privacy.

E voting protocols based on homomorphic encrypti@ve more security
properties than other protocols, but their commation complexity is quite high
(Hirt M. & sako K., 2000Acquisti, 2003. They are most suitable for yes-no or 1-out-
of-L voting. A known implementation of this appréacan be found in a European
Union project; the CyberVote project, funded by tBeropean Commission, has
developed a prototype system (Camenisch& Lysyarsskz05).
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2.4.3 EVS based on Mixing Net

Mix-networks (Mix-Nets) are the most common apploao achieving
anonymity. It is based on permuting and shufflihg messages in order to hide the
relation between the message and its sender. Howdlve details, as to the
implementation of mixing protocols, change depegdion configurations and

arrangements of mix-nets.

A mix-net typically consists of a set of mix senvevhich are responsible for
mixing the incoming inputs and producing a shuffeedput. In mix-nets, there are
mix-servers M, M,...... Mp; each with its own public kel and private keyDi.
Each server processes the input messages. Thesprocae be either re-encryption or
decryption depending on the mix-net types. Theoh e&rver permutes the processed

messages and forwards them to the next mix server.

The first mix-nets are decryption mix-nets (Chal®81; Park & Itoh, 1993;
Jakobsson & Juels, 2001) where messages are wrappederal layers of encryption
and then are routed through mix servers, each afhmbeel off a layer of encryption
and then forward them in random order to the nex.dn decryption mix-nets,
decryption in each mix server is repeated untillayers are removed. One of the
well-known implementation of decryption mix-netssv@nion routing (Camenisch&
Lysyanskaya ,2005 ; Goldschalg, Reed& Syverson9)j199

Later, re-encryption mix-nets were introduced (@Kkilian, 1995; Golle
&Jakobosson, 2004; Jakobsson, Jules & Rivest, 2802fe the incoming messages
are not decrypted, but re-encrypted in each mixeserin reencryption mix-nets,
decryption occurs after shuffling is completed. Thaor drawback of the decryption
and re-encryption mix-nets is that one server ntagpromise and cheat by removing
or replacing any number of items. Therefore, they extended to be verifiable. In
verifiable mix-nets, a mix server additionally Hasprove in zero knowledge that it
decrypts/re-encrypts and shuffles the inputs ctyrec

There are several approaches to obtaining veldfiabix-nets; the main
difficulty in these approaches is inefficiency afopf techniques (Pfitzmann 1994;
Abe, 1998; Furukawa & Sako, 2001; Neff 2001). Th# for proving that the mixing

IS correct causes an excessive computational costnfix servers, so their
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implementation is not practical. Using mix-netsvating protocols is generally
called as mix voting. As a general approach, arwdsts his/her vote over a mix-net,

and it is assumed that a vote cannot be linkedp@rticular voter.

In mix-net based voting protocols, voters prepdreirt ballots stating for
whom they wish to vote and encrypt their ballotheil, they send their cast mixes
them in a random order. Later, it re-encrypts/dgtsryhe votes and forwards all votes
to the next mix server. The next mix server takeswuotes and shuffles them in the
same way as the first server. Successively, eaglsenver takes the votes sent by the
previous server, shuffles them and sends the peatllist to the next mix server. The
list produced by the last mix server is called final votes list. The list is counted
after the final decryption/encryption and publishEdjure 2.10 shows a general view

of mix-net based voting protocols.

Encrypted Mixed

Votes Votes Votes

Vi |—{Ci=Enc(v1) —| €01 |—) 11 |

| | c2=Enc(v2)| |

V2 C0,2 | —» —>» C1,2 —»

Mix1 % Mix2 % Mixn % Decrypt%

CRaEnctn) con |—» s ctn |

Figure 2.10: Mix-net based voting protocols (Jakolson M., & Juels A., 2001)

Some of the protocols in this type have differenplementations. Vote Here
VHTI is a commercial implementation which focusesvoter-verifiability. Sure Vote
is an enhancement of the mix-net approach by Chaumth incorporates a voter
verifiable component and uses proprietary printaggipment (Chaum 2004). (See

Table 2.3, which holds a comparison between thegermmchemes).
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Table 2.3: Comparison between E voting Scheme

Homoorphic Based Blind Signaturel Mix-Net scheme
Encryption scheme scheme
Mathematical Much Little Medium
Structure
Tallying Decryption of the Decryption of| Decryption of
totals individual votes individual votes
* Cost
v" Voting high small medium
v' Tallying small Very small medium
v’ Verification | small Local only medium
Assumption  and Restrict ballott Anonymous Some ballot
restriction format channels or privaterestriction
voting booths
Scalability Medium Good medium
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2.5 Cryptographic E voting Techniques

This will give a simple and clear idea of the bastmcepts and techniques
behind the design and implementation of many Engopirotocols.

2.5.1 Public key encryption

In the public key encryption, also known as asymimetncryption, there are
two keys: an encryption keyyl (public key) and a decryption key,K(private key).
The encryption of a message m withykresults in c, to recover m from c using;K

as follows:

c= E(Kpub(m))
M= DKg:i(C) = DKpr(EKpus(m))

In E voting a public key cryptosystem is normaliged to provide secure
authentication to the voters, or to establish s=connections between the voters and

the electoral servers.

2.5.2 RSA public key cryptosystem

The most known and used algorithm for public kegrggtion is the RSA,
proposed by (Rivest, Shamir & Adleman, 1977). Téeusity of the RSA algorithm is
based on the problems of factorization and calmratf modular logarithm for large
numbers. In E voting the use of the RSA, or sontevele algorithms is common on
blind signature based voting systems. It is alssdus the construction some of mix-

nets .The details of the algorithm are shown inl@ 2
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Table 2.4: RSA Algorithm

Secret Values p.g Secret distinct large primes
,also calculate
¢=(p-D(q-1

Public value n n=p.q

Public key e 1<e<n,such that
gcde @) =1

Private key p,q.d d<n such that
1=ed modg

Encryption ¢ = m®modn

Decryption m=c® modn

2.5.3 Secret sharing
Secret sharing, as the name suggests, is call¢idetprocess of sharing a
secret S among N parties so that only t or morégsacan later recreate the secret.
Each party Pkeeps his/her shargsecret, so that just 2 t parties can recreate the
secret S. Such a scheme it's called (t, N) thrdsbetret sharing scheme. The interest

of this scheme is to prevent the ability of lesanth parties to reveal the shared secret.

2.5.3.1 Threshold cryptosystem

In a threshold cryptosystem the secret sharingniqale is used to share a
private key K among N parties, in such a way that at least tiggamust cooperate
to decrypt EKu(m), where m is an arbitrary message. These sysaeensalled (t,N)
threshold cryptosystems. Threshold cryptosystemsllys include two algorithms
(Desmedt 1993; Baek J. & Zhen Y., 2004, Libert Bd &uisquarter J, 2003):

v' Key Generation protocol:
All the N parties are involved in the generatiortled share public keygg. At

the end each one receives its share of the prikegté,;.

v’ Verifiable Decryption protocol: Allows t parties wooperatively decrypt an
encrypted message El(m) in a way that everyone can verify that the getton
was performed correctly. This process should net ganyone the ability to

decrypt alone any other messages encrypted witkahee public key. In some E
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voting protocols there is an election public keged to encrypt the ballots. The
use of a threshold cryptosystem for the electiqgmigate key brings obvious
improvements to the system security, because w#pesot be revealed without
the cooperation of t election authorities.

2.5.4 Pseudo Random Number Generator

Pseudo random number generator (PRN@&glsey et al. 1997) is a
deterministic algorithm to generate a sequencainfbers with little or no discernible
pattern in the numbers. The sequence is not tanlgam since it is determined solely
by a relatively small set of initial values. Althgiu sequences that are closer to truly
random ones can be generated using hardware ramdonber generators, most
pseudo random generator algorithms produce segsiemdgch are uniformly
distributed. Getting truly random data is typicabggsed on nondeterministic physical
phenomena. In the deterministic environment of asi@psystems, people often use
deterministically generated pseudorandom data.tiithg random data are used only
for deterministic pseudorandom number generatock after seeding, an arbitrary
amount of pseudorandom data is always availablee PIRNG is in fact a
deterministic finite state machine, which impliéstt it is at any point of time in a

certain internal state.

This PRNG state is kept confidential since the PRN@put must be
unpredictable. Many classes of PRNGs exist, bugte of a PRNG in cryptography
is the production of pseudo random data that armepatationally indistinguishable
from statistically ideal random data. A PRNG is ptographically secure, on
condition that it is computationally infeasiblepoedict the next output even if all the
previous outputs and the complete algorithm arergiBasic types of PRNGs utilize
linear feedback shift registers, NP hard problemawnber and complexity theory
and typical cryptographic functions/primitives. Nb@anisms necessary for recovering

from the state compromise are used only in theckstgory.
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2.5.5 Cryptographic Hash Functions

A cryptographic hash function is a hash functionvith certain additional
security properties, which takes an arbitrary sigrut X and outputs a fixed length

outputh(x).

Although a cryptographic hash function is deterstioi and efficiently
computable, it should behave as much as possikée di random function. Hash
functions are assumed to be public; thereforei#f given, anyone can compuiéx).
Digital signatures and data integrity are the noeshmon cryptographic uses of hash
functions. With digital signatures, a long messagesually hashed (using a publicly
available hash function), and only the hash-vatusigned. The party receiving the
message then hashes the received message anésvéhidit received signature is
correct for this hash-value. This saves both timé space compared to signing the
message directly. In order to meet the requiremefita signature scheme the

following three properties are required of a crgpéphic hash functioh:

v' Pre-image resistance means that giveh(x), it is computationally infeasible to

extract any bits of.

v' Second pre-image resistance means that giverx, it is computationally
infeasible to findy such thah(x) = h(y).

v' Callision resistance means that it is computationally infeasible to fiaaly x
andy such thah(x) = h(y).

MD5 (Rivest, 1994), SHA-1(RFC 3147,2001), SHA-256(RF86&,2007) are
well known hash algorithms. The MD5 algorithm prods a 128-bit message digest
used to validate data integrity. The SHA-1 algaontiproduces a 160-bit message
digest and is therefore considered a stronger ighgothan MD5 (Rivest, 1994).

SHA-1(RFC 3147, 2001) is utilized in a broad rargfepopular security
applications and protocols. The SHA-256 hashingrilymn extends the size of the
digest to 256 bits for heightened security. Weingl. showed the collisions for MD5.
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2.5.6 Bulletin Board

Some cryptographic protocols, to prove their cdrress, need a space where
everyone can write and read but not delete infadomatA Bulletin Board (BB) is a
public broadcast channel with universally accessibémory where a party may write
information via secure communication in the desigdaareas. The information can
be read by any party. Bulletin boards are commaisied in E voting protocols. All
communications with the bulletin boards are publ therefore can be monitored.
Generally, data already written into a bulletin twbaannot be altered or deleted in

any way, but it can be read or appended.

2.5.7 OSCP protocol
In thePublic Key Infrastructure (PKI), a certificate is used to bind an entity’s

identity information with the corresponding pubkiey. Nevertheless, certificates are
revoked in case of breaking that binding before aipiration date. Thus, the
certificate verifier must check not only the expima date on the certificate but also
the revocation information of it. A certificate ation system can be implemented
in several ways. The most well-known method iseadqaically publish &Certificate
Revocation List (CRL) (Housley &Polk, 2002), which is a digitallygsed list of
revoked certificates and usually issued by theiftztion Authority (CA). The main
advantage of the CRL systems is its simplicity, ¥exeral problems are pointed out
(Arens et al., 2000). Especially, the main disatlvge of the CRL systems is its high
communication costs between the user and the tepgsbecause the size of CRL
will be quite long if the CA has many clients.

To overcome the shortcomings of the CRL, sevarabcation methods are
suggested as follows. The Delta CRLs are issueck rfreguently and only include
updates to the complete revocation list called B#&RL under (ITU/ISO
Recommendation). CRL distribution points were sjetti in  ITU/ISO
Recommendation. CRL distribution points allow reato@n information within a
single domain to be divided into the multiple CRB® the CRL of each domain can
be smaller than the full CRL. Theertificate Revocation Tree (CRT) was proposed
by Kocher (1998 CRTs are basedn (Merkle,1990) Hash tree, in which the tree

itself representall certificate revocation information.
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The status of angiven certificate can be proved by using the pabimfthe
root to the target leaf. Therefore, the communicatcostsbetween the user and
repository can be lower than those of CRL systeiao( & Nissim ,1990) proposed
the authenticated directory which improves the céda in communication cost by
balancing the hash tree. They introduced using3atr2e, in which every node has
two or three children. (Kikuchi et. ,2001) thendniy hash tree is extendedkary
hash tree in which any node has at moshildren. Micali proposed the revocation
system using hash chains. (Micali, 2002) taking iatcount both user's and CA’s
efficiency. The advantage of Micali's system istttitee communication costs are very
efficient, because the user may just obtain 160w value. It is necessary to obtain
timely information regarding the revocation statiisa certificate. The most popular
mechanism that provides real-time status of afawate is theOnline Certificate
Satus Protocol (OCSP) by (Myers et al., 1999

Online certificate status protocol is considere@asean to check the validity
of a certificate. If timeliness status informatisnrequired, OCSP is preferred. When
AS request status information for wanted certidat OCSP responder, the responder
examines the status of the requested certificadettaan returns a response including
OCSP responder’s digital signature for the respomsssage (Malpani, Housley, and
Freeman, 2003). At this moment, the status of #@spanse is one of good, revoked
ore unknown, when voter receives the response messeter first verifies the

responder’s signature and then accepts the response

Generally, OCSP responder is a single server, agialdsignature is a
computation consuming operation, so if much veatimn is converged into the one
responder single-point-of-failure problem or DoSpisssible because of the heavy
burden of all response processing. For OCSP toatgpén a distributed E voting
environment, it will consist of multiple respondeasad each responder shares the
burden of OCSP response. Voters can select ondiasfetresponders and each

responder will return the response including itgtdl signature.

To verify the responder’s signature, AS must obthimm replying responder’s
certificate and check the status of the respondsificate again. Therefore efficient

key management is required for multiple responders.
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2.5.8 Trapdoor commitment scheme

A trapdoor commitment scheme (Chen, et. al, 205l ifunction with
associated a pair of matching public and privatgsk@&@he main property that want
from such a function is collision-resistance: uslese knows the trapdoor, it is
infeasible to find two inputs that map to the sawadue. On the other hand,
knowledge of the trapdoor suffices to find collisso easily. The trap door
commitment scheme (Bresson, Catalano & Pointch€28D3) is based on bit
commitment scheme cryptosystem. A trapdoor comnritnseheme consists of key

generation algorithm, commitment function, andisah-finding function.

= Key Generation
The key generation algorithm, on input a securigyameterl produces a
modulus N product of two safe primes of side/ 2 together with a square of
maximal order inG. The public key is given bW and h. The factorization of the

modulus is the private kqy().

= Committing a Message

To commit to a messagell Zy the sender chooses a random number

r Og Zynyo@nd set8=C(r,m)=h’ (1+mN)mod\? , and sentg,r,m) to the receiver.

= Collision-Finding Function

Now given a commitment B=C(r,m) LG together with the
corresponding(m), knowing the factorization of the modulus, ona @ad collisions,

for any messagen' as follows r'=r +(m-m)dA(N)modNA(N)/2. Thus the

receiver can g =C(r,m) =C(r',m)0G.

2.5.8.1 Trapdoor commitment selme in E voting
Trap-door bit commitments were introduced in vgtsthemes as a means of
solving the problem of coercion. As well as the weamence for the voters is an
important property, schemes using bit commitmewtsot seem practical for use in
large scale elections. In a trap-door bit committm&cheme, where a voter v has
committed to a message M, it is possible for vgeroM in many different ways. This
may seem to contradict the purpose of commitmeherses, but the following

scenario shows how this property can be usefulvotihg:
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1. A voter v commits to a voting intention B. v thprovides the authority A with the
information necessary to open the commitment o, keeps a secret value, the
trap-door, to him. This enables only the voter pem the commitment in different
ways.

2. In the tallying phase, A opens the commitmenBoMNo interaction from the voter
is required.

3. If a coercer forces v to demonstrate how hevadsd, v can use the secret trap-
door to claim a voting intention different from Hier actual intention, without the
coercer being able to detect it. But the main clifti requirement to achieve within a
trap door commitment scheme is the secret keemnghke trap door value as one

generally assumes the coercer has access to tlesi@mmmation as the voter.

2.5.9 Kerberos Authentication protocol

Kerberos is a network authentication protocolsldesigned to provide strong
authentication for client/server applications byingssecret-key cryptography, a
logical general flow for the Kerberos protocol own in Figure 2.11.

AD Kerberos

Application

LA servers

T
=] = LTI
(g | e Q) (LIl
= %) © > T (LI
Client L TN
T LTI

Figure 2.11: A Logical general flow of the Kerbeos protocol

Due to the assumption by some researcher "Thenkttés an insecure place”.
Many of the protocols used in the internet do naivigle any security. Tools to
"sniff" passwords off of the network are in commase by malicious hackers. Thus,
applications which send an unencrypted password thee network are extremely
vulnerable. Worse yet, other client/server appilicet rely on the client program to be
"honest" about the identity of the user who is gsin Other applications rely on the
client to restrict its activities to those which ig allowed to do, with no other

enforcement by the server.
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Some sites attempt to use firewalls (Scarfone K& man P., 2009) to solve
their network security problems. Unfortunatelygeviralls assume that “"the bad guys”
are on the outside, which is often a very bad aptiom Most of the really damaging
incidents of computer crime are carried out by dass. Firewalls also have a
significant disadvantage in that they restrict hgour users can use the Internet. In

many places, these restrictions are simply unteahsd unacceptable.

Kerberos was created by MIT (Migeon, 2008) aslatem to these network
security problems. The Kerberos protocol uses gtranyptography so that a client
can prove its identity to a server (and vice veraa)oss an insecure network
connection. After a client and server have used&m®s to prove their identity, they
can also encrypt all of their communications touasgrivacy and data integrity as
they go about their business; the business thabwiltilized here is the voting over
the internet (E voting).

In summary, Kerberos is a solution to the netwoekusity problems. It
provides the tools of authentication and strongtagraphy over the network to help
you secure your information systems across youreeehterprise within a mutual
authentication under the assumption that the uyiderlinternet infrastructure is

insecure. Kerberos has been invaluable to the iByptroposed scheme.

2.5.9.1 The Kerberos Authenttion protocol version 5
Kerberos version 5 that specified in RFC 1510, whgupported the

different realm‘architectureas Figure 2.12 shows.

Figure 2.12: Kerberos Architecture supported different realm (Migeon, 2008)

1 A Kerberos realm is a set of managed nodes tlaeshe same Kerberos database, and are part sénte administrative
domain
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It consists of several sub-protocols (or exchangeBhere are two basic
methods by which a client can ask a Kerberos sefiecredentials. In the first
approach, the client sends a clear text request faket for the desired server to the
AS. The reply is sent encrypted in the clientgsiekey. Usually this request is for a
ticket-granting ticket (TGT), which can later beedswith the ticket-granting server
(TGS). In the second method, the client sendsjaes to the TGS. The client uses
the TGT to authenticate itself to the TGS in themsananner as if it were contacting
any other application server that requires Kerbeaothentication. The reply is
encrypted in the session key from the TGT. Tlimotlge protocol specification
describes the AS and the TGS as separate semvgngdtice they are implemented as

different protocol entry points within a single Keros server.

Once obtained, credentials may be used to vehfy identity of the
principals in a transaction, to ensure the intggoit messages exchanged between
them, or to preserve privacy of the messages. dpmication is free to choose

whatever protection may be necessary.

To verify the identities of the principals in teansaction, the client
transmits the ticket to the application servercdese the ticket is sent “in the clear”
(parts of it are encrypted, but this encryptiaesh't thwart replay) and might be
intercepted and reused by an attacker, additiof@mation is sent to prove that the
message originated with the principal to whom tbleet was issued. This information

(called the authenticator) is encrypted in theisedsey and includes a timestamp.

The timestamp proves that the message was regmrlrated and is not a
replay. Encrypting the authenticator in the sessiey proves that it was generated
by a party possessing the session key. Since a@reept the requesting principal
and the server know the session key (it is never aeer the network in the clear),

this guarantees the identity of the client.

The integrity of the messages exchanged betweéegipals can also be
guaranteed by using the session key (passed inidket and contained in the
credentials). This approach provides detectiomath replay attacks and message
stream modification attacks. It is accomplisheddanerating and transmitting a
collision-proof checksum (elsewhere called a hasHigest function) of the client's

message, keyed with the session key. Privacy aegrity of the messages
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exchanged between principals can be secured bypimg the data to be passed by
using the session key contained in the ticket er shb-session key found in the

authenticator.

The authentication exchanges mentioned aboveresgpad-only access to
the Kerberos database. Sometimes, however, theeemd the database must be
modified, such as when adding new principals ongivy a principal's key. This is
done using a protocol between a client and a tKiedberos server, the Kerberos
Administration  Server (KADM). There is also eofwcol for maintaining multiple
copies of the Kerberos database

2.5.10 Public verifiable secret sharing PVSS

Secret sharing and its many variations form an mamb primitive in

cryptography. The basic model for secret sharisgrdjuishes at least two protocols:

1) A distribution protocol in which the secret istdbuted by a dealer among the
participants.

2) A reconstruction protocol in which the secretasovered by pooling the shares of
a qualified subset of the participants. Basic sawerfEhamir 1979) for threshold

secret sharing) solve the problem for the casedalhatayers in the scheme are honest.

In verifiable secret sharing (VSS) the objectd resist malicious players (Stadler,
1996), such as:

(1) A dealer sending incorrect shares to somel @f éhe participants

(2) Participants submitting incorrect shares durihg reconstruction protocol. In
publicly verifiable secret sharing (PVSS), it is arplicit goal that not just the
participants can verify their own shares, but thatbody can verify that the

participants received correct shares.
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2.5.11 Elliptic Curve Cryptography

Elliptical curve cryptography (ECC) is a public keycryption technique
based orelliptic curve theory that can be used to create faster, smaller, ang mo
efficient cryptographic keys. ECC generates keysuph the properties of the elliptic
curve equation instead of the traditional methody@fieration as the product of very
large primes. The technology can be used in cotipmowith most public key
encryption methods, such as RSA, and Diffie-HellmB@&C can yield a level of
security with a 164-bit key that other systems nega 1,024-bit key to achieve.
Because ECC helps to establish equivalent seauntitylower computing power and
battery resource usage, it is becoming widely dsednobile applications. ECC was
developed by Certicom (Menezes, 1993) a mobile &ness security provider, and
was recently licensed by Hifn, a manufacturer tégnated circuitry (IC) and network

security products. RSA has been developing its weveion of ECC.

ECC is based on properties of a particular typedfation created from the
mathematical group (a set of values for which op@ma can be performed on any
two members of the group to produce a third memtberyed from points where the
line intersects the axes. Multiplying a point o tturve by a number will produce
another point on the curve, but it is very diffictd find what number was used, even
if you know the original point and the result. Eqaas based on elliptic curves have a
characteristic that is very valuable for cryptodrapurposes: they are relatively easy
to perform, and extremely difficult to reverse.
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2.5.12 Public key certificate

In cryptography, a public key certificate (also wmoas a digital certificate or
identity certificate) is an electronic document @hiuses a digital signature to bind
a public key with an identity, information such #® name of a person or an
organization, their address, and so forth. Thefmate can be used to verify that a
public key belongs to an individual. In a typicalbic key infrastructure (PKI) the
signature will be of a certificate authority (CAJere a PVID authority acts as a CA.
In a web of trust scheme, the signature is of eithe user (a self-signed certificate)
or other users ("endorsements”). In either case,stgnatures on a certificate are
attestations by the certificate signer that thentithe information and the public key

belong together.

The operating principle of electronic certificaiesbased on encryption of
information and trust. Electronic certificates megtndards specifying its content in a
rigorous way. Electronic certificates can be usedarious applications within the
security of information systems to ensure: A ngoddiation and data integrity with
digital signature or electronic signature (forward)nd data privacy through
encryption of data, authentication of an individoala non-physical identity (Web
Server - SSL Workstation - 802.1x, IPSec VPN - SSFEL, mobile code, electronic

documents).

The certificates are widely used on E commercessigeb mail or other
sensitive sites (banking, taxes, E voting etdMlltiple levels of encryption exist, and
several associated features make the understanfliogmplex licenses. Usually the
electronic digital certificate consists of: A sémamber used to uniquely identify the
certificate, subject which is the person or entiigntified, signature algorithm that is
used to create the signature, issuer which isrhigyehat verified the information and
issued the certificate, valid-from that is the dd#te certificate is first valid from,
valid-to which is the expiration date, key-usagat tis the purpose of the public key
(e.g. encipherment, signature, certificate signipgpublic key, and thumbprint
algorithm that used to hash the certificate anantbprint which is the hash itself to

ensure that the certificate has not been tampeitbd w
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2.6 Related Works

This section includes most related papers withief bummary about each:

(Wei-Chi. &Sheng-De, 1999)A secure E voting scheme is proposed by Wei-
Chi.& Sheng-De under to overcome the problem ofngptlisruption if some voters
abstain in the intermediate stage. Some assumpti@isderive from the realistic
environments (a) An anonymous channel exists, (lohé-way permutation function
exists, (c) RSA is secure, and (d) At least onatswer is responsible at any moment
in the voting.

(Subariah et. al, 200L)A general E voting system is proposed that empoys
cryptographic technique to overcome the securdyas in the election process. The
voter’s privacy is guaranteed by using a blind atgre for confidentiality and voter’'s
digital signature for voter’s authentication.

(Joaquim, Zuquete&Ferreira, 2002) A robust E voting system designed for
distributed and faulty environments, namely therdnét. The goal of REVS is to be
an E voting system that accomplishes the desiradacteristics of traditional voting

systems, such as accuracy, democracy, privacy etfthiility.

(Schryen, 2004)Schryen try to fix cryptographic procedures fordial rather than
proposes a new voting protocol by presenting acstral security framework for E
voting. The fixing identifies the responsibilitiaad rights for the authorities involved

or security precautions regarding hardware andveoé.

(Cetinkaya O. & Doganaksoy, 2007)The work by Cetinkaya & Doganaksoy
aims at bringing unlinkable pseudo-voter identitiesed on blind signature bear on
anonymous E voting protocols by presenting a Ps&lader Identity (PVID) scheme
based on blind signature to achieve anonymity woeing protocols. Blind signature
is applied on pseudo identities selected by voiéerefore voter obtains blindly
signed pseudo identities namely PVIDs and uses tlieraughout the entire
communication with the authorities. By using PVIEheme, E voting protocols do

not need anonymous channels anymore.
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(Naznin, Dey, Bhuiyan & Saidur , 2007) An efficient implementation for E
voting is proposed that contains the automatioarobnline voting system providing
some features which were absent in the previoudemmgntations. The proposed
implementation is more user friendly and securetl faster than the others using

recent technologies and resources.

Meng, Li & Qin (2010): Meng, Qin develops a receipt-fregercion-resistant
remote internet voting protocol based MW deniable encryption scheme and bit
commitmentscheme. They include an analysis of receipts fieerand coercion
resistance of the proposed remote internet votimmjopol. Finally, they compare

security properties of several typigabtocols with proposes protocol.

(Lee, 2010) Lee presents an analysis of the procedure of anegitary E voting
system using RFID technology, and discuses itsrgggssues. A significant security
issue that lee brings by relying on the RFID te¢bgyp is making the recounting easy

by separated the ballots from the voting softwaue l@ardware.

Chen, et al. (2011)Chen and others utilize the double-trapdoor comitim
scheme to propose a new receipt-free voting schessed on blind signatures for
large scale elections. Also, the scheme presentsom@ efficient zero-knowledge
proof for secret permutation. Therefore, the prepgoscheme is much more efficient

than Okamoto’s schemes with the weaker physicainaggons.

(Kalaichelvi. & Chandrasekaran, 2011) Kalaichelvi. & Chandrasekaran
propose a secure E voting protocol. Their suggestedme does not require a special
voting channel and communication can occur entio®gr the current internet. This
method integrates internet convenience and crygyoldhus, the proposed scheme
satisfies the more important requirements of anyong scheme: completeness,

correctness, privacy, security and uniqueness.
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Chapter Three

The proposed E voting Scheme

This chapter proposes a new scheme that acts iagpaovement over the last
two, Evox-MA and REVS, E voting protocols that bdse the blind signature. The
researcher proposes an E voting scheme that iedstidr large scale election,
overcome above the problems associated in thesecpis and achieve all E voting

security requirements.

Like any E voting scheme, the proposed scheme stsnsanainly of three
stages: The preparation stage, voting stage anatingwstage. At each of these stages
more than one cryptographic scheme or protocolatified one is applied to provide
some security measures. For example, in the prigparatage the modified PVID
scheme is used. The benefit gains from applyingRk¢D is that the voter uses
pseudo identities, which have no relation with thaer's real identity and are
unlinkable to it, so voter can use them throughthét entire communication and
he/she can easily hide his/her real identity andcéotificate validation a responder
entity is added to cooperate with a authenticasienver (AS) Kerberos authentication
protocol component to assure that only authorizeteré were voted during the
specified election period. More and more cryptogragechniques is added to the
proposed scheme, and consequently provided theredgsecure E voting scheme.
Figure 3.1 present a conceptual point of view far proposed scheme, each of these
steps were explained in details at each stage later

The proposed E voting scheme will depend on thdipWey encryption
unless otherwise stated. Briefly at step 1, the m@sioner will send a message
encrypted with commissioner private key consisthef voting public key that used in
overall voting process. At step 2, the commissioniér send a hash value for the
voting public key using SHA-1 algorithm. In the pagation stage (step 3— step 10),
the modified PVID scheme will be operated. In s&pghe voter will send a set of
blinded identities M, after the ID generation and blinding PVID stagpplied, to the
PVID authority, it will never sign a non eligibleter as it will check the voter RegID
against country election law. As the voter is dligithe PVID authority will sign a set
of the voter blinded identities (M via a PVID signing stage and send them to the
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voter accompanied with the issued voter certifigatstep 4. The optional step for the
voter to contact a password generator (PG) to gémer unique password for each
voter, instead of using the traditional voter passiyas an attacker may keep track of
the voters' password and compromise it. From (&epstep 10), the modified
Kerberos authentication protocol will be operatethvihe converted Ferguson E cash
protocol. In step 5, the voter will send a messagerypted with the AS public key
consist of the voter certificate and a set of tigmed blinded identities (PVID-list).
As the AS receives this message at step 5, itseitid to the responder to check its
status in step 6, the OSCP-KIS will be appliedgerate in a distributed environment.
The responder will contact a PVID authority to dhaccertificate status in step 7; the
PVID authority will send the voter certificate statto the AS in step 8, to the voter
via AS in step 9, 10. A Kerberos authenticationt@eol consists of other steps that
eventually end with the generated voter authemitiaket that will be used in the
voting stage, administrators will never sign a vetéhout the Kerberos authenticated
ticket.

In the voting stage (step 11- step 17), the cordelferguson E cash protocol
continue to operate. In step 11- step 14, the weileget the ballot that consists of the
candidates from which the voter can choose hisvioge. A bulletin board will be
applied so the voter can check the received b@tep 14) by calculate the same hash
for the received ballot and compare it with the @ssociated with EBG bulletin
board. In step 16, the voter will contact a dealadl send the Kerberos authenticated
ticket with the PVID-list, as a dealer verify theseeived component, it will send to
the voter the administrators public key, so theev@ian encrypt his/her vote. Noted
that a PVSS will be applied to avoid the colludenadstrators problem as will be

explained later.

In the counting stage, the voter will commit to thallot in the message
commitment trap door commitment phase and send dbemitted ballot
anonymously to the counter for counting purposep(si8); more details will be

provided in the counting stage later.

48



Electronic
Key Generator Ballot 2) Commissioner
KG B Generatol” | E|ectronic

EBG Ballot
Generator
Bulletin Board
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Authoanecti on Certification

ann*itnry Diél;ise

Civil Status Database

(3),(4)

Password «omxmm*

Generator

Kerberos Authentication Protocol

Authentication
Server

Dealer Bulletin
Board

Responder

Administrator(1) Administrator(2) Administrator(n) Counter

Figure 3.1: A conceptual point of view for the propsed

At first, the researcher will present in detailete& voting stage in terms of
entities involved and cryptographic technique agpland the benefits gain of such
application or modification. The notation used ime tproposed scheme will be

described where it is referenced.

3.1 Preparation Stage:

In order to achieve voter privacy at E voting pamtl, the researcher applied
here PVID scheme. In PVID scheme, voter preparkst af blinded identities and
then he/she obtains blind signature for each ohtkeparately by interacting with the
approval authority in one session. Later, voterasts anonymous pseudo identities
(PVIDs) which are unlinkable to voter registratioientity. Each of PVID is selected
by the voter and blindly signed by the approvalhatty after verifying voter
eligibility. The value of PVID is only known by theoter.

In existing voting protocols (Chaum 1981, 1983,i6kga, Okamoto & Ohta,
1992, Cohen & Fischer, 1985; Benaloh 1987), votenegally uses his/her real
identity while communicating with the authoriti&hile, in PVID scheme, voter uses

pseudo identities, which have no relation with thaer's real identity and are
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unlinkable to it. Voter can use them throughoutehére communication and he can
easily hide his/her real identity. Some modificatibad been applied to the used
PVID scheme such as the voter issue certificatpréwide more secure scheme, as
will be discussed later.

Later, by using the modified Kerberos authenticatiprotocol, the
Authentication server will verify the eligible vetéssued certificate by using the
OSCP protocol (as the voting is online the CRL tcha'used, so the OSCP will be
operated under the distributed environment hereh vei hash function applied
additionally for a timeliness checking purpose .

3.1.1 PVID Scheme

Voter has a registration identity (ReglD) which cha any widely used
identity such as national identity number or soseturity number. RegID can be a
government-issued voter ID as well. On the Elecbay, voter uses his/her RegID to
authenticate himself to the system. In almost dilhdb signature based voting
protocols, voter tries to obtain blindly signedlbgand/or his/her cast or part of them.
In PVID scheme, voter obtains a list of blindly reégl anonymous pseudo identities
and uses them instead of real RegID while intemgaotith the authorities.

The PVID, the responsible authority, issues a béiigghature on voters PVID-
list after checking voter eligibility. The trust ¢iiis authority is very important as it
can blindly sign ineligible voters PVID list. As@o as the voter obtains a PVID-list,
he/she can use in later communication instead iofjube voter RegID (public key)
as this will be vulnerable for attack. By applyitite PVID scheme in the proposed
scheme, the privacy degree will be increased. Whatd’VID is consider as one of
the most practical scheme as it apply only blinghature to obtain the authority

signature.

It provides as well privacy without requiring angneplex mechanisms and
computational operation. RSA is used as a publcckgptosystem. A pseudo random
number generator is used to feed PVID with randomlver. By using thelliptic key
cryptography, the voter will generate his/her associated kagspaublic and private

keys (d, &) as the following:
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Eq(a,b) : elliptic curve with parameter a,b and ¢peve q is a prime or an integer
the form 2

G point on elliptic curve whose order is large eatu

Voter pair key generation

Select private d dy <n

Calculate public g e-0d xG

By using cryptographically DES cyclic encryptiomdamm number generation
which generates random numbers (see Figure 3.2pufiter with period N provides
input to the encryption logic. For example, if al&i6 DES keys are to be produced,
then a counter with periof2can be used. After each key is produced the coisite
incremented by one .Thus, the pseudorandom nurpbedsiced by this scheme cycle
through a full period: Each of the outpug, X,............. Xn-11s based on a different
counter value and thereforegXX,# ............. # Xn.1. Because the master key is
protected, it's not computationally feasible to uE® any session keys (random
numbers) through knowledge of one or earlier sedsays.

Counter with period N

DES
Master Key K, C———— > Encryption
Algorithm

|

Xi=E[K  ,C+1]

Figure 3.2: Pseudorandom number generation from aaunter
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PVID scheme has four stages: ID generation staljedifg stage, signing
stage and PVID obtaining stage. The detailed detsmnis of these stages will be
described as the following:

* ID Generation Stage

Voter generatek pseudo identity numbers and prepares ID-list. EHxh
contains the election data, authority data andgaréndom number (generated by a
PRNG shown in Figure 3.2, so it is constructedadlews; for each ID, the authority
data should be different whereas the random nursbeuld be same. Using same

random number provides that IDs belong to one voter
ID; = (Election Data, Authority Data, Random Number)
ID-list={ID 4, ID, ,.....IDx | IDi is i" pseudo identity}.

Now, voter has an ID-list that he wishes to hagmead each IDin the list by
PVID Authority. Voter does not want PVID Authoritp learn anything about |D
More details are indicated about ID-List in Fig3:8.

Election Data Authority Data Random
Number
Election Name- Authority Random
Date Name-1D Number

Supreme Election
Committee e- 98765432112345678P
987654321

JordanEvoting
1/10/2011

Figure 3.3: ID-List Details (Cetinkaya O. & Doganalsoy, 2007)
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* Blinding Stage
Voter generates a random blinding factor numbéusing PRNG shown in
Figure 3.2) and calculates blinded messagefor eachlD;, and obtains a list of

blinded IDs which isMy, as shown in Figure 3.4

m, = (r°[ID;Jmodn Wheregcd,r) = L.....ocooiriiiiiiiiii e (3.1)
M, ={m,, m,, Mg, M} e (3.2)
Blinded
ID's Factor (r)
Blinded
D, M b1 IDs
ID , M b2 > M o
ID m pk

Figure 3.4:Blinding stage(Cetinkaya O. & Doganaksoy, 2007)

Voter signs the list Mand obtaingd,(My). Then, he/she will encrypt his/her
ReglD and dy(Mp) with PVID authority public key (Pklip-authoriy) and obtain
E(PUpvip-authority(RegI D, dy(My)). Voter will send this message to PVID authoritge(s
Figure 3.5). As the valuay, is blinded by the random value r, it can't derarey
useful information from it. This message will acqmany with another message that
contains the following ¢,,E(dy((RegID),)))}. Noted that the voter send his/her RegID
to let the PVID authority check the RegID againstirttry election registration laws.
The voters' public key (¢ is sending in clear for two later purposes. Fifst
checking voter signature. Second, for encryptirglist of blinded voter identities if

he/she permitted to vote.

PVID_ ’ Voter
Authority [*

E(PUPVID-Authority((ReglD)v ’ dv(Mb)+ ev,E(dv((Regl D)v)))

Figure 3.5: Voter-PVID authority interaction
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* Signing Stage:

PVID authority will decrypt the received messaged abtains the voters
ReglD and dy(My). It will verify the voters' eligibility by checkig his/her ReglD
against the civil status data base. If the voteeligible and hasn't made any
request yet, PVID uses voter public key) @nd check the voter signature ldp.
For each eligible voter, PVID authority signs edtinded messagey, in the list
of My and calculatesy,s. Subsequently; PVID authority obtained a list bhdly
signed IDs which i#/,s As indicated in Figure 3.6.

My = M MOGN. .ot (33)
Myps ={Myg .My e Mg e 34)
Blinded Blindly
Ids signed
PVID authority ids
private key
Mp1 I — Mps1
My > Mp2 — Mps2 > Mbs
Mpk O Mpsk

Figure 3.6: Signing Stage (Cetinkaya O. & Doganaks$o,2007)

Then, PVID authority encrypt the lisM, with the voter public key
(e(M,y)), for PVID authority to supply only one PVID feach eligible voter it will

change the voter status and issue a voter cetéficaview the literature for public
key certificate),Cert,= E(PRpvip-authority (8, (Timey || RegID || ElectionData || 8))
these will be send to the voter (Figure 3.7 (stgp@lso this will be accompanied
with PKyating, that the PVID authority received from the comnussr (Figure 3.7
(step(2)). The Pling the key used in overall voting and know to eatoived
entity, was encrypt with the commissioner privady E (PR-Commissioner(Ring),

as it received the PVID authority will decrypt itttw the commissioner public key
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(PUcommissioner,  confidentiality and authentication between cominating entities
will also achieved here by such an encryption anetryption operations.
Furthermore; the commissioner will send a hashvidmg public key (Pkoting) for
verification purpose to the Electronic Ballot GerterdEBG), as shown in Figure 3.7
step (3)). Noted that all hash values will be idtroed using SHA-1 cryptographic

algorithm.

As the voter status had been changed and thdicasdi was issued to the
eligible voter, this will achieve the E voting rempments of democracy and
completeness, a copy of the certificate will keephie repository. So if a voter try to
vote again, any such attempt will be easily detbaigher by checking voter status
(vote or unvote) in civil status database or bgasiing the issued voter certificate in
election certification repository database, dependhat the certificate obtains only
once (the issued certificates are kept in databfaseduthorized voters only, which
permit voter to participate in election during theecified election period, and send
back a component [Adr-pvipauthority, SO the voting process is canceled. Otherwise (in
case the voter hadn't voted before) the value coemdO]pr-pvibauthority IS SENt @nd

voting registration continued.

Another way is provided here in order to detectoalde voting attempt, the
PVID authority supply only one PVID for each elitgbvoter and doesn't make any
sign for the blinded identities if the voter hadebesigned before. The issued voter
certificate will be multi-encrypted with voter publkey (g), public key encryption
(asymmetric encryption) will be used here, and P\lRhority private key (PRip-

Authority), @S shown in Figure 3.7.
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(1) M, , PKyoting) +Cert= E(PRevip-authority (6 (Timey || RegID || ElectionData ||e
])))+[O] PR-PVIDAuthority

PVID » Voter
Authority
k_F(e::;;‘ofslto‘ry
(2)E(PRCommission&PKvoting)
Commissioner| (3) H(PKoting) > EBG

Figure 3.7: Message passing in signing stage

* PVID Obtaining Stage

As the voter received the blindly signed ID list $4lbie/she will decrypt them
and can easily now obtain PVIDs, the true signd, by removing the blinding
factorr from eachmys. Voter carries out the following operations fockeas in the
list Mps in order to obtain PVIDfor each ID. Also the voter will obtain his/her
certificate now, by decrypting it using the PVID tAarity public key(PUpvip-authority)
and make sure about the decrypting information (Tifh&egID || ElectionData \jje
by this he can trust such authority.

M, =M, modn = (r°[I1D;1)¢ MOdN. ..o, (35)
My =r*[1D;1° Modn = r[ID; ] MOAN.......c.cmrmririiieineirecce s (3.6)
PVID, =r ™ m, modn =[ID;]% MOdN........coormimmririeisicceece e (37)

PVID; is the sign of PVID authority on the voters sedeclD. Then, the voter
will calculate PVID-list with PVID as the Figure&8shows.
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PVID-list={ PVID,, PVID,,.......... PVID}

Blindly
Signed IDs PVIDs
Blinding factor r
Mbs1 > PVID,
Mbs > Mps2 > PVID, > PVID-list
Mpsk »>- PV'Dk

Figure3.8: PVID obtaining stage (Cetinkaya O. & Doganaksoy ,2007)

Now, voter has valid and signed pseudo identitias &re unlinkable to his/her
real RegID. Voter can use them in the proposed tihgscheme without providing
his/her RegID to the voting authorities. Moreoveg/she can directly communicate
with the authorities without requiring any anonyrmmochannel since PVIDs aren't

linkable to his/her real identities.

When voter uses his/her PVID, the authority onlyifiess the signature on
PVID by unsigning it with PVID authority public kegnd simply checking the
election data and authority data. Noted that tmeesatrategy had used under E cash
environment to assure a non repudiation servigg@sgnardi 2006) indicated in his
survey. Here; it had been used according to PViiese (Cetinkaya& Doganaksoy
,2007) in E voting environment. As explained ab@eene modification had been
applied (e.g. the voter issue certificate) and iothere in order to provide the secure

E voting scheme.

The optional step associated with the proposednsehbat preferred by the
voter to contact a password generator (PG) tha¢dponsible to generate a unique
password for each eligible voter, instead of udigy/her own traditional password
that usually he/she used in other website (attaclamr keep track of a user password
and compromise the voter password). The votersgitid {g, PVID-list} to password

generator (PG) as Figure 3.9 show.
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Password |, fa DD lict Voter
l LVV, L] VIS LILE"4") J
Generator
(PG)

Figure 3.9:Voter-PG interaction
The password generator is responsiable to genarateique password for
each eligiable voter, the following algorith(Kelsey et al., 1997) can be used to
generate such passwords under E voting environmasniell as the PG recived the
signed PVID authority pseudo idientiti?\(ID-list), it will verify the PVID authority
sign and signed it again with a PG private keyd&Ror non-repudation goaPyVID-

list]pr-pc SO the voter can trust a such generator.

K1, K2

|

DTi — EDE(1) {
XN Vi1
@ ! EDE(3}
X Y
Vi (@] _Ri EDE(2) Vi+1
R
N\
Ri

Figure3.10: ANSI X9.17 for pseudorandom number gemator(Kelsey et al.,
1997)
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Table 3.1: Password generator algorithm Description

DT; Datre /time at the beginning of ith
generation stage

(V)i Combination of voteridentity and publjc
key at round i

Ri Finaly generated password

K1,Kz DES key used at each round

Then :

Ri=EDE([ks,k2], [Vi [XOR] EDE ([K1,K2], DT)])
Visi=EDE([ky, ko], [Ri [XOR] EDE([ka,ks], DT; )

Where EDE ([k,kz] ,X) refers to the sequence encrypt-decrypt-ertanging two key
triple DES to encrypt X .

The password generator algorithm will depend on ANSI X9.17 PRNG
cyclic generated random number encryption infuestire (see Figure 3.10, Table
3.1). It will use triple DES for encryption . Thegredients are as follows :

* Input:

v' 64 bit representation of current date and time,ctvhis updated at each
generation.

v' 64 bit representation which is a combination ofevgiublic key and signed
blinded identites (e+PVID-list) that differs at each round (each vbies a
different identity ).

* Keys:

Making use of the three triple DES encryption megulwith a 56 bit keys, which

must be kept secret and are used for passwordajemer

e Output :
The output consist of a 64-bit for passworg) @d a 64-bit seed value .

Several factors contribute to the cryptographiergith of the proposed
approach. It involve a 112-bit key and three EntioypDecryption Encryption (EDE)
for a total of nine DES encryption. It is driven two input, the date and time values
and the voters public key with the PVID-list, whiehll be differ at each round. So,

the amount of material that must be compromiseérbypponent is overwhelming
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even if Ris compromised it would be impossiable to deduge fvom the Rbecause

an additional EDE operation is used to produce/hge

After the password is generated, it will be enagpivith the voter public key,
and sent to the voter, this will also be accompiwéti the password generator (PG)
sign for the signed PVID authority RYID-list]pr-pc), @as shown in Figure 3.11.

Password Voter
Generator
(PG)

A 4

4) E(a(Rv))+[ PVID-list]pr-pe

Figure 3.11: PG —Voter interaction

As the voter recives the generated password, emcywith the voter
generated public key (g it will be decrypted using voter private key [Xf,)) and
get the generated password. Also the voter wilifiyethe PG sign PVID-list]pr-pc
using the password generator public key (PU-P@)his way the confiednialty and
a trust between communicating entities is achievVdbnow the voter securly has the

generated Certe,,d,,and the signed blinded voters identites apd R
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3.1.2 Kerberos authentication protocol wher E-voting?

By applying Kerberos authentication protocol (revithe literature) in the E
voting proposed scheme, the researcher will gueeatfiat only authorized voter will
vote, this will help in filtering the counter buffécom unauthorized votes and thus
limit the DoS attack against attackers whom trfiltdhe counter buffer with garbage
votes.In addition to the main Kerberos authenticafprotocol entities, some other
entities will be added to it, in other words somedification will be applied for
enhancing the security measures in the proposeshsghsuch as a responder which
derived from the D-OSCP protocol, the AS will irgtet with the responder which
responsible to verify the validity of the certiftea(Cert). For that any attempt from
voter to supply the AS with expired or fake or ckttificate will be easily detected
here. Also any other attempt from voter to provfdke signed identities will be
detected as it will be decrypted with the PVID awity private key. This will make
the proposed scheme more secure than others.

By relying on Kerberos in the proposed scheme thgearcher add a
strong wall of protection and confidentiality byt Eae voters at first authenticated by
the PVID authority issued certificate in the pregiem stage (Cej), rather than the
voter password, and then let the voter and anyr &tbeeberos communicating entities
to share a secret key based onNuwsce Based Authentication Schemenstead of
the shared secret key based on the voter Reglpassivord (R. Accompanied with
the Kerberos authentication protocol, the FerguBocash protocol, authentication
part, had been modified to operate under E votinig, will add more sophisticated

authentication measures to the proposed scheme.

In the proposed E voting scheme, the researcheoneKerberos version 5
that specified in RFC 1510 (review the literatundere, the researcher will present
how the Kerberos will be operated under E votingviremment taking the
modification into consideration. The researcherspnés a step by step interaction
(massage exchanged) between a voter and a Kerdm@rosunicating entity. First, the
voter will send a message which consists of hisivar generated certificate (Cgrt
and identities signed with the PVID authority te@ tAS encrypted with the AS public
key (Plhs) (see Figure 3.12).
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Authentication
Server

Voter E(RI(Cert,) PVID-Tisi)) (AS)

Ticket
Granting
Server
(TGS)

Kerberos Protocol

Figure 3.12: Voter-AS interaction

As the AS receives this message, it will decryptsing its own private key
and obtain the associated encrypted informatiovil@-list) Cert. Then, AS will
verify the signed identities. Later, the AS willrifg the Cer{ by contact a responder.
The AS will send a request containing Gedncrypted with responder public key
(PUre9, to the responder for Certerification purpose. As the responder receive the
message, it will be decrypted using the respondmate key (PR (see Figure
3.13). Then, the responder will contact the PVIEhatity that issue such a certificate

for verification purpose.

AS .| Responder

A

E(PL(Cert) , PVID-ligt))

PVID
Authority

Figure 3.13: AS-Responder interaction
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Either if the certificate is valid or revoked th&/IP authority will send a
response to the responder contain the status ofcénificate. In order for the
responders to operate in a distributed environntaetyesearcher adopts the scheme
based orKISOSCP and applying a hash additionally (Lagnana A. €28D4)) to let
a responder server operate in a distributed enwviesn. By using different private
keys but just one corresponding public key is gmesiSo only one certificate is
needed for every responder and to check the tiesdirof responder, hash chain is
used. Let simply explaining how the OSCP-KIS kesulated signature scheme will
be operated in the proposed scheme. Typically ittee &f t is similar to that of n.
assuming that (n-1, n) key insulated signaturersehis used. Let RRy,....R, be the
n designed responders. When an AS receives a espam R the AS should verify
the response as follows:

(1) The AS checks the revocation status of teparder Ri's public key.
(2) The AS verifies the digital signature containedthe response by using the
responder Ri's public key.

The step (2) consists of two main stages:

* Key generation
To generate and distribute every responder's grikay for digital signature,
PVID authority chooses a master secret and cakslliés corresponding public key.
Then, if the number of respondersnisPVID authority generates private keys for
responders by applying KIS key generating algoritand securely distributes the
keys to each responder. In the key generation,PMB® authority will distribute

private keys for every responder as Figure 3.14vsho

PVID
Authority Private key ¥ @
sadllliiEas for signature
. X, @
g > Key - ‘
Generator m
Master Key K~

Public Key PK Secure channel @

(A) (B)
Figure 3.14:KIS-OSCPkey Generation
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Theoretically, in (A):
For public key generation :let p and q prime nuralsich that p=2g+1 and g
,h be the elements of order q ip Zhe PVID authority will generate a master key

SK'=(Xg,Yorenennn. X', y.,)be choosing ¥y’ 0S, randomly . SK is used for
private key generation .Responders' public key2{,h,v,,....... v ) is calculated

byv =g*h¥ .

(XgsYgreneeeen X1 Yoa) < Zg

v =g“h¥ mod p fob<i<n-1..........ccccceeiiiiiiiiiiiee...(3.8)
SK'=((Xg,Ygree-nen. T VA ) O U PP URUPRUPURPRURRRRRRRRY (< X )
PKre=(g, D, Vj,....... V2 T PP URRRPPRRRPPRRPPPRY ( 10 )

In (B): A private key will be generated :a diffetgurivate key is assigned to
each responder with the initial value of $#xo,Yo)=(X,,Y,).the responder Ro's

private key Skis generated as follows :

X =) X (1 = (= D)5 )i, (311
y = L L YT (312)
D (313
Y T Y F Y ettt ettt b e bt n ettt (314)
S T (X Vi ) eveeeeeeeee et (315

» Hash chain
The PVID authority will deliver the private key Sk R anonymously .After
all private keys are derived, intermediate valuesluiding the master key SK

(XosYgreeenenn X1,y ) are deleted .

Then, PVID authority generates hash chains to bed u®r timeliness
checking. If the total time periods are T, PVID laarity generates T chained hash
values for each responder and keeps the first ellsnscurely. Each hash value is

used for given time period. If the time period iseoday, 365 hash values are
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generated per responder. AS checks the timelineasr@sponder by checking (hash
chain) at the given time period.

PVID authority issues the certificate for all resders. This certificate

includes KIS public key and the first hash valueghie hash chain of all responders.

X1=H(X2) = H(X3)=.......... H™(X,)

For total T time period and n responders :
XL Xt o XIS X

XZh X2, - .. X2 o W X]

X2 b X2 o XM ol X]

PVID authority keeps them securely .PVID authogitypvides X, at time
period tIT to i-th responder ,the validity checks afTt for i-th responder ,the value

to be checkedX; = H'™(X, s true (in signing and verification phase).

» Signing /Verification Algorithm:
(1) Signing Algorithm :When Rsends a response to AS dgenerates a digital

signature (i,w,a,b) by using $Kxi,y;) as follows :

nr, « Z,

e R o U 41 Voo o N (316)
F o H (1, M W) et e e (317)
2 R 2 PP (318
D =l = T e (319

Where H(.) ,is a cryptographic hash function
(2) Verification Algorithm : The AS will verify the B signature (i,w,a,b)by

using PKe=(g,h,v,,....... v, _,)as follows :
v, = |_|k (v, ) N0 D. ettt ettt (320
A I (Y (321
W == 02NV MO ..ottt (322
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As shown by Figure 3.15.

(5) -Verifying the gnature and checking expiration of the certificate
-Checking hash chain}{l’ = H"l(}{:)
-Verifying Signature in response (verification Algorithm Phase)

PVID o
Authority ~ (1)Generate and distribute

private key for every
responder

(2) Provide Hash
values for current
time period

AS
(3)Request.service
res, I

Response, |
KIS-Signature,
i

{4) Signing
Algorithm
phase
(Response)

Figure 3.15: D-KIS-OSCP phases

By this the AS verifies the Cegrvalidity, then it will send the voter certificate
again to the voter, after keep a copy of it inowen database, this is another way for
detecting any attempt for double voting by a vowath the update time and signed
PVID authority identities signed again with AS m@ig key, all entities of this
message will be encrypted with AS private keyE(PRas(Cert, ,time +1 ,(PVID-
list)pr-a9) (see Figure 3.16 ).

Voter Authentication
Server
(AS)

A

E(PR(Cert, ,time +1, (PVID-list)pr-a9)

Figure 3.16: AS-Voter interaction 1
After the voter receives the previous messageillitoe decrypted using PAd
and the voter check the time from his/her own fieatie and the received update one
so he/she can judge any attempt of forgery, algehbkewill verify the signed of

PVID-list. Instead for AS to generate the shared secreb&isgd on a combination of
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voter's identity and password that both know. Toewrvand AS can authenticate each
other and agree on a session key to be used bettheem based upolNonce

Authentication scheme (Yanget al,2000) as follows:

(1) V> AS: Request (ID,Nc)
The user generates a random number Nc and sendse$@Q, ,Nc). To generate

such N a method shown in Figure 3.2, can also be usesl her
(2)AS-> V: Challenge (realm, Ns (XOR) h(l§ Nc), h(R || Ns || Nc)) .

As the AS receives the Request message, the ASajea a random Ns and uses Ns,
Nc, R, to compute Ns (XOR) h(R| Nc). Then, the server useg Rs, Nc to compute
h(R, || Ns || Nc ) and sends Challenge (realm, Ns(XR) || N;), h(R, || Ns || Nc))

to the voter.

(3) V=>AS : Response (Iprealm , h(Ns || §|Nc) )

When the voter receives the response messagevgdtes uses N R, to
compute h(R||Nc) and uses h(R|N:;), Ns (XOR) h(R [|[Nc) to compute h(R|N)
(XOR) Ns (XOR) h(R [|[Nc) to get N Then, the voter uses,R\s, Nc to compute h
(Rv [[ Ns || Nc)).

If the computed h(R|| Ns || Nc)) isn't the same as challenge (I[{(Rs || Nc)),
the voter will be rejected by AS request §Als Otherwise, the voter uses Ns,adRd
Nc to compute h(Ns [|JfINc) and sends response (IDealm, h(Ns || R|Nc)) to the
AS server.

(4) When the AS receives response message, thersegs Ns, R Nc to compute
h(Ns || R|INc). If the computed h (Ns || fNc) isn't the same as response (h(Ns || R
|[Nc)), the AS will reject such vote [A.as Otherwise the server accepts voter

request [Odr-as.

(5)After the AS and the remote voter authenticaieheother, they usesMs a session

key between them Skxs.

By this way both the AS and voter authenticatecheztber and agree on the
session key to be used between them. The ASevitl $0 the voter the following:
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- Message A: The TGS session key that will be uksetiveen voter and TGS
encrypted with the agree on voter and AS sessign ke

- Message B: Ticket granting Ticket (TGT) that deh®f the PVID-list and voter
network address (NW addregpsticket validity period and voter TGS session )key
encrypted with TGS secret key, which mean thataihlg one which can decrypt is
the TGS (see Figure 3.17).

Message A :E(SKas(SKv-tcs))

Authentication
Server
(AS)

Voter

A

Message B(Ticket Granting Ticket TGT ) :
E(SEGcgPVID-list, NW address ticket validity period, Skrgs)

Figure 3.17: AS-Voter interaction 2

As the voter receives these two messages, he/shdeedh only with message
A, voter can decrypt it using the agree on votat AS session key (SKas) as the
following D(SKyv.as(Message A) and retrieve the associated sessionhkeywill be
used between voter and TGS (5iss) later. Noted that the voter can't decrypt
message B as it encrypt with TGS secret key, wimgan the only one that can
decrypt is the TGS itself . Now, the voter will getwvo messages to TGS (see Figure
3.18):

- Message C: Same as the Message B, this received AS by voter. With an
election data (date in which election take placstate in PVID scheme this will be
act as a voting service ID, known publicly to eatigible voter).

- Message D: An authenticator which consisP¥fD-list and a timestamp (e.g. may
indicated the current date and time) encrypt whiin toter TGS session key retrieved

from message A, in the step before.
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Message C(Ticket Granting Ticket TGT ) :
E(SEGggPVID-list, NW address ticket validity period, Skrgs)
+

Voting Service ID(ElectionData )

Ticket
Granting
Server
(TGS)

Voter

Message D(Authenticator ):
E(SkKtes(PVID-list)). Timestamp)

Figure 3.18: Voter-AS interaction
As the TGS received these two message (Messaged®panthe TGS can
decrypt message C using TGS secret key and therefiiain the associated TGT, D
(SEGcTGT)). As it decrypted TGS can obtain the assediatoter TGS session
key. In this way both voter and TGS securely obtam voter TGS session key and

can talk with each other using $ics.

Additionally, TGS will decrypt the authenticator @é¥sage D) as it has the
associated voter TGS session key,y$&) from message C, that will be used in
decryption operation D (Skrecs(authenticator )) by TGS. After TGS decrypt these
two message (Message C, D), it will make a matc{P{ID-list from Message C==
PVID-list from Message D && Timestamp.Message D <= Tickealitity
period.Message C) ) .Also it will verify the PVIuthority signed pseudo identities.
The TGS will now send two messages to the voter Fsgure 3.19)

- Message E : Is the voter to B-Voting server tidket consists ofRVID-list, NW
address,, ticket validity period, Skkg-votingserve) ENcrypted with B-Voting server
secret key ,the only entity that can decrypt is @iy Server itself

- Message F: is a voter B-Voting server session eweyrypted with the voter TGS

session key from A (SKras)
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Message E :
E(SECB_Voting serve(PVI D'Ilg, NW addresﬁ tICket Valldlty penOd, S&B_VotingSer\/e))

Ticket
Granting
Server
(TGS)

A

Voter

A

Message F :
E((SKv-tes(SKv-g-votingserve)))

Figure 3.19: TGS-Voter interaction

As the voter receives these two message (Messag Be /she can't decrypt
message E as it encrypted with B-voting serveretday, so the only one that can
decrypt it is the B-voting server itself . The eoican only decrypt message F as
he/she already had the associated voter TGS seksjofrom A (SK/.t1cs), SO the
decryption is performed D(Skcs(Message F)) and the voter can obtain now the
voter B-voting server session key(ovotingserve). The voter now will contact the B-
Voting server and send two messages (Message ETl@&).Ferguson E cash
protocol had been modified to be used in E votingt had been combined with the
modified Kerberos protocol at this step, in oraeverify the whole voter identity and
certificate (Cext):

(1) In addition to these two message (E ,G) thatlde B-voting server. The voter
will select two blind factors pand b and three random numbergx¢Z,,, and

s0Z,, and compute A A" ,B,ww; as follows :

A= g g, MOANG, cv e e (3.23)
N N 1T o[ P PPUPRRPPRPPPPRRRY (122§
B= 0, 0,2 MOUNG, ettt et e e e (3.25)
Wi=BBE® Modng, «oovvviiii e (3.26)
W2 =(A+B) B> MOdNg, «.vvvii e e (3.27)

Then, the voter send {Cem,w1,Wa,t ,(( Aljwi|[w|t ) )mod R} to B-voting Server

(2) As the B-voting Server receive this messagairag will verify the validity of the

voter certificate, but at this time it won't corttacresponder, rather it will contact a
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PVID Authority database to check if this voter égal to participate in voting and
thus he /she has a certificate. Also the B-votiagy&r will contact an AS database, as
AS verify the validity of the voter obtained ceitdte. After B-voting server verify
the validity of the certificate, timestamp and \aalof A by using certificate, identity
of the voter and public information. It also valida the signature (A|j{ime||t
)%)mod n). After passing all the verification, B-voting ser will compute the

following equation:

1

W3:Ag MOANG, .ot 0 (3.28)
1

Y 11 To o T UPROPUPRPPPRRRPRPRRRY (< 1074
1

W5= W5 MOANg, v eeiiiniitiie et ieeiee e eee e eeeeee e e e (3.30)

(3) Finally the message {@mwviws) * modng, }is senttoV

(4) Decrypting the received value, V will get accde the signature of B-Voting
server on A and blinded signature of B-voting seoreB and A™ +B. Voter compute

the signature of B-voting server on A" ,B and A'a8follows :

SITW; MOANG, = A" Y (3.31)
1
_W, —QR€e
S=— modng, =B . 0(3.32)
by
W 1
Ss=b—5 MOodng, =(A+B) % .. e e e 0(3.33)

2

On the other side the Kerberos protocol is stikrape behind the above steps
in Ferguson protocol, two messages will be sernh¢oB-Voting server by the voter
(see Figure 3.20):

-Message E : Same one in the previous step

-Message G: Is an authenticator that consist ofPMD-list and a timestamp (e.g.
may indicated the current date and time) encrymth voting B-voting server

session key from message F (SKotingserve)
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Message E :
E(SECB.Voting Ser\/e(PVl D-||St, NW addreS$’ tICket Valldlty perlOd, S&B.VotingServe»)

A 4

Voter B-Voting Server

Verification
e
(W3,Waws) & modny,

Message G :
E(SKV-B.V(ﬂingServe(PVl D'“g’ TlmeStamp)

A

Figure 3.20: Voter-B-voting server interaction

As the B-Voting Server receive these two messaljessgage E, G), it can
decrypt message E, using the B-voting server sdaegt and thus retrieve the
associated information from message E: D (SEfiing servelMessage E)). As the B-
Voting server get SKg.voiingserver from message E decryption, the voter can decrypt
message G as the following D(&KvoingsenekMessage G)).As B-voting server
decrypt these two messages (Message Ht,&In make a match between them as the
following - if (PVID-list from Message E=#VID-list from Message G &&
Timestamp.Message G <= Ticket Validity period.Megges&) ). If all above steps in
both Ferguson and Kerberos were successfully paskedB-Voting server will
confirm the voter's true identity, so the B-Votiagrver now will send a message H
(see Figure 3.21).

-Message H :

It contains the authenticated ticket and the tiamagt+1 (timestamp that found
in message G in the previous step increment by eneypted with the voter and B-
voting server session key ($Kvotingserve). Additionally, it will send a [E(Skis-
votingserver (PKvoting +h(PKuoting )), SO the voter can verify the received Rl at
step(1) from PVID with the Plging received here. Also verify the received gy
by computing the same hash function for it.
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Voter B-Voting Server

Message H :
E(SKv-g-vatingsenvef@uthenticated voter ticket ,timestamp +1,cHa)

E(S KV—B—VotingServer (P Kvoting) +h (P K/oting )

Figure 3.21: B-voting server —voter interaction

As the voter receive message H, he/she can degsypg SK/-g-votingserverand
check if the timestamp (voter send in message @pdated by one. Furthermore, as
the voter has the Rling from the beginning, it can compare it with the reed
PKvoting from B-voting server, either if the same or noh Qher side, the voter will
decrypt D(SK-g-votingserver (PKvoting +h(PKying )), and thus get the (Riing
+h(PKwing ). The voter is now able to calculate the same Hasbtion for the
decrypted Pkying and make such a match. By this the eligible visteget ready for

the voting phase.
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3.2 Voting Phase :

The voting phase consists of two sub phasegjroby a dynamic ballot that hold
the candidate from which the voter can choose &is/bte, and a voting submission
phase itself at which the voter choose his/her icatel and blinded it in order to be

sign by administrator (collude administrator wid bolved ) and later to be counted.

3.2.1 Ballot obtaining phase :
In this phase two entities will be involved the adtenic ballot generator
(EBG) and the key generator (KG), fitste voter will compute the value of d, 1,

using the following equations

d=H(A" ,B,5,%,Ss, Ip(candidate) ,nonce Modn gg «...vvvvviivieinniiiie e, (3.34)
=0, ¢+ X MOUNgEG «eviiii i (3.35)
=g + X, MOONgG «ovvvii i 000 (3.36)

Then, the voter will prepare a request to obtaityaamic ballot, the voter

creates session public-private key paies,,(u, ) for electronic ballot generator and
(a,,u,) for key generator. He/she employs these keywrder to obtain a dynamic
ballot Voter encryptsa, and election data produces E (g, , ElectionData).

The important of election data that it makes thessage easily identified by the key

generator.

M1=E(PUsc(PVID:, E(PUg(a,, ElectionData),a,, d, i, r2, A", B, 5, 9, %),

PKuoting). The voter will send Mto electronic ballot generator EBG (see Figur.2

Voter EBG

A 4

M1=E(PUzpg(PVID; ,E(PLkG(ay ,Election Data )d 11,12 ,A" ,B ,5,% ,S), PKyoting),

Figure 3.22: Voter-EBG interaction 1

As the M is received, the EBG will decrypt it using its ovanivate key
(D(PRess (M1)) and thus verifying the PVID authority signatuoa PVID;, the
signatures of ;s $, 5, computing the hash value for the received votinglipukey
then compare it with the received one from the cassioner and the following
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equation g;'g? == A B modn,, to ensure that no items have been forged in the

protocol. Noted that it can't deal with the conedaiessage as it encrypt with the key
generator public key (Rg), so the only one can decrypt is the KG itself; discover

of a forgery attempt, EBG will discard the messagtherwise, it sign message and
generate M Here is provided another way fro eliminate douading as the values
of d, n, rn, A, B, 5, 9 s will be stored in EBG database. If these parameters
appeared twice as the following explain: {Electiai®, d, 1, r;, A", B, 5, &, & } and
another received message with same values {Eldét d', ¢, 1., A", B, S, S, S}

it will be easily detected by using the relatiortvieen g, r,, d and consequently
between f, r,, d' it will compute the identity of the voter ay khe following

equations :

By this the eligible voter only vote once and attgrapt for voting again will

be easily detected. Now the EBG will send #¥E (Pl (PRess (PUke (@, ,Election
Data ) ) to the KG (see Figure 3.23).

A 4

EBG KG

M, = E(PLkG(PREBG (PUKG (O'y ,Election Data ) )

Figure 3.23: Voter-EBG interaction 2

Key generator that will decrypt M(D(PR«(M2)) and verify from the
electronic Ballot generator (EBG) signature. Aftserch verification performed the
KG will send an encrypted messagesb the EBG that contains a hash for,Rig
(H(PKyoting)) = E(PRc(H(PKyoting) (Step 1 in Figure 3.24).
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LI le /0
P [~ @ EBG 1 KG

H(B,PVID,) M3= E(PR(H(PKuoting)

M4=E(PR§BG(PV|D1,B, H(PK/oting))

v

Voter

Figure 3.24: Voter-EBG-KG interaction

As a response for receivingsMEBG will verify the message Mind create a
voter dynamic ballot Boy using a ballot generation algorithm relying omaadom
number generator function. Dynamic Ballot B ordeasdidates randomly. The EBG
will send a hashed ballot B and linked it to théeve PVID for verification purpose.
So the voter can check if the ballot that he/sleeived is the same that the EBG
publish on his/her own bulletin board. This willsase the voter and any higher
authority (e.g. commissioner) that the EBG doesrodify ballot. EBG will also save
B, PVID, for each voter and sends them to counter aftettiefe perids ends. As
shown in Figure 3.24, step 2. After that, the EB@ send to the voter i that
consists of the dynamic ballot B, H (R that received from Mand a signed
PVID with the PRgc (as the Figure 3.24 shows). As soon as the vetsives M,
he/she can verify a gain the Rl as the voter has such a key he/she can calculate

the hash for it and compare it with the receiveshha
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3.2.2 Voting Submission phase

The voter will be able to choose his/her vote fremeh a dynamic ballot and
blinded the vote with  such that ged (ngb=1 (b,"?(vote)) and encrypted the vote
with PKyoing @nd submit to administrators for signing purpdemember that the
administrator public key is denoted as the follayv{lY;) and the notation used for the
administrator public key is Ywhere (¥, n) is the public key of the administrator and

u is the private key of administrator wherg, (X is the private key of administrator.

This ballot will be sent to administrators fagréng purpose. In order to
avoid the collude administrators problem, a sigraghould had t >n/2, this can be
done by applying the PVSS protocol based on a libtdssignaturé also the ballot
will contain the authenticate voter ticket that wgenerated previously (Kerberos
Authentication protocol), So the administrator widver sign a ballot for an ineligible
voter. Consequently, DoS attack will be eliminatbd counter buffer will never be

filled with a garbage votes.

In order for the voter to obtain a sign for his/kete, he/she should send an
encrypted message, with the dealer public keyyld) to the dealer. This message
consists of (the voter authenticated ticket, PY¥IDas the following: E
(PUgeaiefauthenticated voter ticket , PVi]), see Figure 3.25.

Voter Dealer

(1)E(Pdkiefauthenticated voter ticket , P\'/
X @) ERR(V)*[O]

Figure 3.25: voter-EBG interaction

As the dealer receives this message, (see Fig@® 3tep 1) it will be
decrypted, using dealer private key and obtainhrgy dssociated information. Thus
observing the voter authenticated ticket and remizhat the voter is authenticated,
also verifying the PVIR by checking the PVID authority signature. As such
verification is successfully completed, the dealdr send to the voter the generated
administrators public key (Y, it will be illustrated later in the PVSS schenfie;

2 We describe the construction for a (t, n)-threghadcess structure, but it can be applied to anglus
access structure for which a linear secret shathgme exists

77



verifying the administrators signature on the kalldinded signed vote), the (Yi) will
be encrypted with the dealer private key as shawrigure 3.25, step 2, as soon as it
receive by the voter a verification by voter is dana a dealer public key. It is noted
that any authority server involved in the proposecheme can obtain an

administrators public key by contact a dealer serve

After the voter has the administrators' public K¥y), the voter will send a
ballot containing the blinded vote with;YB={(b,"”(vote)}) via a dealer to
administrators for signing purpose, depending an lihnd signature the following
equation shown that

X=h, " O (VOte) MO M. e et ..3.38

Step (1) from Figure 26), in order to avoid a cdduadministrators; a PVSS based on
a threshold signature (review the literature) Wwél applied as will be illustrated later
(review the literature for general view for secsdtaring based on a threshold

cryptosystem).

In order to avoid the collude administrator probjehe PVSS will be applied,
so that no one of the administrators can colludé wihers to alter voting results or
send a forgery vote. Let Glenote a group of prime order g, such that computi
discrete logarithms in this group is infeasiblet g5 denote independently selected
generators of g hence no party knows the discrete log of g wetspect to G. The
problem of efficiently sharing a random value frdgg is solved. The dealer will
achieve this by first selectingl$g. So and then distributing shares of the secret S =

Gs. This approach allows us to keep the requiredfprsimple and efficient.

By using the protocol introduced by (Chaum & Peépys1993) as a sub
protocol to prove that lgg hy = logy hy, for generators g hi, &, h, U Gq. This can
be denoted as DLEQ {gh, &, hy) and it consists of the following steps, where the

prover knowsa such that h= g; and h=g;

1. The prover sends & g,' and a = g, to the verifier, with wlr Zq.

2. The verifier sends a random challengercZg to the prover.

3. The prover responds with r = wa-c (mod q).

4. The verifier checks that & g; h; and a=g,h;
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V' Initialization :

The group G and the generators g, G are selected using ao@gte public
procedure. Participant Benerates a private key g Z; and registersiy= G* as its
public key.

v" Distribution :
(1) Distribution of the shares :
Suppose that the dealer wishes to distribute atéor prevent administrators

to collude) among participants,P . . , R® . The dealer picks a random polynomial p

of degree at most t — 1 with coefficients ig Z

p(X) :il:ajxj .............................................................................. (3.39)

, and sets s &,. The dealer keeps this polynomial secret but ghbB the related
commitments Cj = & , for 0 <j < t. The dealer also publishes the encryptedeshar
Y; = y*®, for 1 <i< n, using the public keys of the administratorisiafy, let Xi
=X, = I‘Itj;loc}j. The dealer will show that the encrypted shares amsistent by

producing a proof of knowledge of the unique f@ix i < n, satisfying:

Xi= PO Yizy PO e (3.40)(Stadler,1996)

The non-interactive proof is the n-fold parallelhgmosition of the protocols
for DLEQ (g, X%, Vi, Yi). Applying Fiat-Shamir's technique, the challergéor the
protocol is computed as a cryptographic hash ofYXiai, & where 1< i < n. The

proof consists of the common challenge ¢ and ttesponses.r

2. Verification of the shares: The verifier compudé& :I'Itj;lOC}j from the C; values.
Using i, Xi, Yi, ri, 1 < i <n and c as input, the verifier computes &; as

B0 X e e .(3.41)(Stad T, 1996)
B T VY e (3.4 2) (Stadler, 1996)

and checks that the hash of Xi, Yi;, &i, 1 < i < n, matches c.

% Participants equivalent to players ,administsator
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v" Reconstruction: The protocol consists of two steps:

1. Decryption of the shares. Using its private kggach administrator finds the share

1

S = & from Y; by computing 8= Y* .They publish Splus a proof that the value
S is a correct decryption of;YTo this end it suffices to prove knowledge of @n
such that y= G and Yi= S, which is accomplished by the non-interactive iers

of the protocol DLEQ (G,iyS, Y)).

2. Pooling the shares: Suppose that participanpsdéluce correct values for, $or i

=1,...,t The secret’® obtained by Lagrange interpolation:

t t . '
[Ilslai — .ljl(G YA = GZ p(i)A = GPO =Gs,
. = (3.43)( Stadler, 1996)
J

whered, =11 ﬁ ,  Isalagrangecoefficiert

Note that the administrators do not need nor |#aenvalues of the exponents
p(i). Only the related values S G are required to complete the reconstruction of
the secret value S =°GAlso, note that participant; Bloes not expose its private key
Xi; consequently participant; Ran use its key pair in several runs of the PVSS
scheme. Clearly, the scheme is homomorphic. Fample given the dealer’s output
for secrets & and G the combined secret®6°?can be obtained by applying the
reconstruction protocol to the combined encrypteares Y.Yi.. As the participants
(administrators) share a secret securely withoutcatlision using PVSS based on a

threshold signature, this share secret can be ueedsign the voter vote

B{(b>""(vote))} , within a blind signature the following formula :

T X MO N L (3.44)

(See Figure 2.26, step 2). Anonymously this sigadmiinistrators ballot will be send
to the voter through a dealer. (See Figure 2.2 4}, so that the voter can have the
administrators signed vote without the administrakmowing the signed vote

(depending on blind signature scheme, and as tlosving equation indicated :
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From(3.44) and as x=0"(vote)
t= (b,"" (vote))s mod n

t=h,'% (vote)® modn

t=h, (vote)®* mod n

taking b,* to both sides

b't=(vote)® mod n

S=(VOLE) T MO N.eevi it e e e e,

ceieene(3.45)

Where s is the vote v signed by using the admatists shared secret (private

key) preventing collude administrators and thatadministrator can know the voted

signed. Furthermore, a dealer will publish a hashttie signed blindly ballot on the

bulletin board so that the dealer will verify angrsng request if it had already signed

before. If not, it will be forwarded to the adminegors for signing. After such

publication on the bulletin board, the voter camifyethe received signed ballot by

computing the same hash for it and compare it thi¢ghone associated on the bulletin
board (See Figure 2.26, step 3).

H( (%" "vo

(3) Dealer bulletin board

(4) B{ (b2""(vote))}  }

voter

d
<

A 4

Dealer

(2) B{ (b""(vote))}  }

(1)B{ (b2 V(vote)}.

v

[ ]

A set of administrators

Figure 3.26: Voter-Dealer-Administrators interaction for ballot signing
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3.3Counting Phase :

Now, after the voter gets his/her signed vateote)*® ), the voter will encrypt

it using the voting public key issued by the consiuser (PKqting) Within a Triple-
DES cryptographic algorithm (see the proposed sehanalysis), so the ballot will
contain encrypted signed vote B= {E(RBk((vote)® )}=(N,h)* accompanied with
the PVID.. The voter will commit to the ballot using a traod commitment scheme
(Review the literature) and sending it with a PY@nhonymously to the counter for
counting purpose as will be seen later. For théobabmmitment purpose the voter
will generate Bc=C{q)||Bo=c(r,kx) with a trap door commitment scheme in the

message commitment phase, Bca@j()t=h“(1+ch)modN2 and send the

committed ballot (Bc, it G) anonymously to the counter for counting purpose
accompanied with a PVID,for individual verifiability property purpose (@ethe

Analysis chapter).

Another way is provided here to prevent a doubliéngo By using a trapdoor
commitment scheme the counter can eliminate thdicit@ ballot, so the counter
ignores the duplicate one, and counts it only ircease a voter try to make another

vote as the following illustrate

B=C(r,c) Bo=c(r1,by)

Another benefit gained from applying the trapdoamenitment scheme is that
the possibility for counters to collude will be laue to the collision finding property
related to the trapdoor commitment scheme. Aftervibter's committed to the ballot

using trap door commitment scheme:

- The voter will anonymously send PVID(same one accompanied with the
committed ballot that send to the counter) with raptdoor secret, r, to the

commissioner. These will be stored at the commissidata base.

- The voter generates a digest of the committetbtbb@H(CB)) and publish to the
voter bulletin board, via generating a random bhgdactor to apply to the digest.

Any counter involved in ballot counting operatioranc verify such ballot by

4 Depending on the applied trapdoor commitmentseheotation (review Literature)
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calculating the same hash for the received comdntiiot and compare it with the
one in the voter bulletin board. The received cottadi ballot and PVID will be

stored in the counter database.

- Sending committed ballot and P\ViIGanonymously for counting purpose (as it

received, it will be stored in the counter database

After the end of the election the commissionet milblish the voting private
key (PRoting) for ballot decryption purpose and r value assted with each PVID.
For each PVID associated at counter side, the sjoreling value r will be used to
retrieve the ballot (without the commitment). Maithe counting process involve the

following major steps:

v' Removing repeated votes, which are the one witlsanee bit commitment.
v Mixing authority mixesB:=C(r1,G) || Bo=c(r1,by).
Obtainingg [Be=C(r1,G)|| ¢[ Bv=c(r1,by)] as indicated in Table 3.2.

Table 3.2: Proof obtaining values

¢ Be=C(ry,c) proof G

¢ Bp=C(rs, by) ] proof

v As the counter received values (r+PYJOrom commissioner, the received
PVIDy would be compared with others stored in the cowtd¢abase until a
match is found. As a match found, the r value aased with PVIQ} will be
used to remove commitment on the ballot and thesryge the received
ballot using (PIE,’Oﬁng):(p,q)5 as shown in Table 3.2, and get the associated
(G , by). By this, the researcher notices that there emyt interaction from
voter as the associated trapdoor kept secrethbutdter provided necessary
information (e.g. encrypted value @) for a commissioner to finally let the
counter to open the commitment ballot.

v Verifying the administrator signature on the vote dontact a dealer and
obtain the administrators public keyjY

v' Counting the remaining votes.

® Depending on the applied trapdoor commitment seheatation (review Literature)
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v" In the announcement bulletin board the votes wéllpoblished. Each vote
with the associated PVID for that vote. By thisarstcan assure that there
votes were really counted. (Individual verifialylis achieved).

v publish the final results.

Noted that it is better for counter to publish asthdor the vote on the
bulletin board so the voter can verify that his/ete had been counted correctly by
computing the same hash for his/her vote and cagripaith the one publish on the

bulletin board .

By this the researcher guarantees in the secumgoped scheme that the
counter buffer will never be filled with garbagete®s as only authorized voter are
permitted to vote, any double voting issued by amted voter will be easily
detected as more than one security mechanism wpkeépand the collude
administrator problem easily solved by applying ¥SB based on a threshold

signature.
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Chapter Four

Analysis and Discussion

In the previous chapter, the proposed scheme itieed in detail. This
chapter provides an analysis for it. The researahalyzes the proposed scheme from
two points of view. The first one details how thegosed scheme meets the security
requirements that any E voting scheme or systemuldhmeet. The second one
involves a simulation result using a dizzy simuladémd discussion for the results

obtained

4.1 Security Requirements

In this section, the researcher proves the caresst of the proposed scheme
to fulfill the claimed properties (review the litgure). In order to do that, first: the

researcher assumes the following:

Assumption OneFactorization of large numbers is a hard problem.

Assumption Two:The cryptographic algorithms used are hard tokor&@ae mainly

involved are:

(1) RSA, for producing and checking blind and ntincdsignatures

(2)Triple-DES, used to encrypt the vote using aJdRi (3)SHA-1,for all required
hash (digest) component.

Assumption Three:Anonymizers and counters are honest (collude proldan't arise

between them) and a secure communication is alailab

Assumption Four The servers, voter's computers and all commubitajateways

aren't vulnerable to attacks such as infectiommjan horses or viruses.

Assumption Five:Elliptic curve is secure.

Second: The researcher adopt the same analyzingothéhat used in Dyna vote
analysis (Cetinkaya & Koc, (2009)). Next, the reskar details how these

requirements were met in the proposed scheme.
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4.1.1 A Method to Analyze Voting Systems

While E voting has been studied for the past tweades, research on
analyzing voting systems has begun recently. Ia Haction, a method to analyze
voting scheme with respect to E voting securityuresments is adopted. This method
helps to evaluate, as well as compare, the votimogopols and it is not protocol

specific. In order to define a voting proto&d?, let:

o0 E={e, e, es.. e} be the set of all eligible voters wheges the number of
eligible voters.

o A={a;, a, az ... a;} be the set of voters that performed a voting provdsere
g is any voter ana is the number of voting attempts.

0 B={by, by, bs... by} be the set of votes wheleis the vote of votes,.

o D ={dy, dy, d; ... d;} be the set of transactions in voting processes extier
denotes all transactions of voggiduring the voting process.

0 V={vy,V,, Vs..Vy} be the set of all valid votes (including all datd)eremis
the number of valid vote¥, J Bandm <n.

o W={wl, w2, w3...wm} be the set of published data at the end of theietec

wi denotes the published data for each valid vosdw; [ v,.

0 C={cy, Cy C3... &} be the set of all candidates.

o0 Fuw:B 2V, fi(bi) = vy matches each, to av; if bi is a valid vote.

0 Fa.A 2E, fi(a)= g matches eachi to ang if ai is an eligible voter.

o Fw: V2C, f (Vi) = ¢cj matches each valid vote to an actual candidate.
0 S={s, % S3... 5} be the set of all eavesdroppers.

o T=

(613 add(f,, (%), ). (62 3-8 £, (v),€)-.- (G, 3 add (£, ()., )} be

the final tally.

Note that if any recasting occurs then it is hatdidle a new voting process, so
it can ben >q. If recasting is not allowed, then it shouldrb& g. BesidesD does not

require to be hidden.
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4.1.2 Formal Definitions of E-voting Secutly Requirements

In order to guarantee that E voting security regjaents were met in the
proposed scheme, the researcher evaluates thespbpoheme by first introducing a
formal definition for these requirements (Cetinkayga Koc, (2009)), then
mathematically prove each of them. Finally, forreaequirement a checklist items is

given below for a requirement brief summary proof.

Lemmal Privacy  (Voter-Vote relationship cannot be revealed):
If 0d O DOvOVOeO E[-(Cf (S,W,d,v) =¢)]for a voting schemeVS then VS

satisfies privacy.

Proof °: This requirement is met by applying a PVID sckethat relies on the
unlinkability between voter's pseudo identity aedlridentity. In order to prove any
relation between them, the random number usede@mteblinded message should be
known. Otherwise, adversary should break RSA ceysiem since PVID scheme
uses blind signature based on RSA public key ceysttem, which is infeasible. The

random number is generated by voter and nobody &ritow

Frankly Speaking, after the voter obtains PVID, liste voter no more use
his/her RegID, thus no adversary, including allhauties can find a functiohsuch
that OvOVOeOE[Cf (SW,D,v)=e] so nobody can break the voter-vote

unlinkability.

Additionally, by relying on the blind signature aadcording to its definition
,there is no function f satisfyinglv 0VOe[ E[Cf (p) = e ih the proposed scheme by
this the researcher guarantee that all votes véptksecret due to the blindness
property under blind signature and thus no pasitipother than a voter should be
able to determine the value of the vote cast by ¥oter as the voter sign his/her
blinded vote without the sign authority (administrs) know the actual vote (see

Table 4.1 that summarize the case related to pripsmof ).

€ the proof refer to show how the proposed schenigfgttie associated lemma
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Table 4.1: Privacy requirement details

Main Requirement | Satisfi Not Not How it is Assumption
Requirement Details ed satisfied | applic satisfied
-able
Privacy Voter-vote yes - - Applying PVID
unlinkability scheme +
Blind signature
protocol
Voter-votelP | yes - - There is no point none of the

untraceability

in trying to trace| authorities

and

keeps IP of

release

the voter IP

since nobody canthe voters
guarantee

whether

or not the votef
accesses over |a
dynamic IP, he
uses the voting
pool or any othe
public

network, and he
employs any IR
anonymizer
application. In
case of a voter
having a
static IP and not
taking any care
about it, then IP
untraceability
may fail if
authorities
corrupt.

them

192}
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Lemma 2 Eligibility (Each vote counted in the tally should be cast byekgible
voter): let f :V - B, f(v;) =b,andg:B - A g(b;) =a, IfOvOV[f_(9(f(v))) DE]

for a voting schem¥S, thenVS satisfies eligibility.

Proof: By relying on the Kerberos authentication protogofrastructure, the
researcher guarantees that only authorized votersparmitted to vote by the

generation of the issued voter ticket.
(1) Also the voter can't forge such a ticket withoamy detection

Proof (1): it can be proved by a contradiction. Let us suppbst a voter can forge
the ticket. This means that the forged ticket mvpted by changing in values of one
of the signed amount=ssigngy (A"), $=signgy (B), $=signgy (A'+B). As the value
of 3 depend on the two previous value e@fand g, changing the value of; $s
impossible. As well as the value of B is optimalfoBging isn't valuableSoforging a

ticket without detection is impossible.

(2) 1t becomes impossible to forge an extra ticket/ote with

Proof(2): This requires a forgery of the PVID-list signatuvhich is impossible as
the PVID authority issues blind signature on voteliesded ID too after checking
against country election registration laws (e.gov&bl18 years old ). Let prove by a

contradiction method too, assuming there exit ation f :P - E, f(p,) =e that

known only by the voter.

Then the proposed scheme satidfieSIV[[C!eOE| f(p) =€ . Furthermore,
depending on the prove in (1), the voter alonenable to forge A. However, if voter
colludes together for such extra ticket forgerg thrgery one is identified by dealer
in the voting stage as a case of double votingallirthe issued PVID authority
certificate will never be forging due to the adaital entity (responder) that verifies

the certificate. (see Table 4.2 that summarize#se related to Eligibility proof ).
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Table 4.2 :Eligibility requirement details

Main

Requirement

Requirement | Satisfied Not Not

Details satisfied | applicable

How it is
satisfied

Assumption

Eligibility

Eligible voters| yes - -

can vote

Kerberos
authentication
protocol with
an
authenticated
ticket +PVID-

list signature

Ineligible yes - -
voters canno

vote

As PVID
checking
against votef
,a blinded
voter
identities will
be

for

never
signed
ineligible
voter
+Kerberos
authentication
ticket
guarantee
only
authorized
voters  were
vote ,can't bg

forged (see

proof(1) ,(2))

PVID is a
trusted
authority
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Lemma 3 Uniqueness (There should be at most one valid vote for eaighbé voter
in the final tally). Let:

f:V - B, f(v)=bandg:B - Ag(b,)=a,

Af0v; OVOv; OV (9(f(v)) = T (9(f (V) = o (a(f(v))) « 1 =]]

for a voting schem¥S, thenVS satisfies uniqueness.

Proof :
(1) Using a trapdoor commitment scheme a voter's ballainique ,any attempt
for double voting will be discarded by a countes, the voter generate

Bc=C(n,G)||Bv=c(r1,bx) with a trap door commitment scheme in the message

commitment phase, Bc=G(g)=h" @+ c;N) modN? and send the committed

ballot (Bc, &, G Janonymously to the counter for counting purpase i the
counter observe during proBf=C(r1,G) ||Bb=c(r1,bx),one will be discarded.

(2) Since thePVID-list values (e.g. PVIbdiffer from PVID, and both are unique
in the same list) and can be verified using the DPuthority public key
,there is only one vote counted for each voter.r@hexit such a function
f:V - P, f(v)=p, ,s0 uniqueness is satisfied as there is a truee far
Ov, OVOv, OV[f(v)) = f(v;) « 1 =]]

(3) Depending on the uniqueness of the PVID authossyéd voter certificate
(Cert,) and the Kerberos authenticated voter ticket tvilobtain only once
for an authorized voters and permitted them taigpate in election during
the specified election period, under the assumghahthe PVID authority is
trusted and thus can't forge certificate, if itged a responder will verify it
(responder and PVID authority can't collude, digjoiset with direct
communication only) (see Table 4.3 that summarize tase related to

privacy proof ).
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Table 4.3:Uniqueness requirement details

Main Requirement | Satisfi Not Not How it is Assumption
Requirement Details ed satisfied | applic satisfied
-able
Uniqueness At most one yes - - Applying
valid vote is
counted for Trapdoor
each commitment
eligible voter
scheme
Each eligible| yes - - Kerberos
voter has voteg authentication
only once protocol
(Ticket issued
once) +
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Lemma 4 Fairness (During the election none of the votes can be netdb an actual
vote). During the election, iflb [0 B[-(Cc O Cf (D, S,b) =c¢ ))pr a voting schem¥'S
thenVSsatisfies fairness.

Proof: As the commissioner publish the By at the end of the election for votes
counting purpose, no participant can gain any kedgé about the (partial) tally
before the counting stage, the voter will committh@ ballot using a trapdoor
commitment scheme after the voting stage is comgleso no one can gain any
partial knowledge about the tally before the coumtstage is completed. Thus,
counter cannot obtain the partial result. None e authorities send any data to
counter during the election period; counter carstait counting before the end of the

election. (see Table 4.4 that summarize the cdsedeto privacy proof ).
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Table 4.4:Fairness requirement details

Main Requirement | Satisfi Not Not How it is Assumption
Requirement Details ed satisfied | applic satisfied
-able
Fairness Resultisnot | yes - - Till the
published till .
election publish the
I:)F‘)voting
No one can yes Trapdoor
guess the .
content of any commitment
cast +PVID
vote
scheme(unlinks
bility)  +blind
signature
No one can yes Trapdoor All  of the
gain any partial ) authorities do|
knowledge commitment | hot cooperate
about the tally scheme 4 inorder to
before the get  partial
counting stage commissioner | result of the
. lecti
publish T
PR/oting at the
end of the
election
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Lemma 5 Receipt-freeness (Uncoercibility) (Voters cannot prove their votes and thus
No coercer can figure out a voters vote by forcingnim):
If Dald AOvOV[-(Cf (D,W,a) =V)] for a voting schem¥S thenVSis receipt-free.

Proof:

By applying the trapdoor commitment scheme, a vetmsting due to the
fault tolerant is possible. If someone coerces t@ry@ven by only being physically
next to him, the voter will cast in a way the carinfluences. Later, he/she can
change his/her vote, by recasting a new vote wimilhautomatically discard the old
one in the counting stage. Even if the voter regdrid/her voting activity, still he
cannot convince the coercer of the content of hisltote due to recasting. That is,
practically it is not possible to coerce or votg since nobody can know whether the
current vote will be the final one or not ; duethe trapdoor commitment and as the
voter can provide GkeI' sake Gj) and can be verified but can't find that gafe is a
fake credential by a coercer, at the same timbercbunting stage the voter will send
the committed ballot by applying a trapdoor comnaittnscheme and related to the
property that the voter can also find collision::=8(r1,C)=C(akd1,fakeCi)
||Bs=C(r1,Bt)=Cf(take '1,fakeBr) and provide B=C(iake 1 sfakeCj) ||Bs=Cliake M1,fake Bt ). AS
the coercer has the ability to monitor the commaitniny between voter and counter
through anonymizer and verify without finding th@t.ke is a fake credential .Thus,
there is no functiorf satisfying Oa 0 AQvOV[(Cf (D,W,a) =v )] for the proposed

scheme. In practice, there is no point in coerogiper physically or socially.
Therefore, uncoercibility is achieved. (See Tahk that summarize the case related

to privacy proof).
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Table 4.5 :Receipt freeness(Uncoercibility) requirement detad

Main Requirement | Satisfi Not Not How it is Assumption
Requirement Details ed | satisfied | applic satisfied
-able
Receipt- Nobody can yes - - Applying
force voter to
freeness vote in a Trapdoor
(Uncoercibility particular commitment
way
) scheme
Coercer cannot] yes - - Voter car

receive any
proof from the
voter after
voting

change his/he
vote ,and only

one counted by

the counter due

to trapdoor
commitment

scheme
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Lemma 6 Accuracy (Each vote cast by an eligible voter should be teaicorrectly in

the final tally, and any fraud should be detected):

Let

h:E - Ah(g)=a;;9:A- B,g(a;)=b;;f:V - B, f(v)=bjandg': B -~ Ag(b;) =3,
ifUed E[ f,,(9(g(e)) BV] DOVOV[ f.(9'(f(v))) UE]

for a voting scheme VS, th&fE satisfies accuracy.
Proof:

As bulletin boards are employed, each authority it& own bulletin board
and hash of all information related to voters vteecorded publicly .Thus, any
corruption on the side of authorities can be detecCounter compute the hashed for
received votes and compare it with the one hashksdcated with the dealer bulletin
board so any passive observer or organization [sancheck the consistency of the
election by using the bulletin board. Any cast vatnnot be altered, deleted,
invalidated or copied since the modification cause®nsistency with the bulletin
boards.

Even if Electronic Ballot Generator, Key Generatand Counter conspire
together, they cannot add a new vote since theyt cagate fake PVIDs. PVID
Authority can't issue fake PVIDs under the assuomptihat any PVID authority

involved is honest and trusted. PVID scheme assutbatllallAL!
pUOP - f_(a)JE], as all votes are kept secret during the votinocess, and

having partial knowledge about voting data is naiugh to vote or to simulate voter.
Additionally, under the Kerberos authentication tpool issued ticket that will
guarantee that only authorized voters are permittedote. The dishonest voter
cannot disrupt the voting; he/she have just rigtgrdiis/her own vote, so he/she may
only disrupt his/her vote. Even if he/she sendsentbhan one vote, in this case, the
last one is counted, and the proposed scheme offers than one approach to detect
double voting before revealing the actual votesinter performs some checks, due to

the trapdoor bit commitment scheme. Thus, accusaaghieved.
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Proof (1) Related to the accuracy property, the assumptioat the ballot

representation is correct is true.

As a voter has the ability to provide correct valfer p and g with respect to

d which could pass the verification of voting andkét obtaining phase in the
Kerberos authentication protocol stages (betwedarvand B-voting server), if and
only if the representation of A" and B with respexty and g is known, if supposed
that a voter known the representation of A" and Bhwespect to g and g.
Consequently, he/she knows the values of apd % then he/she can compute the
values of d g, .Conversely ,suppose that a voter doesn't knowepresentation of
A' and B with respect toigand g. Then, he/she doesn't know anything about;u, X
and %. So, he/she can't provide valid values for d,;@nd p. (See Table 4.6 that

summarize the case related to privacy proof ).
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Table 4.6: Accuracy requirement details

Main Requirement | Satisfi Not Not How it is Assumption
Requirement Details ed | satisfied | applic satisfied
-able
Accuracy Ballot yes see

representation

is correct proof(1)+Fergus
on e-cash
protocol
conversion

No valid votes | yes As bulletin

are either .

modified or board applied

deleted

No invalid yes PVID  scheme

votes are adde +Kerberos
authentication
protocol

Any single

authorle . yes Due to the

corruption is

detected bulletin board
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Lemma 7 Individual Verifiability (Each eligible voter should be able to verify hes/h
vote counted correctly): e EOwWOIWL! vOV[LT (e, w) = V)] for a voting

schemeVS thenVSsatisfies individual verifiability.

Proof : After the end of the election the commissionet pulblish the voting private
key (PRotiing for ballot decryption purpose and r value assted with each PVID
.For each PVID associated at counter side, theegponding value r will be used to
retrieve the ballot (without the commitment), a® tbounter received values (r
+PVIDy) from commissioner, it will be compared with theceived PVIR with
others stored in the counter database until almatiound. As a match is found, the r
value associated with PV{Dwill be used to remove commitment on the ballad an
then decrypt the received ballot using (RR). Finally, in the announcement bulletin
board the votes will be published. Each vote i®assed with the PVID for that vote
.By observing the announcement bulletin board; ngot&n assure that there votes
were really counted. Individual verifiability is lieved. (see Table 4.7 that

summarize the case related to privacy proof ).
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Table4.7 Individual Verifiability requirement detai Is

Main Requirement | Satisfi Not Not How it is Assumption
Requirement Details ed satisfied | applic satisfied
-able
Individual Voter can yes - - Applying
R validate that
Verifiability the ballot is Trapdoor
correct commitment
scheme+see
proof(1)in
accuracy
property
Voter can yes - - As bulletin
validate that .
authorities board applied
response
Correctly
Voter can yes - - As bulletin

validate that
his/her vote is
recorded
correctly

board applied
+ Trapdoor
commitment

scheme

Theorem 1: A voting scheme V3s a complete and secure protocol if and only if it

satisfiesLemma 1-7.

As all lemmas from 1-7 were satisfied, the researaan conclude that the

proposed scheme is secure.
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4.2 Simulation Results

4.2.1 Voting Stage —Collude Administrator problem

In order to avoid the collude administrators peob) a guarantee should be
available in which the ballot is signed by gredtean the half of the administrator
number (re2) as proposed in the Evox-MA E voting protocol lthsmn blind
signature (DuRette,1999), but nothing achieved tdwhis issue. However, REVS
suggested the using of a double signing authemdicator ballot signing by
administrators and uses a different password fah eadministrator for such a
purpose. On the other hand, this may force theruoteemember all the passwords
used, even if an algorithm developed for passwandegation. This will add more
overhead on the voters' module and thus consume dmad complicate the process
(Joaquim, et.al (2002)).

By using PVSS the researcher overcomes the prokdsswriated so far, and
gain a more stability (steady) results than the BEYSs will be shown later. The
researcher suggests using of a dizzy simulator §&m2006), (see Figure 4.1) in
fact, it is a chemical kinetics stochastic simulatsoftware package written in Java.
The researcher models the E voting scheme as smepiefi reactiondbetween the
communicating entities, by this the researcher easily use dizzy simulator and

analyze the scheme.

cwd: C:»Program Files»Dizzy“hin

cmd: “"G:sProgram FilessDizzysbin». . .sJjresbinsjava.exe” —HmxH0BB0ABBA —classpath *
C:“Program Files“Dizzy~1lib“5BUCore. jar;C:~Program Files“Dizzys\libnISBJava. jar;C:
~Program Files“Dizzyslib~SBMLReader.jar;C:~Program Files-Dizzy~libsjfreechart. ja
r; Co“FProgram Files“Dizzy~lib“jcommon.jar;:;C:s»Program Files“Diz=zy~lib“~jh._jar;C:“Pr
ogram FilessDizzyslibsAppResources. jar:;GC:isProgram FilessDizzyslibwnetx. jar;G:sPr

ogram FilessDizzyslibswodeTodJava.jar;C:“Program FilessDizzy~libsJama.jar;:;C: Progr
am Files“Dizzyxlibwcolt.jar;C:“Program Files“Dizzysbinxlax.jar:" com.zerog.lax.L
X "C:sProgram FilessDizzyrbinsDizzy.lax" "C:sDocuments and Settings-,3H-sLocal Se

ttings/Tempslax1B4F . tmp"

Figure 4.1: Dizzy simulator starting up

" Chemical Model Definition Language (CMDL) that wmstood by Dizzy scripting
engine.
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In the voting stage, the communicating entities e voters, dealers and
administrators, the researcher suggest the useV&SPto prevent the collude
administrators problem (see Chapter Three), and rémearcher presents the
relationship between voters, Electionlistsize addhiaistrators rate at this stage as a

reaction equation:

ElectionListSize > Voters +Administrators Rate + Delay....................... (4.1)

In order to simulate it by dizzy, the results aeasonable and better than
REVS as the Figure 4.3 indicated. Noted that thmemand language parser is chosen
as the default parser since the code is writteahenCMDL that dizzy can understand
it. After the parser is chosen, the simulate opi®iselected from tool menu and a

dizzy simulator starting as indicated in Figure. 4.2

£ Dizzy: simulator,

| model name: [PVYSS] |

view

simulators: start: (0.0 | stop: [3] | | | [sdministratorsrate
ODE-RK5-adaptive S
- pt ; ElectionListSize
ODE-RKS-fixed number of results points: 100 Moters

ODEto.Java-dopr4-adaptive
ODEtoJava-imex443-stiff
gibson-bruck

start

gillespie-direct step size {fractional): |0.0010
tauleap-complex
tauleap-simple max allowed relative error: |1.0E-4

max allowed absolute error: |0.01
number of history hins: |400

| select all

Output Type -- specify what do do with the simulation results: simulation results list:
® plot

i table

) store

Figure 4.2: Dizzy simulator/PVSS
After choosing the options (view symb®select all, stop»3, simulator type
and starting), the relationship between votersstielelistsize and administrators rate

can be represented as Figure 4.3 shows.
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B Dizzy: results

[7117/11 08:20] [PYSS] [ODE-RK5-adaptise]

—— g

5
1 -
LRSI TT e

o D N ———
000 025 050 075 100 125

150 175 200 225 250 275 300
time

| B sdministratosRate B ElectionListSize Woters |

| save as PNG image file || copy to cliphoard |

Figure 4.3: Dizzy Results/PVSS

4.2.1.1 Discussion
Under the assumption: The maximum number of admnai@s that will
participate in ballot signing is n and at least/2, the maximum number of voters is
the authenticated and registered only and the wie (electionlistsize) is fixed.
Depending on the reaction equation (4.1), the rekea can conclude that at the

beginning of the E voting process and dependingthen proposed scheme dizzy
results, the researcher notice that
(1) At the rush hour the voters numbers are theirmaix and as the time pass the

number of voters participate will be decreased tamlis reasonable and make sense)

noted that the proposed scheme prevent double gvam illustrated before (see

Chapter Three).

(2) The administrators' rate is the number of adstriator involved in ballot signing
(blind signature) must at least n/2 and <n. As the number of administrators

decreased (some may get defective or faulty), ithe they need to reconstruct the
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sharing depend on the PVSS will be less and comesiguthe delay to transfer the

signing ballot will be less too.

At the time the E voting process is nearly completed depending on the

above reaction equation, the proposed schemeeaitlr a steady state.
If the obtained results (presented in Table 4.8nmared with the REVS blind

signature protocol results (Joaquim, et.al (2002he researcher can conclude that

the stability of the proposed scheme in voting etagpecifically using PVSS to

overcome the collude administrators problem, iféighan REVS.

Table 4.8: Proposed scheme simulation results

zzy: results
[7H17/11 09:19] [PVSS] [ODE-RKS-adaptive]

izzy: results

[#/17/11 09:19] [PYS5] [ODE-RK5S-adaptive]

time AdministratorsRate| ElectionListSize | Yoters - i SIOER

.00 1.8933 4.9701 59107 ID T5T58“me ggrgérystratorsl?ate 7 EslgcgtéonUStSme 7 D347\1Igters

Ntk ISt 5 Cat Carts Bl 0.78788 60.874 0.22474 0.025716
| [ 26577 4.0036 34.423 L £0.981 0.19933 0.019051
| [ELEGE] 35.498 35509 25.502 0.64548 60.956 017678 0014114
foaz121 42.107 3.1493 18.893 0.57678 60.950 0.15680 0.010456
fo.15152 47.003 2.7932 13.897 0.90909 60662 0.13907 0.0077463
| (REEEE 50631 24773 10.369 0.93939 60.994 0.12334 0.0057387
ID_21212 53318 219772 76318 0.96970 B0.996 010935 0.0042515
foza242 55.309 1.9488 56810 13232 gggg; ggggg;g gggg;ggz
fo27273 1ol e sk, gl 1.0606 50.698 0067601 0.0012807
fo.30303 ar.arr 1.5329 3.1234 1.0800 50.999 0.060036 0.00004576
Jo33233 48 68k 1.3596 2.3140 11212 50998 0.053247 0.00070287
li0.35364 59.286 1.2058 17143 1.1515 £0.999 0.047226 0.00052072
llo.z9304 59.730 1.0695 1.2700 11618 61.000 0.041886 0.00038577
o.4z424 £0.059 0.94856 0.94086 12121 61.000 0.037150 0.00028579
IU-45455 60,3032 0.841320 0.69703 1.2424 61.000 0.032949 0.00021172
llo.28485 60.484 0.74616 0.51638 121 SL.o0 S22 S.LL1o885
Igglgl: ESEE g'gg;gg ggggi? 13333 51.000 0.022088 B.5087E-5

: : : : 1.3636 61.000 0.020388 B.3777E-5

Jlos7s7e £0.790 0.52058 0.20936 13939 £1.000 0.018083 4724365
| 60.844 0.46171 015553 1.4242 £1.000 0.016038 3.5003E-5
ll0.63636 60.885 0.40950 011524 1.4545 61.000 0.014224 2593265
l0.6BERT £0.915 0.36320 0.085371 1.4848 61.000 0.012616 1.8211E-5 B
lo6g6a7 60.937 0.32213 0.063246
forarar £0.953 0.28570 0.046855 -

[#/17/11 09:19] [PVYSS] [ODE-RK5-adaptive]
time |AdministratnrsRate| ElectionListSize | Woters |
e IR [2.2727 1.000 0.00055708 7.8THBE-D ol
[7/17/11 09:19] [PVSS] [ODE-RK5.adaptive] 2.3030 61.000 0.000494049 5.8354E-9
time AdministratorsRate|  ElectionListSize woters 2.3333 51.000 0.00043822 4.3231E-9
1.5152 1.000 0.011188 1.4232E5 23636 61.000 0.00033866 3.2027E-9
1:;:: g}ggg ggggggjg ;gf;‘ggg 2.3939 1.000 0.00034471 2.3727E-0
1.6061 §1.000 0.0078065 5.7950E-5 24242 61.000 0.00030573 1.7578E-9
1.6364 61.000 0.0069237 4.2871E-6 2.4545 1.000 0.00027118 1.3022E-9
1.6667 £1.000 0.0081408 JATE1E6 2.4848 E1.000 0.000240450 9.6474E-10
1 Sg;g 21 ggg gggi;;g; f ?i;g;g 25152 E1.000 0.00021330 T 1472E-10
1.7576 51,000 0.0042843 1.2814E6 2.5455 61.000 0.00018318 5.2949E-10
17879 &1.000 00037598 0 5ET1E-7 28758 E1.000 0.0001677Y 3.9226E-10
1.8182 61.000 0.0033701 7.0877E-7 2.6061 61.000 0.00014882 2 9060E-10
1.8485 61.000 0.0029891 5.2508E-7 26364 f1.000 0.000121ag 21529E-10
1.8788 61.000 0.0026511 3.8900E-7
T i TR ST 2. BBEY E1.000 0.00011706 1.5950E-10
10294 51000 00030854 21350E-7 2.6970 61.000 0.00010383 1.1816E-10
1.9897 f1.000 0.0015486 1.8817E-7 272713 B1.000 4.208B6E-5 3.7537E-11
2.0000 61.000 0.0016404 1.1718E-7 27576 51.000 3167T3E-5 G.4851E-11
2.0303 61.000 0.0014549 8.6809E-8 3 3
2.0606 61.000 0.0012904 6.4312E-8 AR U LS ILE S 1
2.0909 1.000 0.0011445 4.7644E-8 2.8182 61.000 B.424BE-5 3.5583E-11
21212 1.000 0.0010151 3.6297E-8 2.8485 61.000 5.6981E-9 2.6369E-11
21515 1.000 0.00090029 2.6149E-8 28788 B1.000 5 N538E-5 1.0536E-11
21818 E1.000 0.00079848 1.9372E-8 29091 B1.000 4 4823E-5 1.4472E-11
22121 61.000 0.00070819 1.4352E-8 : : . .
22424 61.000 0.00062811 1.0632E-8 2.4384 £1.000 3.8754E-5 1.0721E-11
2.9687 E1.000 3.52549E-5 7.9420E-12
20000 61.000 I1272E-5 2.8844E-12 =
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4.2.2 Counting stage —Trapdoor commitment scheme.

As the voter get his/her ballot signed by admiaisirs and preventing
collision problem. The voter is now ready to comioitthe ballot using a trap door
commitment scheme and sending it anonymously viaanizers to the counter for
counting purpose (see Chapter Three :3.3 Countiages). In order to use dizzy
simulator the researcher presents the communicatitiies as a reaction equation:

Voters+PVIDlist = Counters+Delay...........c.ccooiiiieiiiiiiiii s (4.2)

The analysis will represent the relationship betwebe communicating
entities in the equation (see Figures 4.4). Thelregll be reasonable also and make

sense depend on the proposed scheme.

- Dizzy: simulator

model name: [trapdoor] |
. vieWw Sy
simulators: start: |0.0 | stop: [20 | || [counter
'ODE-RK5-adaptive
controller: ODE.RKS5 fixed ) (DALY
-RAD-TIxe _ number of results points: (100 PVIDLIST
start ODEtoJava-dopr54-adaptive WOTER
ODEtoJava-imex443-stiff
gihson-bruck
gillespie-direct step size (fractional): [0.0010
tauleap-complex
tauleap-simple max allowed relative error: |1 0E-4
max allowed absolute error: |0.01
| select all
Output Type -- specify what do do with the simulation results: simulation results list:
® plot [7/117/11 13:59] [trapdoor] [ODE-RK5-adaptive]
[7117:11 14:02] [trapdoor] [ODE-RK5-adaptive]
) table [7117/11 14:10] [trapdoor] [ODE-RK5.-adaptive]
£ store | reprocess results |
[ lsecsr

Figure 4.4: Dizzy simulator /Trapdoor commitment stieme
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- Dizzy: results

[7/17/11 14:14] [trapdoor] [ODE-RK5-adaptive]

value

0
0 1 2 3 4 5 B 7 B @ 10 11 12 13 14 15 16 17 18 19 20 21
time

[Mcounter MpeLay MPviDLIST  WOTER |

| save as PHNG image file " copy to clipboard |

Figure 4.5: Dizzy Results / Trapdoor commitment schme

4.2.2.1 Discussion

Under the assumption: The maximum number of votethe authenticated
and registered only, PVID list accompanied with heamter for authentication
purpose, and counters number may decrease asnikephss as one may get
defective or faulty server. Depending on the reactquation (4.2), the researcher
can conclude that at the beginning of the E vopngcess and depending on the

proposed scheme dizzy results, the researcheernbad:

(1) The voters number at the beginning were less #wen increased the same
behaviour will be for the PVID as each voter accampd authenticated PVID. Noted
that by using a trap door commitment scheme a @owbking is prevented as

illustrated before (see Chapter Three).

(2) The results show that as the number of voteseased and thus PVID increased,
the delay time in which voters committed to thealldt in addition to the time

comparison for PVID match between the commissi@mer counter database will get
stable due to the reference of the trapdoor comemtrscheme even if the counters

number decreased as the time pass by (see Fifire 4.
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Chapter 5

Conclusion and Future work

5.1 Conclusion

In this thesis, the researcher have proposed aresdeuvoting scheme
depending on the last two E voting protocols basedhe blind signature, Evox-MA
and REVS; it encompasses three distinct phaseshwdfiregistration phase, voting
phase and counting phase. Each phase applies sgptegtaphic technique, schemes
or modified protocol to enhance some security dspas a Kerberos authentication
protocol, PVID scheme, responder certificate vaioda The theoretical proof and
simulation results show that the scheme satisfieE &oting security requirements.
And by applying a PVSS the researcher get a maiglestresult than REVS blind
signature protocol which suggests using a diffepagsword for each administrator.

Also the proposed scheme adds more security entmamis

(1) By applying more than one scheme, the Kerbatdkentication protocol (it has
been modified by adding a new entity (respondeaj tlerived from the OSCP-KIS
protocol to verify voter certificate validity), PMIscheme and the converted Ferguson
E cash protocol the researcher guarantee thatawmthorized voters vote. Therefore,
limit the DoS attack against attackers, so the tauouffer will never be filled with a

garbage votes

(2) Detecting the double voting issued by the \&tdry applying more than one
mechanism (the converted Ferguson E cash protacaperated under E voting,
trapdoor commitment scheme, and modified PVID sa&hem

(3) Allow a valid vote to be repeated if fault t@ace occurred by applying a

trapdoor commitment scheme.
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5.2 Future work

As a recommendation for the proposed secure schtbmegsearcher suggests
to extend the scheme to the image processing figldapplying the visual
cryptography techniques for voter authenticationrppse. Also the researcher
encourages deploying the scheme under mobile nketanod comparing the result
between such infrastructure and Kerberos authéatddaamework. Furthermore, the
researcher encourages combining Mixing net scheitietiae blind signature scheme
used in the proposed scheme, to add more valugeda@ecure proposed scheme and

to apply some synchronization algorithm for simodtaus voting.
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Appendices:
Appendix A:

Using Dizzy simulator Tutorial

Dizzy is launched by executing the "Dizzy" execlgdaat was installed as a
symbolic link by the installation program. The ddfdocation of this symbolic link
depends on your operating system. If you are iimsgabn a Windows computer, the
symbolic link is created in a new Program GroupzAyf', which will show up in the
"Start" menu. If you are installing on a Linux comtgr, the symbolic link is created
in your home directory, by default. Note that thetallation program permits you to
override the default location for the symbolic littckbe created, so the symbolic link
may not be in the default location on your computeryou selected a different
location in the installation process. By doubleking on the "Dizzy" symbolic link,
the Dizzy program should start up. You should seamplication window appear that

looks like the following picture:

File Edil Tools Help

file (o)
BECET nE)

lirs2z 1

To load a model definition file into Dizzy, seldtie "Open..." item from the
"File" menu. This will open a dialog box, as showare:
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File Edit Teols Help

il dreanal
parser [oedy

Please sebect a file io open
Lonk i | Daezy ~| | o ol |8l |

o [T

] cnindig
1 does
b

1 samples
i BT

] Uainstatleilana

File Mamme:

Files of Type: | model enmition tes -

Dpen Canced

1|
(L

In the "Please select a file to open” dialog boxyigate to the directory in
which you installed Dizzy. Then navigate into tisarhples" subdirectory. The dialog

box should look like this:

-
File EdiL Tools Help
file o)
FIRTRET (FONE)
Please select a Tile b open

Loak b | ] samples - = [&] [ =

O GaLanar

[ mtichariis cmai

[ v pressilatsanl

[ saimple-mndel- shiml i

E simglegeme.comdl

Fille Mame:

Files of Type: | madel definition files -

Open Cancel
-
L1 [ ]

liret: 1

For starters, try selecting the "Michaelis.cmdlé fiby double-clicking on that

file name in the dialog box. The Dizzy window shebabw look like this:
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File Edit Teols Help

ik Mol 02y s g b MiE hasis, ol

parser cammand-language

el “michasis”, =
Y This I5 3 simple mode for exploning Micha is-Meren

I/ erame Kinstics

i Saphan Ramsay, 2004/11)13

E s ie9
£ o= 100,

F =0

ES =0

anTyme_substrata_combne, E4+5-» B5, 10

enzyme_subsorae_separae, B ->E+ 5 01
make_produr, B -»E+F 001

[aT |
ne: 18

Note that the model description has appeared inetlior window. In this
window, you can edit a model description, after eckhhyou may save your changes.
You probably will not want to modify the Michaetisadl model definition file just
yet. Note that the file name appears after thie:" label. There is also a label
"parser:" label, whose function will be described laterviydrom the "Tools" menu,
select "Simulate..." which essentially processes rtiodel definition and loads the
relevant information into the dizzy simulation emgi This should create a "Dizzy:

simulator” dialog box, that looks like this:

WETY: & lamd
madel name: |michaelis]
e sy ol
Simalators: 16 ALOE E
comrnikee ﬂn‘_nKE_uw' v E5
Q- RES-Tised number of reswlls pos 100 1]
pr— ODERD |ava- doprss - adapiie N
| ODERD Java- Imsesed<) 3 - sEiFf
albson - Bnack
gillespie-diren step size Fractbenals 0 0010
Laubeap- comples
taubeap- ¥imple ma allmwed relathve eoe |1 OE-4
miax allowed absaslute emoe O 00
sebert all
Dutpun Type -- spedify what do do witk the simelatéon resuine simulation resulis lisi:
= ging
nalilé
store
[ L% peEnaliia i

First, you will need to specify a "stop time" fdmet simulation. This is a
floating-point number that you must type into tlegttbox next to the "stop time:"
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label in the "Dizzy: simulator" dialog box. Secongu will need to select one or
more species whose populations are to be retursditna-series data resultant from
the simulation. For the purposes of demonstraselect the "G3D_G80D" species in
the list box under the "view species" label in dedog box.

TIP: You can select two species that are not adjaceoné another in the list box of
species, by holding down the "control" key, and i{@Holding down the key)
clicking on a species name with the mouse.

Finally, you will need to specify the "output typdor the simulation. For
demonstration purposes, click on the circular buttext to the "plot" label on the
dialog box. Go ahead and change the number of esnpl30 samples, by editing the

"100" appearing in the text box next to "num

view symbals:
E

samples”. This controls the number of time poif

stuchastic ensemble sie: |1

for which the result data will be graphed. At thi

point, the dialog box should look like this:

........

nnnnnnnnn

Now, let's run the simulation, by single-clicking the "start" button in the
"Dizzy: simulator" dialog box. After a moment, yshould see a plot window appear
that resembles the following image, For longer-rngrsimulations, you can use the

"cancel", "pause”, and "resume" buttons to cordralinning simulation. It is possible

Dizzy: results

to pause and resume a simulation using the [10/11/04 15:39] (michaelis] [gillespie-direct
pause” and “resume” buttons. You may * ;#"‘-"milﬂfﬁ
terminate a running simulation at any time “ nfm
using the "cancel" button. The "start" button|is 1@#_:"“#
only used to initiate a simulation. Only one z = ;"“p
simulation may be running at a time, in the E LFN:GF’MF

. o

dizzy application. s

save as PNG image file
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Appendix B:

RSA simulator

£® RSA Simulator

Simulator  Help

AN 2N | . —
Simulation Speed
Start | Stop | Pause | Configuration | Yalidate e 0 00 oo oo i
Plain Text Mezzage divided into blocks RSA parameters

Preview message as text

Freview R34 Keys as numbers

c=(m"e) mod n

Chipertext divided into blocks

Presview as Basetd string
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Configuration

Examples
Flain text: Format:  © Integer ™ String
keys
{* Simulate RSA Algorithm with random keys " Simulate RSA Algorithmn with own keys
Key size  [{g = bits. p |
Public Exponent (&) | q |
v =enerate randomly! m |
-
phi |
I
Public Exponent (e} |
I
Private Exponent (d) |
-
Ok
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£ RSA Simulator

Simulakor  Help

AN AN s J
Simulation Speed
Start | Stop | Pause | Configuration | validate imulation spee Cor
Plain T ext Mezzage divided into blocks RSA parameters
Blockd: 01001101 A
Blacki: 00000000 sl I n goooiloil1i1i1o0000111
Blockz: 01100101 Fublic Exponent gooooo0o0o010101101
Block3: 00000000 Private Exponent 0011110101 111001
Blockd: 01110011 b
BlockS: 00000000
Blocks: 01110011
Block?: 00000000
Blocks: 01100001
Rlarka:  NNNANNNN b
Presview message as bext Preview RSA Keys as numbers

c=(m"e) mod n

Chipertext divided into blocks

Preview as Basedd string

£® RSA Simulator

Simulator  Help

b g EE " Simulation Speed J
Start | Stop | Pause | Configuration | Yalidate Vo
Plain T ext Message divided into blocks RSA parameters

Blocki1: 00000000 ~| [y

Blockiz: 01100101 = n - goooiloiilioo0o0111

Elockiz: 00000000 Public Exponent 000000001 0101101

Block14: 00101110 PrivateExponent 0011110101111001

EBlock1S: 00000000

Blockl6: 00101110

Block17: 00000000

Block1g: 00101110

Block12: 00000000 ]

b
Preview message as bexk Preview R0 Keys as numbers

c=(m"e) modn

Information |X|

Simulation complete!

Chipertext divided into blocks

EBlock1l: 0000000000000000
Blocki2: 0001100001101001
Block13:  0000000000000000
Block14: 0000100100110010
Block1S:  0000000000000000
Blockld: 0000100100110010
Elock17:  0000000000000000
EBlock1s: 0000100100110010
Blocki3:  0000000000000000

<

Preview as Gaset4 string
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£® RSA Simulator

Simulator  Help

2N AN | _ |

Simulation Speed

Start | Stop | Pause | Configuration | Yalidate LSSl Vo
Plain T ext Message divided into blocks RSA parameters

Block11: 00000000 ~

»

Blockiz: 01100101 L n ooooilo0oi1110000111

Elockiz: 00000000 Public Exponent goooo0o00d010101101

Block14: 00101110 PrivateExponent 0011110101111001

Elock1S: 00000000

Blockl6: 00101110

Block17: 00000000 =

Blockld: 00101110

Block19: 00000000 :

Previgw message as texk

c={m"e) modn

Chipertext divided into blocks

EBlock1l: 0000000000000000
Block12: 0001100001101001
Block13:  0000000000000000
Blocki4:  0000100100110010
Block1S:  0000000000000000
Blockl6: 0000100100110010
Block17:  0000000000000000
Elock1g: 0000100100110010
Elock19: 0000000000000000

Preview BSA Keys as numbers

&% PreviewRSAParameters

(=]

P
2 |ist

Phi |34200
N |a4s71 i
E 172
D |a107 i

Preview as Basetd string
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