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Abstract

The problem of cyber-attacks on information systems and networks, for various illegal
purposes, has become a major threat to society and individuals. Computer hackers are using all
possible means to get access to private data, or to destroy such data. It has become necessary to
improve computer security through more advanced access control mechanisms. Recently the use
of biometrics has been employed to strengthen access control through user authentication that is

based on users’ measureable features.

The work in this thesis examines the keystroke dynamics approach, as a biometric
authentication scheme that does not require extra hardware. The study is focused on enhancing
an anomaly detector that is based on a statistical model of classifying the typing rhythm of a

person who is trying to access a computer system, whether it is a genuine user or an imposter.

An anomaly detector model is proposed, which uses the median for each typing feature
element of as the point of center to measure acceptance against, and a Distance-to-Median
threshold value which gives the upper and lower limits for an acceptable feature element. The
proposed model is evaluated using a public benchmark dataset of 20,400 records of password
typing time measurement, collected by the Biometrics Lab of Carnagei Melon University. The
proposed model achieves lowest error rates of False Acceptance and False Rejection, compared

to previous results of using other models on the same dataset.



XV

A prototype keystroke dynamics authentication tool is developed, based on the proposed
model. The tool has two parts: training, to collect typing data of a user and from that data
generates a user identity template, and testing module, to be used as an authentication tool that
uses the data collected during training. A discussion of the results of analyzing the benchmark
data, and the data collected using the proposed models are discussed, and conclusions and

suggestion for future work are presented.

Keywords: keystroke dynamics, anomaly detector, user authentication, and error rate.
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CHAPTER ONE

Introduction



1.1 Introduction

In computerized systems, a user is required to provide username and password in order to
be allowed to access resources that restricted to authorized users, such as a database, a website or
an information system. To withdraw money from an Automated Teller Machine (ATM), the user
needs a bankcard and a Personal Identification Number (PIN) code. At some airports fingerprints
or iris scans are already used to authenticate people. In general, most secure systems need to

verify that the person using the system is indeed the one he or she claims to be.

All authentication methods such as password, token, biometric features, and so on have
their own advantages and disadvantages, and the environment determines which authentication
method is better suited. Any authentication mechanism can be static during the entry process to
the system or dynamic. Dynamic mechanisms are better than static because all static
authentication methods well known to the intruder, hackers or anyone need to threat the system.
To authenticate the user during the moment that the authentication mechanism is executed: any
change of user after that will be unnoticeable. Such authentication systems are referred as static

authentication (Liu et al., 2009).

The Key Stroke Dynamics (KSD) is a method of authenticating a user based on his typing
rhythm. It is based on timing of keystrokes, the time to press a key, and the travel time between
successive keys. This method has its roots in the nineteenth century, when telegraph operators on
navy ships used to be able to identify their counterparts by observing their typing speed and

rhythm (Swets et al., 1982).

In this thesis, the author interested in the typing rhythm profile of a person; obtained
through KSD. These features have the advantage that it doesn’t require a special hardware,

scanners or camera.



1.2 Authentication Definition:

It means to give verity, to impart to the instrument its validity and operative effect. Until it
has been signed, sealed, and delivered, it is totally invalid, and all of these several acts must

concur.

"Authenticate” mean to render authentic, to give authority to or proof, attestation or formality

required by law as sufficient to entitle to credit.

Authentication serves three primary purposes. The first is correctly to identify those users
who are authorized to access a resource such as a web page or database and to deny access to
those who are not correctly identified. The second is to reassure the user that the resource is
protected from access by unauthorized users. The third purpose is subtle, but its loss can result in
a systematic loss of security when users attempt to ease the burden that typical authentication
methods place on them by reusing passwords, writing them down, or using simple, easy to break

passwords. It is the insufficient level of security provided by passwords (Al-Jarrah, 2012).

1.3 Biometrics Based Authentication:

Authentication is the features of an individual that can be used to authenticate his identity.

These features can be grouped into three categories:

» Something you know such as a password, PIN and pattern.

» Something you have such as an ATM card.

» Something you are, a biometric feature on the person, physiological such as iris or

fingerprint, or behavioral such as gait or typing rhythm.



The behavioral biometrics is focused on the ability to identify individuals uniquely and to
associate personal attributes with an individual has been crucial to the fabric of human society.

The set of attributes associated with a person constitutes their personal identity.

1.4 Statement of the Problem

The authentication issue is considered one of the main concepts in every computerized
system for better performance in access control. There are different types to achieve it; one of
these types is monitoring the behavioral biometric features such as the typing profile of the user

for determining the user if authorized or not.

The problem in this thesis is how to enhance the KSD authentication scheme through
empirical data collection and analysis of keystroke experimental data then analyzing the
benchmark experimental KSD data to implement the proposed model as a prototype

authentication tool.

1.5 Goal and Objective

The goal of this thesis is to enhance user authentication based on typing rhythm profile
matching. The objective is to design a model for anomaly detection in typing rhythm using a
statistical approach, and to implement the model as a prototype authentication KSD system for
checking if a user is genuine or imposter. In this thesis, uses KSD authentication mechanism for
measuring and analyzing a person’s behavioral characteristics during authentication, by verifying
and comparing his typing behavior with a stored template of his typing rhythm obtained during a

training session.



1.6 Methodology

According to the technology revolution that occurred in our world especially in the security field

that related to the computer and information technology. This field is very interesting for the

researchers because of that this thesis will focus on the behavioral biometrics for providing

suitable security to computer systems. The steps of the proposed model will include:

1-

Building a web-based prototype KSD system that collects the timing data from user
groups.

Collecting the keystroke data by using the prototype system on personal computer and
standard keyboard.

Analyzing the collected data by using statistical measures and classifiers.

Evaluating the possible enhancements to the existing classifiers that enhance the anomaly
detection performance.

Upgrading the prototypes system by adding the training data and the verification models
that including the enhanced classifiers

Reviewing the achieved results, presenting some conclusions and recommendations for

further development and future research.

1.7 Significance of Work

The rapid rise in hacking attacks with its serious consequences on individuals and businesses

has made it necessary for several layers of security. The password has proven to be an easy target

for hackers. A second authentication factor such as Google’s One-Time-Password (OTP) has

improved authentication to a certain point, but it is also venerable to be hijacked, an important

factor of authentication that cannot be hacked because it is a biometric feature. The typing



rhythm of an individual is a useful second or third layer of authentication factor that can be

measured without extra hardware.

KSD has received a significant amount of attention in authentication research circles because
it has the possibility of providing a transparent, acceptable method of authentication that can be
implemented using existing hardware. The researchers have continued to progress by performing
studies on keyboard types, examining new pattern matching algorithms, and identifying new

keystroke characteristics.

In any study of the KSD approach, the significance of the work is in enhancing
authentication performance, i.e. the accuracy of distinguishing between genuine users and
illegitimate users or imposters. To this end, the present work attempts to make a modest

contribution to the enhancement authentication accuracy using KSD.



1.8 Thesis Organization

This thesis is divided into five chapters:

Chapter One contains general concepts of this thesis that includes the authentication
schemes and methods, statement of problem, goal and objective, methodology and
significance of work.

Chapter Two contains the literature survey of the fields of biometrics and KSD, and the
related work.

Chapter Three contains the proposed KSD anomaly detection model, the feature set, error
metrics, and the KSD software that implements the KSD model.

Chapter Four presents the results and discussion of using the proposed model in
analyzing a benchmark KSD, and the results of using the KSD system.

Chapter Five contains conclusions and future work.



CHAPTER TWO

Biometrics and Authentication
with Literature Study



2.1 Introduction

The importance of protection is increased during this decade because any development
occurred in technology field includes positive or negative factors, the factors can be appeared
when the user process in any computerized system, then this process is determined if the factors

IS positive or negative depending on uses.

The negative factor is represented to provide the authentication process to different system,
the authentication process which means the operation of verifying whether the identities of user

are authentic.

There are different types of authentication process, but these types are common based on
three categories, the first one is something you know (usually a password). The next category is
something has (ATM, Smartcard) and final category is based on something that a person is

(Fingerprint, Palm print).

The important type of authentication is the third category because it is uniquely recognizing
humans based upon one or more intrinsic physical or behavioral traits, which gives a lot of
methods in high-secure applications while using natural, user-friendly and fast authentication.
Therefore we will use third category of behavioral traits for determined the user who access to

the system if authorized or not.

In this thesis, it will use the Keystroke dynamics it is a widely biometric technique that can
be easily implemented in any system without need of any external hardware. Which analyzes the
way a user types by monitoring the keyboard inputs in attempt to identify them by their habitual

typing patterns.
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It will focus on developing the KSD authentication scheme; the features are influenced by
empirical collected data from experiments. The planning in this thesis, it collect the typing data

for a group users by using a prototype system.

2.2 Keystroke Dynamic Based Authentication

User authentication is a major problem in gaining access rights for computer resources. Many
biometric properties of users such as iris, fingerprint and palm print are used to provide
additional security. Since the KSD based user authentication approaches do not require the aid of
extra special tools, keystroke analysis has been an active research topic for more than three
decades. Many keystroke analysis approaches were proposed. Some of them formulated the
keystroke dynamics-based user authentication into a binary classification problem. In these
approaches, both the imposter’s patterns and the legitimate user’s patterns were used for training.
This is unrealistic in practice since there are millions of potential imposters. It is not possible to

obtain all the prospective imposter patterns.

KSD is a biometric authentication technique that is based on the assumption that different
people type in uniquely characteristic manners. Observation of telegraph operators in the 19th
century revealed personally distinctive patterns when keying messages over telegraph lines, and
telegraph operators could recognize each other based on only their keying dynamics (Obaidat

and Sadoun, 1997).
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Conceptually closest correspondence among biometric identification systems is signature
recognition. In both signature recognition and KSD the person is identified by their writing
dynamics which are assumed to be unique to a large degree among different people. KSD is
known with a few different names: keyboard dynamics, keystroke analysis, typing biometrics

and typing rhythms (Miller, 1994).

Keystroke features can be extracted in terms of:

> Dwell Time - how long a key is pressed.

> Flight Time (FT) - how long it takes to move from one key to another.
> Difficulties of typing phrase.

> Pressure of keystroke.

» Typing rate.

» Linguistic style.

» Sound of typing.

>

Frequency of word errors.

Nevertheless, not all of the above features are favorable. For example, in order to acquire
keystroke pressure feature, dedicated pressure sensitive keyboard is essential, which contradicts
with the main advantage of KSD biometrics. Frequency of word errors, typing rate, and
difficulties of typing phrase are merely practical for text with large number of characters. Where
else, there is a high concern with the noise associates with the acquisition devices used to record

sound of typing.
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The behavioral biometric of KSD uses the manner and rhythm in which an individual types

characters on a keyboard or keypad (Araujo et al., 2005).

The keystroke rhythms of a user are measured to develop a unique biometric template of the

users typing pattern for future authentication (Panasiuk and Saeed, 2010).

Raw measurements available from almost every keyboard can be recorded to determine
Dwell time (the time a key pressed) and Flight time (the time between "key up™ and the next
"key down"). The recorded keystroke timing data is then processed through a unique neural

algorithm, which determines a primary pattern for future comparison (Chang et al., 2011).

2.3 Benefits of Biometric Based Authentication

Access to computer systems is usually controlled by user accounts with usernames and
passwords. Such scheme has little security if the information falls to wrong hands. Key cards or
biometric systems, for example fingerprints, can be used to strengthen security, but they require
quite expensive additional hardware. On the other hand KSD can be used without any additional
hardware. Also, the user acceptance of a KSD biometric system is very high, since users do not
necessarily even notice that such system is used. KSD is mostly applicable to verification, but
not for identification. Verification system has normally required user identification details and is
attempting to verify his claimed identity. Most applications of keystroke dynamics are infield of

verification.
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KSD was a user friendly biometric authentication technique and already there are KSD
Based Human Authentication Systems using Genetic Algorithm available for online applications;
web based emailing and other online services. It minimizes the impact on the user's privacy and
was very simple to integrate. The keystroke pattern recognition technique could be used
effectively as a safeguard to unauthorized access to computer resources and sensitive data

(Gunathilake et al., 2013).

KSD also is a very cheap biometric verification method because there is no need for any
additional hardware besides a normal keyboard. Using keystroke dynamics makes a username,

password-based authentication procedure significantly more secure, as shown in Figure 2-1.

Hold-Time 2
Seek-Time Latency

Key Down Key Up/\ f 4 ; ; N

| 1 [T |1

Figure 2-1 Keystroke Dynamics
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2.4 KSD Measurements

KSD include several different measurements which can be detected when the user presses
keys in the keyboard. Possible measurements include Latency between consecutive keystrokes,
duration of the keystroke i.e. hold-time, overall typing speed, frequency of errors (user need use
backspace), habit of using additional keys in the keyboard for example writing numbers with the
number-pad, in what order does the user press keys when writing capital letters must use shift
key or the letter key released first or the force used when hitting keys while typing (requires a

special keyboard).

Statistics can be either global, i.e. combined for all keys, or they can be gathered for every
key or keystroke separately. Systems do not necessarily employ all of these features. Most of the

applications measure only latencies between consecutive keystrokes or durations of keystrokes.

The dynamics of a user’s interaction with a keyboard input device yields quantitative
information with respect to dwell time (how long a key is pressed) and time-of-flight (the time
taken to enter successive keys). By collecting the dynamic aspects acquired even during the login
process, one can develop a model that captures potentially unique characteristics that can be used
for the identification of an individual. To facilitate the development of the model of how the user
enters their details, an enrollment phase is required, when the user is asked to enter his/her login
and id/password until a steady value is obtained (usually limited to 10-15 trials — but this is

implementation dependent).
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Once this data has been collected, a reference ‘signature’ is generated for this user. The
reference signature is then used to authenticate the user account on subsequent login attempts.
The user with that particular login id/password combination has their KSD extracted and then
compared with the stored reference signature. If they are within a prescribed tolerance limit — the
user is authenticated. If not - then the system can decide whether to lock up the workstation - or

take some other suitable action (Revett, 2011).

2.5 KSD Performance Measures

The authentication performance of KSD systems used to evaluate the system's ability to
classify a user as either genuine "legitimate” or imposter. KSD systems use various techniques

and algorithms from machine learning for the classification task (Al-Jarrah, 2012).

- False Rejection Rate (FRR), the percentage of genuine user attempts identified as
impostors, which is equivalent to Error Type 1 in signal processing (Swets and Pickett,
1982). An equivalent term is False-Alarm Rate.

- False Acceptance Rate (FAR), the percentage of impostor access attempts identified as
genuine users, which is Error Type 2 in signal processing. An equivalent term is Miss
Rate. In this work we are using False-Alarm Rate for FRR and Miss Rate for FAR, to
maintain consistency with the terminology used in the CMU benchmark (Killourhy and

Maxion, 2009).
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- Equal Error Rate (ERR), the crossover point in the ROC curves at which False-Alarm
and Miss Rates are equal. The Receiver Operating Characteristic (ROC) curve, a signal
detection theory tool, is a graphical plot which illustrates the authentication performance
of a binary classifier system as its discrimination threshold is varied. The curve is created
by plotting the fraction of Hit Rate vs. the fraction of False-Alarm Rate, as shown in

Figure 2-2.

errar 4 "\.‘i ZeroFER

FARE)

Figure 2-2 Concept Map on FAR & FRR

Although these metrics convey useful information about a biometric system’s
performance, they don’t capture any temporal information about the occurrence of false
rejections. For biometric modalities in which the possibility of false rejections is high (such as
behavioral biometrics, including KSD, voice, and mouse dynamics), timing information on when
the errors (such as false rejections) occur can help practitioners more thoroughly evaluate system

performance.

By leveraging information about the temporal distribution of classification errors, a
practitioner could make several critical inferences regarding system performance. For example, a

continuous sequence of false rejections could signify that the user’s template has aged and needs
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an update mechanism for tracking variations in the user’s features. For a system that already
employs a template update policy, a similar distribution of errors could indicate that template-
poisoning attacks (such as the Frog-boiling attack3) have altered the user’s template. A sudden
burst of false rejections could, on the other hand, suggest that the system has been subjected to
perpetual short-term perturbations, such as changes in the environmental conditions (a change in

the user’s keyboard, for example (Serwadda et al., 2013).

2.6 KSD Families

2.6.1 The Static Families

The user is asked to type several times the same string in order to build its model. During the
authentication phase, the user is supposed to provide the same string captured during his
enrollment. Such methodology is really appropriate to authenticate an individual by asking him
to type its own password, before login to its computer session, and verifying if its way of typing
matches the model. Changing the password implies to enroll again, because the methods are not

able to work with a different password.

In static verification, the keystrokes are analyzed only at specific times e.g., during login.
Static approaches provide more robust user verification than simple passwords but static methods
do not provide continuous security. They cannot detect substitution of the user after the initial

verification (Monrose and Rubin, 2000).
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2.6.2 The Dynamic Families

Allow to authenticate individuals independently of what they are typing on the keyboard.
Usually, they are required to provide a lot of typing data to create their model (directly by asking
them to type some long texts, or indirectly by monitoring their computer use during a certain

period).

In this solution, the user can be verified on the fly all the time he uses its computer. It can
detect a changing of user during the computer usage. This is related as continuous authentication
in the literature. When the users are able to model the behavior of a user, whatever the thing he
or she types, it can also authenticate him/her through a challenge during the normal login
process: it can ask the user to type a random phrase, or a shared secret such as a one-time

password(Giot et al, 2009).

Researchers are interested in using the KSD information, which is normally discarded, to
verify or even try to determine the identity of the person who is producing those keystrokes. This
is often possible because some characteristics of keystroke production are as individual as
Handwriting or a Signature. The techniques used to do this vary widely in power and

sophistication, and range from statistical techniques to artificial neural networks.

In the simplest case can be used to rule out a possible user. For example, if the user knows
that John types at 20 Words per minute, and the person at the keyboard is going at 70 words per
minute, it's a pretty safe bet that it's not John. That would be a test based simply on raw speed
uncorrected for errors. It's only a one-way test, as it's always possible for people to go slower
than normal, but it's unusual or impossible for them to go twice their normal speed. Or, it may be

that the mystery user at the keyboard and John both type at 50 words per minute; but John never
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really learned the numbers, and always has to slow down an extra half-second whenever a
number has to be entered. If the mystery user doesn't slow down for numbers, then, again, it's a

safe bet this isn't John.

The time to get and to depress a key (seek-time), and the time the key is held-down (hold-
time) may be very characteristic for a person, regardless of how fast they are going overall. Most
people have specific letters that take them longer to find or get to than their average seek-time
over all letters, but which letters those are may vary dramatically but consistently for different
people. Right-handed people may be statistically faster in getting to keys they hit with their right
hand fingers than they are with their left hand fingers. Index fingers may be characteristically
faster than other finger to a degree that is consistent for a person day-to-day regardless of their

overall speed that day.

In addition, sequences of letters may have characteristic properties for a person. In English,
the word "the" is very common, and those three letters may be known as a rapid-fire sequence
and not as just three meaningless letters hit in that order. Common endings, such as "ing", may
be entered far faster than, say, the same letters in reverse order ("gni") to a degree that varies
consistently by person. This consistency may hold and may reveal the person's native language's
common sequences even when they are writing entirely in a different language, just as revealing

as an accent might in spoken English.

Common “errors™ may also be quite characteristic of a person, and there is an entire
taxonomy of errors, such as this person's most common "substitutions”, "reversals", "drop-outs”,
"double-strikes"”, "adjacent letter hits", "homonyms", hold-length-errors (for a shift key held

down too short or too long a time). Even without knowing what language a person is working in,
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by looking at the rest of the text and what letters the person goes back and replaces these errors
might be detected. Again, the patterns of errors might be sufficiently different to distinguish two

people.

Recently, several researchers have worked on developing models and systems for use of
KSD for authentication, both static and dynamic. (Giot et al., 2009), it provides a recent review
in order to compare the performance of various model source researchers have published

benchmark data using pressure sensitive keyboards (Allen pressure).

2.7 Review of Previous Classifiers in KSD

Many models and algorithms for classifier in KSD systems, a review of those can be found in
the work of Killourhy and Maxionat Carnegie Mellon University (CMU) (Killourhy, 2012), has

provided a comprehensive benchmark dataset for keystroke dynamics research.

The historical favorite has been pattern classifiers, which are a form of statistical classifier.
Commonly used statistical classifiers found in the literature to date include Mahalanobis

distance, Hamming distance, Euclidean distance, etc.

More recently, studies have begun to use neural networks as a pattern classification method.
Common neural network approaches include Feed Forward Multilayered Perceptron Networks
(with and without back propagation), Radial Base Function Networks and Generalized

Regression Networks.

The experimental results and related analyses have aimed to serve as an independent
comparison reference data for the evaluation of classifiers and anomaly detection algorithms.

The benchmark dataset contains 20,400 timing records where each record consists of 31 timing



21

measures obtained during the typing of the same password. A strong 10-character password
(.abu5gathum) was used in the entire benchmark. The data reflects typing records of 51 subjects,
of different backgrounds, each subject typed 400 repetitions of the password over 8 sessions of
50 repetitions each (spread over different days).The benchmark data is used in for the
comparative study of the detection performance of 14 published algorithms, references (mention

as below) (Killourhy and Maxion, 2009).

The work involved implementing the 15 algorithms and conducting performance
measurement based on the benchmark dataset, as discussed in subsection below with the table

that declared the comparison between the 15 algorithms(Killourhy, 2012), as shown in table 2-1.

2.7.1 Euclidean

In this models each password as a point in p-dimensional space, where p is the number of
features in the timing vectors. The mean vector of the set of timing vectors is calculated. In the
test phase, the anomaly score is calculated as the squared Euclidean distance between the test

vector and the mean vector.

In this method, the template is simply the list of enrolled samples. This distance is computed
between the test vector and each of the enrolled samples. The score is then the minimum

computed distance.

Choosing p-norm distance is due to its low computational complexity and relatively good
performance. It is desirable that a keystroke authentication system can response user input in
real-time. So the distance measure should not be too expensive to compute. In p-norm distance,
if the value of p is 1 then it is Manhattan distance, called as 1-norm distance as well. If p equals 2

then it is Euclidean distance, or 2-norm distance.
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So a processed user pattern contains only four values, Manhattan distance for elapse time,
Manhattan distance for duration, Euclidean distance for elapse time and Euclidean distance for

duration. In the context of learning, a pattern can be viewed as a vector of four dimensions.

In 1997 Monrose and Rubin use the Euclidean Distance and probabilistic calculations based
on the assumption that the latency times for one-digraph exhibits a Normal Distribution

(Monrose and Rubin, 1997).

In 2000, they also presented an algorithm for identification, and in 2001 they presented an
algorithm that uses polynomials and vector spaces to generate complex passwords from a simple
one, using the keystroke pattern (Monrose and Rubin, 2000). Euclidean distance has been the
default distance metric for its simplicity and geometrical intuitiveness. However, it has two

major limitations:

1. Itis very sensitive to scale variations in the feature variables.

2. It has no means to deal with the correlation between feature variables.

2.7.2 Euclidean (Normed)

This detector was described by (Bleha et al. 1990) who called it the “normalized minimum
distance classifier.” In the training phase, the mean vector is calculated as in the standard

Euclidean detector.

2.7.3 Manhattan

This resembles the Euclidean detector except that the distance measure is Manhattan (or city-
block) distance. In the training phase, the mean vector of the timing vectors is calculated. In the

test phase, the anomaly score is calculated as the Manhattan distance between the mean vector
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and the test vector. Manhattan distance is used to find the distance between referring keystroke

feature vector and the feature vector to be classified.

The Manhattan distance has the advantages of simplicity in computation and easy
decomposition into contributions made by each variable. Most importantly, it is more robust to
the influence of outliers compared to higher order distance metrics including Euclidean distance
and Mahalanobis distance. As a result, Manhattan distance is more robust than Mahalanobis
distance in the presence of outliers. The Manhattan distance also has a statistical interpretation as
the Mahalanobis distance. It is in fact related to the log likelihood of the multivariate Laplace

distribution with an identity covariance matrix (Zhao, 2006).

2.7.4 Manhattan (Filtered)
This detector was described by (Joyce and Gupta, 1990). It is similar to the Manhattan

detector except outliers are filtered from the training data. In the training phase, the mean vector

of the timing vectors is calculated, and the standard deviation for each feature is calculated also.

2.7.5 Manhattan (Scaled)

This detector was described by (Araujo et al., 2004) in the training phase, the mean vector of
the timing vectors is calculated, and the mean absolute deviation of each feature is calculated as

well.
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2.7.6 Mahalanobis

This resembles the Euclidean and Manhattan detectors but the distance measure is more
complex. Mahalanobis distance can be viewed as an extension of Euclidean distance to account

for correlations between features.

Mahalanobis distance, on the other hand, takes into account the covariance of data variables
to correct for the heterogeneity and non-isotropy observed in most real data. It not only weights
the distance calculation according to the statistical variation of each feature component, but also
decouples the interactions between features based on their covariance matrix to provide a useful
distance metric for feature comparisons in pattern analysis. In statistical literature, the
Mahalanobis distance is related to the log likelihood under the assumption that data follow
multivariate Gaussian distribution which is a reasonable approximation for most practical data

(Balagani et al., 2011).

2.7.7 Mahalanobis (Normed)
This detector was described by (Bleha et al. 1990) who called it the “normalized Bayes

classifier.” In the training phase, the mean vector and covariance matrix of the training vectors

are calculated.

2.7.8 Nearest-Neighbor (Mahalanobis)
This detector was described by (Cho et al., 2000). In the training phase, the detector saves the

list of training vectors, and calculates the covariance matrix.
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When using the Nearest Neighbor classifier with the new distance metric defined in to either
ascertain a keystroke dynamics feature as originating from the genuine user when the distance to
its nearest neighbor in the training data is below a threshold value, or reject it as an imposter,
otherwise. The covariance matrix is computed using all the training keystroke feature vectors

from the intended user (Hu et al., 2008).

2.7.9 Neural-Network (Standard)

This detector was described by (Haider et al., 2000). It incorporates a feed-forward neural-

network trained with the back-propagation algorithm.

More recently, studies have begun to use neural networks as a pattern classification method.
Common neural network approaches include Feed Forward Multilayered Perceptron Networks

(with and without back propagation) (Karatzouni and Clarke, 2007).

Radial Base Function Networks and Generalized Regression Networks have been noted by
Clarke et al. that neural networks are a superior pattern classification method, but that mobile
devices lack the computing power necessary to employ a neural network in situations where the

processing is done on the device itself.

2.7.10 Neural-Network (Auto-Assoc.)

This detector was described by (Cho et al., 2000) who called it an “auto-associative,

multilayer perceptron.” It also incorporates a feed-forward neural-network trained with the back-
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propagation algorithm, but unlike a typical neural network, the structure of the network is

designed for use in an anomaly detector.

The auto-associative neural network was trained in advance not only with the owner's timing
vectors but also with those of imposters. In real life situations, this is unacceptable because the
owner's password has to be revealed to users at large. A longer password will simply require a

neural network with more input and output units (Cho et al., 2000).

2.7.11 Fuzzy-Logic

This detector was described by (Haider et al., 2000). It incorporates a fuzzy-logic inference
procedure. The key idea is that ranges of typing times are assigned to fuzzy sets (e.g., the times

in the range of 210-290 milliseconds are part of a set named “very fast”).

Fuzzy clustering is a class of algorithm for Cluster analysis in which the allocation of data
points to clusters is not "hard" (all-or-nothing) but "fuzzy" in the same sense as Fuzzy logic

(Zhong et al., 2012).

2.7.12 Outlier-Counting (Z-Score)

This detector was described by (Haider et al., 2000) who called it the “statistical technique.”
In the training phase, the detector calculates the mean and standard deviation of each timing
feature. In the test phase, the detector computes the absolute z-score of each feature of the test

vector.

2.7.13 SVM (One-Class)

This detector was described by (Yu and Cho, 2003). It incorporates an algorithm called a
Support-Vector Machine (SVM) that projects two classes of data into a high dimensional space

and finds a linear separator between the two classes.
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The KSD based authentication as a one-class classification problem which learns a model for
a user, rejects anomalies to the learned model as imposters, and accept inliers as the genuine
user. Although the use of negative examples in training could significantly improve the accuracy
of the classifier, it is unrealistic to assume prior knowledge about the keystroke features from

imposters, let alone the availability of their training data (Giot et al., 2009).

2.7.14 K-Means

This detector was described by (Kang et al., 2007). It uses the k-means clustering algorithm
to identify clusters in the training vectors, and then calculates whether the test vector is close to

any of the clusters.

K-Means clustering aims to partition n observations into k clusters in which each observation
belongs to the cluster with the nearest mean, serving as a prototype of the cluster. This results in

a partitioning of the data space into VVoronoi cell (Zha et al., 2001).

2.7.15 Medians Vector Proximity

This model presented a classifier anomaly detector to compute a score for the typing of a
password to determine authenticity. A measure of proximity is used in the comparison between

feature set medians vector and feature set testing vector (Al-Jarrah, 2012).

The performance score for each algorithm is calculated, and the algorithms are compared in
terms of performance score. The detection performance is calculated from two error rate
measures: False-Alarm Rate, which represents the ratio of rejects of a genuine user, and the Miss

Rate, which represents the false acceptance of an impostor (other authors use FRR for False-
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Alarm Rate and FAR for Miss Rate). The CMU benchmark is chosen as the evaluation dataset in
this paper for several reasons (i) it has already been used in comparative studies of the detection
performance of several algorithms, (ii) it uses a strong password, and (iii) the measurement
includes all typed keys, including the return key. Other studies have included pressure and force
of a key-press in the determination of typing profile, which requires the use of special pressure-
sensitive keyboards. This is outside the scope of our work. An important and independent
reference for the evaluation of anomaly detection performance is the European Standard for
Access Control Systems (EN-5013301) (CENELEC. European Standard, 2002). Alarm systems,
access control systems for use in security applications], which specifies a False-Alarm Rate of
less than 1.0% (i.e. one rejection per one hundred entries by a genuine user), and less than
0.001% for Miss Rate (i.e. one acceptance of an impostor in 100,000 entries). This implies that
the standard considers a false acceptance of an impostor to be 1000 times more serious than

rejecting a genuine user.
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Table 2-1 Comparison of Keystroke Dynamics Classifiers / Anomaly
Detectors(Killourhy, 2012)

Smo  ALGORITHM EER EER Std.
Avg. Dev.
1 Medians Vector Proximity 0.080 0.060
2 Manbhattan (scaled) 0.096 0.069
3 Nearest Neighbor (Mahalanobis) 0.100 0.064
4 Outlier Count (z-score) 0.102 0.077
5 SVM (one-class) 0.102 0.065
6 Mabhalanobis 0.110 0.065
7 Mabhalanobis (normed) 0.110 0.065
8 Manhattan (filter) 0.136 0.083
Manhattan 0.153 0.092
10 Neural Network (auto-assoc) 0.161 0.080
11 Euclidean 0.171 0.095
12 Euclidean (normed) 0.215 0.119
13 Fuzzy Logic 0.221 0.105
14 K Means 0.372 0.139
15 Neural Network (standard) 0.828 0.148

2.8Related Study

> (Hu etal., 2008).

Keystroke dynamics exhibit people’s behavioral features which are similar to hand
signatures. A major problem hindering the large scale deployment of this technology is its high
FAR and FRR and the identification based authentication suffers a severe scalability issue as it
needs to verify the input with every training sample of every user within the whole database. In
this paper, a k-nearest neighbor approach has been proposed to classify users’ keystroke

dynamics profiles and the proposed Clustering Keystroke Authentication Algorithm (CKAA) has
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solved the scalability problem suffered by the researcher method while can achieve the same

good performance in terms of FAR and FRR.

The result in this paper can further help to advance this technology towards practical
applications and the experiments have been conducted which has validated the proposed scheme,
keystroke dynamic authentication has its unique advantages such as inexpensive and universal
available. These experiments have demonstrated the same level of FAR and FRR while as high

as 66.7% improvement of the authentication speed has been achieved.

> (Rybnik et al., 2009).

This paper focused on authentication methods based on most biometrics techniques require
dedicated hardware that is unhandy for remote applications. The keystroke dynamics requires
only limited dedicated software and does not require any dedicated hardware. The approach they
proposed is aimed at efficient user authentication with keystroke dynamics using short fixed text
that may for example occur simultaneously to logging process. They have tested the suggested
approach on a large group of individuals, with data gathered over Internet.

With analysis of two keystrokes features and with the use of relatively simple classification
techniques the keystroke dynamics proved to be promising and effective biometrics for
identification and authentication of individuals. It is necessary to stress that with use of constant
text it is possible to effectively distinguish a vast majority of users with a relatively short
keystrokes sequence (beginning from 9 keystrokes). It is necessary to stress the advantages:
possibility to use a booming Internet as a natural transmission medium for the biometrics and the
lack of need for dedicated acquisition devices. The obtained results are promising and encourage
further development in this area and clearly showed the potential of keystroke biometrics for the

identification and authentication of individuals over the Internet.
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» (Giot et al., 2009).

This paper declared the authentication issue which means challenging issue in order to
guarantee the security of use of collaborative systems during the access control step. Many
solutions exist in the state of the art such as the use of one time passwords or smart-cards, this
paper focused on biometric based solutions that do not necessitate any additional sensor.

The authors studied the ability of keystroke dynamics authentication systems which an
interesting solution as it uses only the keyboard and is invisible for users to their application to
collaborative systems (collaborative systems need to authenticate there users), and they can see
through this study that, even with quite simple methods from the state of the art, the obtained
results are almost correct with less than 5% of error but need yet to be improved. One-class
support vector machines with only five vectors per users for the training seem to give better
results.

In the tested systems, only well typed passwords are taken into account. This is a real
problem, because with static password based authentication methods, the genuine user can
correct himself his typing errors and being correctly authenticated. On the contrary, with the
keystroke dynamic implementation, the system will force the user to type again the password in
order to have a correct sized vector. The system and algorithms have to be modified to allow the
use of backspace key to correct the password (because errors can be characteristic of the user).
There is a lack of data in the analysis of the subjective evaluation. It gives better results to
compute the robustness of all the algorithms. This could also give more information on the way

of how to interpret this kind of curves.
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» (Pedernera et al., 2010).

This paper discussed the keystroke dynamics is a set of computer techniques that has been
used successfully for many years for authentication mechanisms and masqueraders detection.
Classification algorithms have reportedly performed well, but there is room for improvement.
This paper focused to classify intruders by analyzing their keystroke patterns and it is presented a
novel approach to intruder classification using real intrusion datasets and focusing on intruder’s
behavior. They computed six distance measures between sessions to cluster them using both
modified K-means and Subtractive Clustering algorithms. The distance measures used features
that came from the relation between intruder’s sessions, instead of using features from each user
only.

The results showed an improvement of 70% compared to the former method that used
features from single sessions. The ongoing work includes the acquisition of labeled data, leaving
out some limitations of real captures also testing the adapted methods with a complete set of

performance evaluation functions.

» (Harun et al., 2010).

This paper showed that keystroke is a special behavioral biometric that can be used as
features for an additional and transparent layer of user authentication. This paper addressed the
issue of enhancing such systems using keystroke biometrics as a translucent level of user
authentication. The paper focused on using the time interval (key down-down) between
keystrokes as a feature of individuals’ typing patterns to recognize authentic users and reject
imposters. A Multilayer Perceptron (MLP) neural network with a Back Propagation (BP)

learning algorithm is used to train and validate the features. The results are compared with a
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Radial Basis Function (RBF) neural network and several distance classifier method used based
on Equal Error Rate (EER).

The simulation results revealed that MLP with BP network is more suitable to discriminate
and classify a nonlinear keystroke database as low as 2% in EER. It also showed that MLP with
the BP algorithm showed greater promising result for improving EER in order to verify the
authorized user as compared to RBF network. Even though the result for the free text (Database)
is high (23%) compared with others databases, however, it is still proved that MLP/BP
outperforms the RBF. Moreover this work proved that MLP gives better accuracy and
improvement in classifying nonlinear data compared to linear classifier. It can be concluded that
distance classifiers is not good enough to classify groups of keystroke biometrics. This paper
achieved 5% to 19% EER values for non-equalization data but with equalized data EER much
better 4% to 10%. However these classifiers not suitable to classify or authenticate time intervals

of typing biometrics because the distance of every feature is very close each other.

» (Karnan and Akila, 2010).

This paper declared the passwords technique have been the usual method for controlling
access to computer systems but this approach has many inherent flaws. Keystroke dynamics are
rich with individual mannerisms and traits and they can be used to extract features that can be
used to identify computer user. The features are extracted from 27 users with 100 samples of
each in a week period. Using the samples, the mean, standard deviation and median is calculated
for duration, latency, digraph and their combinations. Particle Swarm Optimization (PSO),
Genetic Algorithm (GA) and the proposed Ant Colony Optimization (ACO) are used for feature

subset selection. Back Propagation Neural Network (BPNN) is used for classification. ACO
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gives better performance than PSO and GA with regard to feature reduction rate and
classification accuracy. Using digraph as the feature for feature subset selection is novel and
show good classification performance.

The results for this paper found that using the values of digraph and back-propagation neural
network algorithms has shown excellent verification accuracy. The average classification error is
reduced when the number of sample is increased. The average classification error of PSO is
0.063% and GA is 0.078%. The average accuracy of PSO is 88.9% and GA is 86.6%. ACO gives
best classification accuracy and average error rate. The average classification error of ACO is

0.059% and the accuracy is 92.8%.

» (Crawford, 2010).

This paper declared the studies have progressed from examining typing patterns on desktop
keyboards using statistical pattern classifiers to mobile keyboards using neural networks as a
pattern classifier. The studies do not have a unifying method of comparing results, which limits
comparison between the methods presented. Without the ability to compare studies within
research areas, future study is limited in its ability to provide important modifications to the work
in question.

This paper reviews a representative subset of the current research in keystroke dynamics,
which has received a significant amount of attention in authentication research circles because it
has the possibility of providing a transparent, acceptable method of authentication that can be
implemented using existing hardware.

Also this paper explains the researchers have adopted commonly used comparison methods

such as FAR, FRR, and EER to quantitatively show improvements in keystroke dynamics
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methodology. From these studies, the authors have learned that it is unlikely that keystroke
dynamics alone will be robust enough to uniquely identify users, but it shows great promise as a

part of a larger multimodal biometric authentication method.

» (Teh et al., 2010).

This paper describes a novel technique to strengthen password authentication system by
incorporating multiple keystrokes dynamic information under a fusion framework, using
keystroke dynamics as an additional biometric security entity is reliable, fast, non-invasive and
cost effective. This additional security mechanism is invisible to users as they only need to type
on a keyboard as usual, instead of providing their physical biometric data (i.e. fingerprint, iris
image), where some users may feel uncomfortable. The security mechanism will be responsible
to capture and process the users’ typing timing patterns without their knowledge. Ease of
incorporation into the existing password based authentication system and no additional device
requirement increase the potential of keystroke dynamics to be deployed in real world
applications, such as online banking and password based security system.

They capitalized four types of latency as keystroke feature and two methods to calculate the
similarity scores between the two given latency. A two layer fusion approach is proposed to
enhance the overall performance of the system to achieve near 1.401% EER. They also
introduced two additional modules to increase the flexibility of the proposed system. These
modules aim to accommodate exceptional cases, for instance, when a legitimate user is unable to

provide his or her normal typing pattern due to reasons such as hand injury.
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» (Sahoo and Deb 2010).

The aim of this paper is to develop a security system for mobile devices that eliminates the
vulnerability of PIN (4-digit) security and it is less resource and memory consuming than the
biometrics methods (often an extra device is required in biometrics). The authors will be
handling in the project work is the vulnerability of PIN security in mobile devices and providing
an extra layer of security through KSD based authentication system. Also the problem of
authentication error rates while using natural user keystroke pattern will be worked upon. And a
better mechanism which uses an artificial keystroke rhythm with cues will be worked upon.

Here the project is made using only a limited group of users. There could be a problem in
fixing an accurate threshold value, there for the FAR or FRR may vary inconsistently.

Security is a matter of concern for mobile devices. But a security method that is applicable to the
general mobile users, users of diverse groups should be developed keeping in mind the limited

configuration, resources and memory that can be used in mobile devices.

» (Karnan et al., 2011).

This paper is to summarize the well-known approaches used in keystroke dynamics, the
concept of keystroke dynamics is not limited to the traditional keyboard but any interface in
which keys must be pressed can benefit from similar techniques. Keystroke biometrics has also
shown great potential as the features can be collected without the need for special hardware.

The authors attempted to provide a comprehensive survey of research on keystroke dynamics
described in the last two decades. When appropriate, the relative performance of methods is

reported. But, in so doing, it is cognizant that there is a lack of uniformity in how methods are
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evaluated and, so, it is imprudent to explicitly declare which methods indeed have the lowest
error rates.

The techniques were categorized based on the features, feature extraction methods and
classification methods employed and the performance has been discussed. The research is
needed to reduce both False Alarm Rates (FAR) and Imposter Pass Rates (IPR) to levels which
will be acceptable to the user.

Keystroke biometrics has an advantage over most of other biometric authentication schemes,
namely, user acceptance. Since users are already accustomed to authenticating themselves
through usernames and passwords, most proposed keystroke biometric methods are completely
transparent. There are numerous applications which can benefit from its success, and additional
studies will further validate its use as an identity verifier. This is especially relevant to the

popularity of keyboards as a primary input device in data processing systems.

> (Giot et al., 2011).

This paper proposed a new method based on the SVM learning satisfying industrial
conditions in other words few samples per user are needed during the enrollment phase to create
its template. In this method, users are authenticated through the keystroke dynamics of a shared
secret (chosen by the system administrator). They used the GREYC keystroke database that is
composed of a large number of users (100) for validation purposes.

Experimental results in this paper the computation time to build the template can be longer
with the method (54 s against 3 s for most of the others), its performance outperforms the other

methods in an industrial context (Equal Error Rate of 15.28% against 16.79% and 17.02% for the
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two best methods of the state-of-the-art, on the dataset and five samples to create the template,
with a better computation time than the second best method).

The benefit of supervised template update mechanisms of the biometric reference was also
demonstrated. Several factors have to be tested in the keystroke dynamics domain. This often
implies creating a new database especially designed for the corresponding tests (i.e., dependency
on the keyboard, computer operating systems, knowledge of the password, size of the password,
content of the password). These databases can be created by merging different databases from
different researchers or by creating new ones with the help of GREY C-Keystroke software.

> (Tehetal., 2012).

In this paper the authors studied the performance and effect of diverse keystroke feature
combinations on keystroke dynamics authentication system by using fusion approach. First of
all, analyzed the influence of four keystroke features and by using fusion approaches to enhance
the efficiency of a keystroke dynamic recognition system, later then transformed into similarity
scores by using Gaussian Probability Density function (GPD) and Direction Similarity Measure
(DSM). Next, three fusion approaches are introduced to merge the scores pairing with different
combinations of fusion rules.

The result of this paper shows that the finest performance is obtained by the combination of
both dwell time and flight time collectively. Dwell time (D1): which means the time interval
between a key pressed until the key is released), flight time (D2): which means the time interval
between a key press and the next key press) and Flight Time (D3): which means the time interval
between a key release and the next key press. Negative value may occur if the next key is
pressed before the previous key release. Finally, this experiment also investigates the effect of

using larger dataset on recognition performance, which turns out to be rather consistent.
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D1 offers the best performance among all four keystroke features if used independently,
while the combination of D1 and D3 produces the optimal result in fusion mode. Hence, it is
now clear why these two types of keystroke features are preferred by most of research works in
keystroke dynamics domain.

» (Chang et al., 2012).

This paper discussed the authentication via mobile device; there are many authentication
methods for the users. Most users used PIN-based authentication, since they do not employ a
standard QWERTY keyboard for conveniently entering text-based passwords. However, PINs
provide a small password space size, which is vulnerable to attacks. Many studies have
employed the Keystroke Dynamic-based Authentication (KDA) system, which is based on
keystroke time features to enhance the security of PIN-based authentication. Unfortunately,
unlike the text-based password KDA systems in QWERTY keyboards, different keypad sizes or
layouts of mobile devices affect the PIN-based KDA system utility.

This paper proposed a graphical-based password KDA system for touch screen handheld
mobile devices. A user enters his or her graphical password through an identical human-
computer interface and therefore the user’s keystroke features will not be affected if the user uses
different devices which is easy to use in touch screen handheld mobile devices, and applies it in
the proposed system.

The experiment results show: (1) EER is 12.2% in the graphical-based password KDA
proposed system. Compared with related schemes in mobile devices, this effectively promotes
KDA system utility; (2) EER is reduced to 6.9% when the pressure feature is used in the
proposed system. The accuracy of authenticating keystroke time and pressure features is not

affected by inconsistent keypads since the graphical passwords are entered via an identical size
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(50 mm x60 mm) human-computer interface for satisfying the lowest touch screen size and a
GUI of this size is displayed on all mobile devices.

» (Wang et al., 2012).

This paper explains the user authentication via keystroke dynamics remains a challenging
problem due to the fact that keystroke dynamics pattern cannot be maintained stable over time,
and it is describes a novel keystroke dynamics-based user authentication approach. The proposed

approach consists of two stages, a training stage and an authentication stage.

In the training stage, a set of orthogonal bases and a common feature vector are periodically
generated from keystroke features of a legitimate user’s several recent successful authentications.
In the authentication stage, the current keystroke feature vector is projected onto the set of

orthogonal bases, and the distortion of the feature vector between its projections is obtained.

User authentication is implemented by comparing the slope correlation degree of the
distortion between the common feature vector with a threshold determined periodically using the
recent impostor patterns. The model in this paper can be applied to any way where password
based access controls take place, for instance, it can be embedded into a Window NT or Window
2000 log-in module. Any users accessing the computer are prompted to type their password. If
their typing passwords are correct, their current keystroke patterns are analyzed by the model to

provide additional security.

Theoretical and experimental results in this paper show that the proposed method presents
high tolerance to instability of user keystroke patterns and yields better performance in terms of

FAR and FRR compared with some recent methods.

» (Singh and Thakur, 2012).
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This paper explained multiple numbers of security systems are available to protect user
computer or resources. among them, password based systems are the most commonly used
system due to its simplicity, applicability and cost effectiveness But these types of systems have
higher sensitivity to cyber-attack. Most of the advanced methods for authentication based on
password security encrypt the contents of password before storing or transmitting in the physical
domain. But all conventional encryption methods are having its own limitations, generally either
in terms of complexity or in terms of efficiency.

This paper presented a new method based on user behavior which will attempt to identify

authenticity of any user failing to login in first few attempts by analyzing the basic user
behaviors/activities and finally training them through neural network is simple in designing
which provides high level of security & at the same time is also cost effective because it does not
need any extra hardware.
Keyboard Dynamics, being one of the cheapest forms of biometric, has great scope. It is easy to
implement on the password based system or systems. This system also discriminate the users on
the basis of their typing behavior as a genuine user and non-genuine user. This method have the
number of application numerous irrespective of their nature. With this method two ways security
is used which provides more security to password based systems and gives new direction of
development to password based security system.

> (Calot et al., 2013).

This paper declared the keystroke dynamics is a biometric technique to identify users based on
analyzing habitual rhythm patterns in the way they type. In order to implement this technique
different algorithms to differentiate an impostor from an authorized user were suggested. One of

the most precise methods is the Mahalanobis distance which requires calculating the covariance
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matrix with all that this implies: time processing and track each individual keystroke event. The
hypothesis of this paper was to find an algorithm as good as Mahalanobis which does not require
track every single keystroke event and improve, where possible, the processing time. To make an
experimental comparison between Mahalanobis distance and euclidean normalized, a distance

which only requires calculate the variance, an already studied dataset was used.

The experimental work of 20 events varied 0:24%. Normalized euclidean was faster than
Mahalanobis distance for 132ms but slower than euclidean for only 60ms. Versatility in
normalized euclidean is also an advantage, passwords may be changed and the already-trained
keys be kept in the new training. Those results lead to the conclusion that normalized euclidean
distance is strong enough to be used and its advantages in data sizes and versatility are
considerably important to be chosen against Mahalanobis distance and its success rate suggests

that it should be employed against euclidean distance.



CHAPTER THREE

The Proposed Keystroke

Dynamics Model
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3.1 Introduction

This chapter presents the proposed model of anomaly detection of keystroke dynamics
authentication, and the experimental keystroke dynamic system which realizes the proposed
model. The aim of the proposed model is to increase the authentication power, expressed in

terms of lower rejection of genuine users and higher rejection of imposters.

The performance of the proposed model is based on achieving lower error rate, the Equal-
Error-Rate, which is the comparative metric of the effectiveness of an anomaly detector models.

The reference dataset for the model evaluation is the CMU dataset (Killourhy, 2012).

The proposed model is an enhancement of anomaly detection model in (Al-Jarrah, 2012)

which is based on the distance to median as a measure of typing anomaly.

3.2 The CMU dataset

The CMU dataset is the largest publically available keystroke dataset which has been
carefully collected to reflect the typing rhythm of various people, with different typing
experiences and habits, collected at different times of the day and the week. The dataset contains
the typing records of 51 subjects, eight sessions per subject and 50 typing records per session.
The chosen text for typing rhythm evaluation in this experiment is a 10-characcter hard
password, which contained shift characters, numbers and special characters. The Enter (Return)

key was measured too, so the actual password is of 11 characters.
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3.3 The CMU feature set

The feature set in the CMU dataset consists of:

» Hold: Time duration between key press and key release of a key.

It is equal to keyup — keydown of any pressed key.

The keyup and keydown are timestamp values in millisecond of the events of pressing and

releasing a key.

» UD: Latency time, the time duration between the release of key; and the pressing of
keyis1
> DD: Time duration between pressing of key;, and pressing keyi:;.

It is equal to UD; i+ + Hold;.
Each typing record consists of 31 values, these are:

» 11 Holds, for the 10 characters and the Enter key.
» 10 UDs, for time duration between 11 successive pairs of typed keys

> 10 DDs, for time duration between 11 successive pairs of typed keys.

3.4 Using the CMU Dataset for Model Evaluation

The CMU dataset was used in (Killourhy, 2012) in the evaluation of 14 anomaly
detection algorithms, using the EER metric comparison. A subset of the main dataset was
selected as an imposter dataset, for each subject, it contains 5 records from the 50 other subjects,
a total of 250 imposter records. Each subject's session data of 400 records are used for training,

as a genuine user dataset, against the corresponding imposter dataset.
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For each algorithm, the value of EER for each subject is calculated, and then the average and

standard deviation of these values.

3.5 The Median-Std model

The proposed an anomaly detection model in (Al-Jarrah, 2012) which relied on the
median of set timing values of a key, instead of the average, as the central point of timing values
of that key. The median is not influenced by outlier values which can distort the average, taking
in consideration that during typing extreme values can happen due to distraction of attention or

other reasons.

The model proposes a distance threshold from the median within which a timing value is

considered genuine, otherwise it is considered anomalous.

The distance threshold factor for this model is the standard deviation, for the timing values of

a feature set.

According to this model, a typing record, during the testing phase, is considered genuine if a
certain pass-mark of the number of genuine feature set values of that record is classified as

genuine.

The result of measuring the EER values of the 51 subjects using this model, resulted in
0.080, an improvement over the previous results in (Killourhy, 2012), but it is still below the

desired ultimate error rates as required by security standards as in (Killourhy and Maxion, 2009).
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3.6 The Proposed Median-Median Model

The proposed enhancement of the MED-STD model is in using a different measure of
Distance-to-Median (DTM), as a metric of anomaly from the normal typing behavior which is
centered around the median as a point-of center. The assumption here is that the standard
deviation is derived from the mean, which can be affected by extreme or outlier values.

Therefore the proposed model is based on the following criteria:

A. The median of timing values of each typed character, obtained during the training
session, is considered as the reference center-point to measure acceptance or rejection
against.

B. The distance-to-median values, measured for each character of the password, during the
training session, are used as the acceptance / rejection condition of the typed character
during testing.

C. The distance-to-median (DTM) is calculated as a function of the median rather than the
mean., as below:

DTM=CxM
Where M is the median of timing values of the key, and C is a multiplying constant.

D. During the training phase, a template vector is created, which is a vector of Median and
DTM values for the password.

E. During the testing phase, the timing value of a password character is considered
acceptable if it lies within the upper and lower limits around the median of that character.

The upper limit =M + DTM, and the lower limit = Min.



48

F. During the testing phase, an entered password is considered genuine (acceptable) if the
count of the acceptable timing values of the password characters (Score Mark) are within
an acceptable Pass Mark. The pass mark is determined by the user depending on his

typing rhythm, whether more rejection of imposters or less rejection of genuine users.

3.7 The Keystroke Dynamic System

3-7-1 System overview

The biometric method refers to the identification of humans by their characteristics or traits, it is

divided into two classes:-

- Dynamic biometric: - this type is characteristics dynamic of humans such as behavioral
which use of an individual’s walking style or gait to determine the identity.
- Static biometric: - this type is characteristics static of humans such as iris, finger-print

and palm-print.

In this thesis, the dynamic class is using to determine if the user authorized or not, the
behavioral biometric of keystroke dynamics uses the manner and rhythm in which an individual
types characters on a keyboard or keypad. The keystroke rhythms of a user are measured to
develop a unique biometric template of the users typing pattern for future authentication, it is
include the overall speed, variations of speed moving between specific keys, common errors and

the length of time that keys are depressed.
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The proposed frame work is consisting of two procedures

1- Training procedure.

2- Testing procedure.

3.8 The development environment

In this point, described the tools that used in the experimental: Windows Form Microsoft

Visual Studio 2010, C#, .NET Framework and Timing.

3.8.1 Timing

A date and time format string defines the text representation of a Date Time or Date Time
Offset value that results from a formatting operation. It can also define the representation of a
date and time value that is required in a parsing operation in order to successfully convert the
string to a date and time. A custom format string consists of one or more custom date and time
format specifies. Any string that is not a standard date and time format string is interpreted as a

custom date and time format string.

A standard date and time format string uses a single format specified to define the text
representation of a date and time value. Any date and time format string that contains more than

one character, including white space, is interpreted as a custom date and time format string.

A standard format string is simply an alias for a custom format string. The advantage of
using an alias to refer to a custom format string is that, although the alias remains invariant, the
custom format string itself can vary. This is important because the string representations of date

and time values typically vary by culture. For the invariant culture, the short date pattern is
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"MM/dd/yyyy". For the fr-FR culture, it is "dd/MM/yyyy". For the ja-JP culture, it is

"yyyy/MM/dd".

In our work it used date time to return current time for each event (keyUp and KeyDown)
then convert all result to milliseconds by using timespan to calculate difference between the

current time and midnight, January 1, 1970 UTC.

3.9 Training procedure

The biometric dynamic depends on this procedure, when the new user used the system to the
first time, it will register user-name and password. The number of registered password called
training. The training stage is considering as the main stage for identification the user and

provide more biometric security, the training stage in general are divided into two parts:-

- Dynamic training biometric: - it is defining as determining a specific number from the
training stage; this number used for log-in process, and it is increased by one during each
log-in process.

- Static training biometric: -it is defining as determining specific number from training
stage and it remains fixed number for each log-in process. In this thesis, used this type by

determine the fixed number of user training and the number can be equal to 30 times.

The training procedure includes Med-Training -New algorithm for registered the new user
and training the password that related with him/her, after that saved this training in the database

and used it for comparison with the next procedure as called result procedure.
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» Med-Training-New Algorithm

The Med-Training-New algorithm provides a tool for the collection of training data about a
user’s typing behavior, which will be used to build a template of user’s typing profile. The

algorithm generates two measurements that are based on keydown (keypress) and keyup (key

release) :-

- Hold = Keyupl — Keydownl.

- Latency = Keydown2 - Keyupl

This algorithm includes the steps shown in Figure 3-1



New user

|

Enter user name

Q‘ e
Yes
-
Get down

Save ume of down

|

Get up

)

Save time of up

|

Calculate hold &lctancy

|

Save it in vector

J

Figure 3-1 Med-Training —New Algorithm

l

Registered minimum
number in cach column of
number array

|

Registered maximum
number in each column of
number array

|

Save all variable in the DB

CEnd
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Algorithm: Med- Training -New algorithm

/I Input: user-name and password

Output: save profile template vectors in a database //

N «— user-name

For i=1to30// 30 is the number of training repetitions

While (enter char==true)  Then

M[i] < char

Z1+ Get Down (char)

DB« save time (Z1)

72+ Get Up (char)

DB« save time (Z2)

H« keyupl-keydownl

L keydown2-keyupl

DB« save (H, L)

END While

END For

min<— minimum number in each column (DB)

max<«— maximum number in each column (DB)



54

med«— Median (DB)

LL«— min /Il LL is lower limit or lower threshold of a feature
DTM+«— med*0.7 // DTM is Distance to Median

UL« med + DTM // UL is upper limit or upper threshold of a feature

Return (all variables)

3.10 Testing Procedure

The testing procedure reads a typed password, with its KSD timing data, and compares the
test data (test vector) with the two stored template vectors (LL and UL). For a password of 10

characters, there are 30 feature set elements:

- 10 Hold (H)
- 10 UD (up-down or latency)

- 10 DD (down-down) which represents H + UD.
The test vector contains the 30 feature set elements.

The test vector elements will be compared with the upper and lower limits of the user’s
template that was stored in the database during training. A feature elements that lies between the

upper and lower limits are given the score of 1 (acceptable), otherwise 0 (rejected).

A user’s test typing is considered as genuine if the numbers of acceptable feature
elements are within a pre-defined Pass-Mark, for example 70% of all features, which is 21
feature elements. The Pass-Mark can be adjusted to change emphasis whether to reduce the

number of genuine users rejected as imposters or vice-versa.
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Any user that is already registered in the system will enter his user-name and password, this

procedures applied in the Med-Test-Registered algorithm.

» Med-Test-Registered Algorithm

The Med-Test-Registered algorithm used to determine the user is authorized or not, this

algorithm includes sequential stages, as shown in Figure 3-2

Bezt:

==
b 4
Registered user

A 3
Enter user name

>
h 4

Enter char
Yes
*

Gt down

A 4

Save timx of down

L 4

Getop

'
Save time of up

No
)
Calculate bold &lctancy
)
SswveninkK
'
LL (character Ke= L T
No
Yes
) L3
Set (1) into cell Sect (0) into cell
Sum cells -
v
Yes Sum >=21 - No
v L)
Accepiod user Rejected user

[ |
|

B>

Figure 3-2 Med-Test-Registered Algorithm



Algorithm: Med-Test-Registered algorithm

/I Input: user-name and password

Output: identify user //

N «— user-name

1<—0

While (enter char==true)  Then

Z1+ Get Down (char)

K« save time (Z1)

72+ Get Up (char)

K« save time (Z2)

H« keyup1-keydownl

L« keydown2-keyupl

K« save (H, L)

If (LL (char) <= K =>UL (char))

X[i] 1

ELSE If

X[i]« 0

END If

Then
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1—i+1
END While
R« sum(X)
If (X>=21) Then
Accepted user
Else if
Rejected user

Return (identify user)

3.11 Data Collection System
The proposed system focused on developing the KSD authentication scheme through

empirical collected data by using a prototype system.

3.11.1 System overview

Computer systems and network are being used in almost every aspect of our daily life. As a
result, we need to deal with the User authentication which means a method for identifying the
user and verifying that the user is allowed or not to access some important resource. In this
thesis, we focused on the Keystroke Dynamics is considered one of the most important methods
of authentication, the behavioral of this method uses the manner and rhythm in which an

individual types characters on a keyboard or keypad.
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3.11.2 Data entry model

The keystroke approach needs to collect samples for experiment it, then determines each
sample is authorized or not. In this thesis, collected random samples and make each sample to
test the model, provided that each sample using the standard keyboard, Figure 3-3 shows the

main steps in the proposed model diagram.

Proposed Model

|

Testing procedure

Truimnglpnwudun: [ Determined user irue or false l

New account | '
l | Registered account |
Enter user-name I x
[ Enter user-name l
} I
Enter password 34 times | | Enter password |
l v
y Calculate statistics for
Caleulate statistics each entered password
entered password |
- T
i l : Compare password
Save statistic in the DB | statistics with DB
) slatistics
l J a3,

- " Check comparison . i
""'--.\___\_ With thresbald _____--""

S v
T Rejected user
Yes
L
Accepted user ]

M

Figure 3-3 Proposed Model Diagram
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3.11.3 Sample data
In this thesis, it collects a set of random samples of students for experience of the system and

the execution was as follows

3.11.3.1 Interface Execution

The first interface appears in the program implementation is the input interface, as it allows

students enter their name with University ID, as shown in Figure 3-4.

University ID

Figure 3-4 first interface in our model

After insert student information, the main interface of the program will appear which consists of
two parts: the first part is the method which considered the training stage, and the second part is

the test which considered the testing stage, as shown in Figure 3-5.

Figure 3-5 main interface
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When pressed on the method choice, the interface appears that allows students to enter own
password and the application determines a counter to count the number of times and insert

password such as (30 times), then save all passwords with Statistics in the database, as shown in

Figure 3-6

User Name 1

Password meu-jordan
0/30

Save

Figure 3-6 training stage interface

When pressed on the method choice, we will enter into the second phase of the system, the
student enter own password and the supervisor of the system is identifying the student is True

user or False user. The depending on identifying is determined FRR and FAR.

If the user is true user and the application may preventing it from accessing to the system

because misidentification user, in other words, a person is true with error style, this is FRR

If the user is false user and the application may allowed it from accessing to the system, in other

words, a person is false with similar true style, this is FAR, as shown in Figure 3-7.
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User Name 1

Password meu-jordan

@ True User 0 False User

——

Figure 3-7 testing stage interface

The admin interface includes, as shown in Figure 3-8

Users: - the admin chooses the desired user name for the system application.

Export: - it appears users report.

Excel, PDF, and HTML.: - the admin chooses the form for statistics.

Calculate: - calculates the Statistics that is clarified in the above algorithms.

Admin button: -the admin pressed on this button if he wants any change in the variables

of the application.

Figure 3-8 admin interface
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When pressed on the admin button in previous interface, the admin determined two values that

appeared in the interface, as shown in Figure 3-9

- Distance value: it is the value which multiplication in the median.

- Pass mark: it is the threshold for determining the user is acceptable or rejected.

Vit i
ug Method  Test -8 x
DistanceVal 0.7
Pass Mark 16
Update

Figure 3-9 change variables interface

When the user enters his/ her password, the system calculates the Hold, down and up for each

character in the password, as shown in Figure 3-10

username - | Oreginal ID+ UD_m0 | Holdmd - DDm0 - UDel ~| Holdel - DDel - UDu2 - Holdu2 -~ DDw2 =~ UD-3 =~ Hold-3 - DD-3 - UDj4 ~ Holdj4 - DDj# - UDc
3 0 340020 340020 0 1280074 1280074 1360077 1440083 2800160 240128 1680096 392004 3600206 560032 4160238
1 13440769 1280073 14720852 960053 1360078 2320133 2480142 1520087 4000229 2830165 1360077 4240242 3840220 800046 4640266
14 28711642 1120064 29831706 320019 960054 1280073 2800161 1360077 4160238 2430142 1440033 3920225 2830164 320018 3200182
s 16720956 1520087 18241043 160009 1120064 1280073 1600092 1120064 2720156 3120178 1520087 4640265 4960284 240014 5200298
1 23681469 320018 26001487 27041547 1360078 28401625 1440082 1440082 2880164 1920110 1600092 3520202 4080233 360032 4640265
3160456 1280074 9440540 240013 1680036 1520109 1840106 1200068 3040174 1920110 1510087 3430197 4090233 550031 4640264
L 8330508 80005 8960513 10080576 1440083 11520659 1920110 1200068 3120178 2160124 1360077 3520201 3120179 640036 3760215 E]
1 12720727 430028 13200755 13840791 1450083 15290874 1990114 1360078 3330192 1920110 1440082 3360192 4300275 720041 5520316 3
1 17521002 1440082 18961084 2880163 1280073 4160238 240129 1280073 3520202 2160123 1600092 3760215 2640151 800046 3440197 1
14 11040632 1040059 12080691 560032 1360078 1920110 2400138 1280073 3680211 1840105 1440082 3280187 3360193 550032 3910225 4
L 9040517 1200069 10240386 360032 1520087 2080119 800046 1280073 2080119 2080119 1440082 3520201 2240128 640036 2330164 3

o e e e e e e e s
=
=

Figure 3-10 password calculates interface
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The system calculates the statistics of the password which are described in the (Med-Proxy-New)

algorithm, as shown in Figure 3-11

usemame »| Oreginal ID + Calculation Type - UDm0 » Holdm0 - DOm0 - UDel - Holdel - DDel - UDW2 - Holdw2 - DDA2 - UD3 - Hold3

1 14 Standard deviation  T768873.46772089 487676.831542061 T8S0855.20416689 8217403.12489856 1836245513682 8248097.78671148 5500084307475 1145986534190 579535.766007914 358499, 16849607 S7892. 6686760168 ¥
1 14 Median 17n 1120064 13200755 560032 1360078 2080119 1520110 1280073 3120178 26013 1440083 ¢
1 14 Min 0 80005 0020 0 960054 1280073 §00046 1120064 2080119 1840105 1360077 ¢
1 14 Max 8711642 1520087 15831706 1704147 16800% 28401625 2800161 1520087 4160238 3120178 168009 ¢
1 14 Distance B304308.9 TRANAS 92405285 3120024 9520546 1456083.3 134077 8960511 113146 1512086.1 10030581 ¢
1 14 Lower Limit 0 80005 0020 0 360054 1280073 §00046 1120084 080119 184010 13600774
1 14 UDperLimit 2162,523b.9 1520087 485 9320544 16300% 5362003 2500161 1520087 4160238 30178 1630036 ¢
¥

Figure 3-11 statistics calculates interface

The system then compares the results with the threshold to determine the value in each cell is it

one or zero, which are described in the (Med-Proxy-Registered) algorithm, as shown in

Figure 3-12

usemame » Oreginal D+ UDm0 + Holdmd + DOm0 - UDel ~ Holdel » DDel + UDW) - Holdwd » DDWw ~» UD3 ~ Hold3 +| DD3 - UDjJ4 - Holdj4 » DDj¢ - UDc

Figure 3-12 statistics calculates interface



CHAPTER FOUR

The Discussion of Results
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4.1 Introduction

The empirical analysis carried out in this thesis focuses on two aspects:

- Examining the results of applying the proposed statistical med-med model as an anomaly
detector in keystroke dynamics, using the CMU benchmark dataset.

- Explore the results of using the implemented KSD system to collect training and testing
data, to test the authentication capability in distinguishing between genuine users and

imposters.

4.2 CMU benchmark dataset analysis using the MED-STD model

Table 4-1 shows a detailed measurement of the error metrics FAR, FRR, EER for each of the
51 subjects in the CMU dataset. The purpose of showing this table is to confirm the EER value
as reported in (Al-Jarrah, 2012). In addition, the shown details can be used in the comparison

with results of the proposed med-med for the same subjects.



Table 4-1 Error Analysis of CMU Dataset Med-Std Model (31 Features Set)

Subject | FAR FRR EER Pass-Mark
2 0.204 0.185 0.195 19
3 0.104 0.055 0.080 18
4 0.092 0.115 0.104 21
5 0.036 0.025 0.031 21
7 0.056 0.075 0.066 19
8 0.044 0.060 0.052 21
10 0.016 0.020 0.018 22
11 0.020 0.050 0.035 20
12 0.020 0.010 0.015 21
13 0.028 0.025 0.027 19
15 0.084 0.060 0.072 22
16 0.260 0.185 0.223 18
17 0.016 0.020 0.018 18
18 0.056 0.065 0.061 23
19 0.028 0.030 0.029 21

20 0.132 0.100 0.116 22
21 0.088 0.080 0.084 22
22 0.024 0.035 0.030 19
24 0.040 0.055 0.048 23
25 0.072 0.055 0.064 21
26 0.040 0.050 0.045 21
27 0.072 0.040 0.056 21
28 0.056 0.065 0.061 18
29 0.048 0.040 0.044 20
30 0.104 0.090 0.097 23
31 0.264 0.195 0.230 23
32 0.196 0.165 0.181 20
33 0.220 0.175 0.198 22
34 0.156 0.130 0.143 21
35 0.164 0.120 0.142 22
36 0.008 0.015 0.012 19
37 0.108 0.105 0.107 20
38 0.072 0.055 0.064 25
39 0.072 0.040 0.056 21
40 0.136 0.185 0.161 23
41 0.048 0.030 0.039 22
42 0.020 0.005 0.013 22
43 0.040 0.025 0.033 20
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Table 4-1 ... Continued

44 0.124 0.125 0.125 23
46 0.096 0.155 0.126 25
47 0.212 0.280 0.246 23
48 0.048 0.050 0.049 22
49 0.072 0.055 0.064 26
50 0.072 0.065 0.069 22
51 0.096 0.100 0.098 20
52 0.008 0.010 0.009 20
53 0.012 0.020 0.016 20
54 0.092 0.050 0.071 22
55 0.012 0.150 0.081 17
56 0.052 0.045 0.049 21
57 0.076 0.045 0.061 21
AVG 0.083 0.078 0.080 21.08
STD 0.066 0.061 0.061 1.87

4-3 CMU benchmark dataset analysis using the MED-MED model
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Table 4-2 shows the error metrics of FAR, FRR and ERR, as well as the pass-mark for

the each of the 51 subjects in the CMU dataset.

In comparison with the MED-STD analysis for the same dataset, the following observations can

be made:

1. The EER metric has an average of 0.07, compared to 0.08 in the MED-STD.

2. The EER metric has a lower standard deviation compared to its average, which indicates

less dispersion.



68

3. The Pass-Mark has an average of 25, compared to 21 in the MED-STD, which can be

interpreted that the Med-Med model is using more features in order to classify a subject

as imposter or genuine.

Error Analysis of CMU Dataset Med-Med Model (31 Features Set)

Table 4-2

Subject FAR FRR EER Pass-Mark
2 0.112 0.105 0.109 26
3 0.060 0.055 0.058 24
4 0.048 0.024 0.036 26
5 0.076 0.055 0.066 26
7 0.072 0.075 0.074 25
8 0.048 0.050 0.049 25

10 0.012 0.010 0.011 25
11 0.032 0.075 0.054 24
12 0.032 0.030 0.031 24
13 0.016 0.015 0.016 24
15 0.044 0.045 0.045 25
16 0.236 0.234 0.235 24
17 0.032 0.032 0.032 25
18 0.096 0.065 0.081 25
19 0.020 0.025 0.023 26
20 0.084 0.105 0.095 22
21 0.076 0.090 0.083 25
22 0.016 0.030 0.023 24
24 0.056 0.020 0.038 25
25 0.056 0.080 0.068 26
26 0.044 0.045 0.045 25
27 0.052 0.065 0.059 25
28 0.068 0.070 0.069 25
29 0.086 0.070 0.078 25
30 0.088 0.075 0.082 27
31 0.148 0.230 0.189 27
32 0.152 0.125 0.139 23
33 0.076 0.125 0.101 25
34 0.100 0.120 0.110 24
35 0.140 0.175 0.158 25
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Table 4-2 ... Continued

36 0.016 0.015 0.016 24
37 0.104 0.070 0.087 25
38 0.040 0.025 0.033 26
39 0.064 0.060 0.062 25
40 0.152 0.170 0.161 25
41 0.052 0.070 0.061 25
42 0.028 0.015 0.022 26
43 0.008 0.100 0.054 25
44 0.052 0.035 0.044 26
46 0.072 0.080 0.076 27
47 0.244 0.180 0.212 26
48 0.052 0.045 0.049 26
49 0.064 0.075 0.070 26
50 0.068 0.105 0.087 26
51 0.048 0.070 0.059 27
52 0.064 0.040 0.052 24
53 0.016 0.025 0.021 24
54 0.028 0.065 0.047 26
55 0.012 0.010 0.011 22
56 0.048 0.065 0.057 25
57 0.076 0.090 0.083 24
AVG 0.068 0.073 0.071 25.04
STD 0.050 0.052 0.049 1.11

4.4 MEU Data Collection and Analysis

Table 4-3 shows the error metrics of the 6 subjects experimental dataset obtained by using

the implemented KSD system, which is based on the Med-Med model.

For this experiment, the “Enter” key measurements were not included the feature set, as many
login procedures do not include an Enter key, instead they use a separate submit button to enter
username and passwords, so 28 feature set elements were used for the chosen password “meu-
jordan”.The obtained results show lower EER error rate in comparison to that obtained using the

CMU dataset for the same model, which can be a result of two factors:



a. Limited number of subjects for comparison between genuine and imposter data.
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b. Lower number of repetitions during training and testing, 30 compared to 200 in case of

CMU.
Table 4-3 Error Analysis of MEU dataset Med-Med Model
(30 Features Set)
Subject FAR FRR EER Pass mark

1 0.025 0.000 0.013 24

2 0.000 0.000 0.000 18

3 0.100 0.067 0.084 22

4 0.100 0.075 0.088 24

5 0.000 0.000 0.000 22

6 0.133 0.100 0.117 23
AVG 0.060 0.040 0.050 22.17
STD 0.058 0.046 0.052 2.23




CHAPTER FIVE

Conclusions and Future Work
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5.1 Overview

Keystroke Dynamics as an identity authentication solution is quickly emerging as a
viable, low cost, non-intrusive alternative to traditional biometric technologies. As with all
technology, KSD is not without its challenges. Higher error rates is of particular concern,
especially when there is insufficient training to acquire the typing profile, or when the use of

different types of keyboards can result in a change in typing behavior.

In this thesis, we have conducted an empirical study focused on improving the keystroke

dynamics hit rate and reducing the error rate, on two experimental data:

a) A public benchmark dataset, developed and verified by CMU (Killourhy, 2012).

b) A small dataset collected at MEU, as part of this work.

5.2 Conclusions

The reported results have shown an improved performance in the anomaly detection of
the proposed med-med model, compared to previous work using the same CMU dataset. The
error rate (EER) is 0.070, a reduction of 27% compared to the top performing model in the CMU

study, and a reduction of 12.5% compared to the med-std model (Al-Jarrah, 2012).

At the error rate of 0.07 (7%), the Hit Rate is 93%, which indicates that even though the
proposed model has a higher anomaly detection performance, it does not deliver the required
detection power expected in access control standards (CENELEC. European Standard, 2002).
However, the proposed model can serve as a secondary authentication factor in a multi-factor

authentication tool.
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The obtained results from the MEU experiment showed lower EER error rate and higher hit rate,
compared to the results using the CMU dataset for the same Med-Med model, for the obvious
reason that the MEU dataset is much smaller than the CMU dataset, and the MEU experiment
used 30 repetitions for training, compared to 200 in case of CMU. The choice of 30 repetitions
for training is based on practical reasons related to user intolerance to extended repetitions, in a

real KSD authentication tool.

Therefore to confirm the proposed anomaly detection model as a secondary factor in a practical
authentication tool, further experimental work is needed where the KSD system is used

dynamically as an authentication tool rather than just a data collection system.

5.3 Recommendations for Future Work

Based on the reported work, the following suggestions can be put forward for future

research work.

a) Further experimental data is needed using the proposed model, in different experimental
environments, to enhance the MEU dataset and make it another reference dataset.

b) Implementing the proposed model within an experimental multi-factor authentication
tool.

¢) Investigating the authentication performance of the proposed model on a touch tablet or
an iPad.

d) Developing the proposed model into an App authentication tool for smart phones

security.
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