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Abstract
Cloud Computing has been defined as a new business model. It is an emerging
paradigm because of that it has been given high attention from many researchers. The
main advantage of cloud computing is to reduce the cost of computing while, at the
same time, the main disadvantage of using cloud computing is the lack of security. The
security of the database in the cloud computing is more critical. One solution for the
security problem is encryption, using encryption technique to secure database in the
cloud will cause other problem such as not preserve data order.
Order Preserving Encryption (OPE) is an encryption technique that used to preserve the
operations of data. OPE scheme solves partially the problem of searching over
encrypted data, but it leaks some information.
This thesis was used the order preserving encryption technique to preserve the order of
data. It has been investigated encryption techniques that preserve operations of data
such as OPE. This thesis studied the OPE function to identify the impact of several
parameters on the performance and security level of OPE. It is used the polynomial
function with the following parameters: the degree of polynomial function, the range of
coefficients, key sizes and data types/ data sizes. Accordingly, the parameters have been
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studied to find which parameter achieves a high performance with an optimal security
level.
This thesis was designed and implemented the software to compare and analyze the
performance of OPE function with the previous parameters. It has been imported data
from Northwind database, run the software using all the parameters, and analyzed the
results for each parameter.
Experiments were conducted to study the effect of several parameters on the
performance of OPE. This thesis computed the efficiency as trade- off between
performance and security level. The optimal efficiency level would be in the situation of
minimum loss in the performance with a high gain of security. This thesis found that
when increased the degree from 1 to 4 of the polynomial function, we will gain 75%
security level with loss 7% performance. The result showed that degree 4 of the
polynomial function is the optimal solution for that situation. This thesis found that
increasing the range of coefficients from range 1000 to range 10000 will gaining 90%
security levels with losing 3% performance. The result showed that range 10000 of the
coefficients is the optimal solution for that situation. This thesis found that increasing
the size of the key from size equal 16 bit to size equal 32 bit will gaining 50 % security
level with losing 9% performance. The result showed that key size equal 32 bit is the
optimal solution for that situation. However, this thesis found that the data type affect
the performance of OPE, but it is not significant. The result showed that the data size (6
bytes) achieved a high performance compared with the other sizes.
Keywords: Cloud Computing, Encrypted Data, Order Preserving Encryption
Technique, Polynomial function.
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مقارنت تحليليت لكفاءة طرق التشفير ال ُمحافظت على الترتيب
إعدادْ :ذٚم تٓجد انمضاص
أشراف :أ.د .أدًذ انكاٚذ

الملخص
ُ

ذؼرثش انذٕعثح انغذاتٛح أدذٖ أْى انًٕاظٛغ انر ٙدصهد ػهٗ أْرًايا كثٛشا ً يٍ لثم انؼذٚذ يٍ انثادث .ٍٛذرًٛض
انذٕعثح انغذاتٛح تًٛضج أعاعٛح ْٔ ٙأَخفاض ذكانٛف انذٕعثح ٔف ٙانٕلد َفغّ أدذٖ ػٕٛب انذٕعثح انغذاتٛح ْٕ
أَؼذاو االيٍٚ .ؼرثش أيٍ لاػذج انثٛاَاخ يٍ أْى انًذأس دٛث ٚرى يؼانجح يشكهح أيٍ لاػذج انثٛاَاخ يٍ خالل ذشفٛش
انثٛاَاخ .ذشفٛش انثٛاَاخ عٕف ٚغثة يشكهح اخشٖ ْٕٔ ػذو ان ًُذافظح ػهٗ انثٛاَاخ ٔنكٍ ٕٚجذ ذمُٛاخ ذشفٛش
ذذافظ ػهٗ ذشذٛة انثٛاَاخ ٔ أدذٖ ْزِ انرمُٛاخ ْ ٙذمُٛح انرشفٛش ان ًُذافظح ػهٗ انرشذٛة )ْ .(OPEزِ انرمُٛح
ػًهد ػهٗ دم جضء يٍ يشكهح انثذث ػهٗ انثٛاَاخ انًشفشج ٔرنك تغثة ذغشب نثؼط انًؼهٕياخ .أعرخذيد ْزِ
انرمُٛح نغشض انًذافظح ػهٗ ذشذٛة انثٛاَاخ.
دسعد ْزِ االطشٔدح ػًهٛح انثذث ػهٗ انثٛاَاخ انًشفشج ٔ ذمُٛاخ انرشفٛش انرٗ ذذافظ ػهٗ ػًهٛاخ انثٛاَاخ ٔ
أعرخذيد ذمُٛح انرشفٛش ان ًُذافظح ػهٗ انرشذٛة نغشض انًذافظح ػهٗ ذشذٛة انثٛاَاخ .دساعح ذمُٛح انرشفٛش
ان ًُذافظح ػهٗ انرشذٛة ( )OPEيغ أعرخذاو انذانح كثٛشج انذذٔد ( )Polynomial functionيغ انًؼايالخ انرانٛح
 :دسجح ٔظٛفح انذانح كثٛشج انذذٔد ،يجًٕػح يخرهفح يٍ انًؼايالخ ،ػذج أدجاو يٍ انًفاذٛخ ،إَٔاع تٛاَاخ يخرهفح
يغ أدجاو يخرهفح .دساعح ذأثٛش انؼذٚذ يٍ انًؼايالخ ػهٗ يغرٕٖ أداء ٔ أيٍ ذمُٛح انرشفٛش ان ًُذافظح ػهٗ انرشذٛة.
تُاءا ً ػهٗ رنك ،فمذ ذى دساعح انًؼايالخ الٚجاد ا٘ يُٓا ٚذمك يغرٕٖ أداء جٛذ يغ يغرٕٖ أيٍ يشذفغ فَ ٙفظ
انٕلد.
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صًًد ٔ َفزخ ْزِ األطشٔدح تشَايج الجشاء يماسَح ذذهٛهٛح نمٛاط أداء ذمُٛح انرشفٛش ان ًُذافظح ػهٗ انرشذٛةْ .زِ
األطشٔدح جًؼد انثٛاَاخ يٍ خالل أعرخذاو لاػذج تٛاَاخ (ٔ )Northwindذى ذشغٛم انثشَايج تاعرخذاو كم
انًؼايالخ نهذصٕل ػهٗ انُرائج ٔ ايكاَٛح انًماسَّ فًٛا تُٓٛا.
أجشٚد انرجاسب يٍ أجم دساعح ذأثٛش انًؼايالخ ػهٗ أداء ذمُٛح انرشفٛش ان ًُذافظح ػهٗ انرشذٛة .ذى دغاب انكفاءج
يٍ خالل أجشاء يٛضاَٛح ت ٍٛيغرٕٖ االداء ٔ يغرٕٖ االياٌٚ .ؼرثش يغرٕٖ انكفاءج االيثم ػُذيا ذكٌٕ انخغاسج فٙ
يغرٕٖ االداء لهٛهح يغ صٚادج ف ٙيغرٕٖ األياٌ.
أظٓشخ َرائج انثذث ،ػُذ أعرخذاو انذسجح انشاتؼح نهذانح كثٛشج انذذٔد تذل يٍ انذسجح األٔنٗ عٕف َذصم ػهٗ
يغرٕٖ أياٌ تُغثح  %57يغ فمذاٌ ف ٙاألداء تُغثح ٔ .% 5أظٓشخ انُرٛجح تأٌ انذسجح انشاتؼح نهذانح كثٛشج انذذٔد
ْ ٙانذم األيثم نٓزا انٕظغ .كًا أظٓشخ انُرائج ػُذ أعرخذاو يؼذل انًؼايالخ ( )01111تذل يٍ يؼذل
انًؼايالخ ( )0111عٕف َذصم ػهٗ يغرٕٖ أياٌ  %01يغ فمذاٌ ف ٙاألداء تُغثح  .% 3ذث ٍٛتأٌ يؼذل
انًؼايالخ ( ْٕ )01111انذم األيثم نٓزا انٕظغ .كًا أظٓشخ انُرٛجح ػُذ أعرخذاو دجى يفراح انرشفٛش  33تد
تذل يٍ دجى يفراح انرشفٛش  01تد ،عٕف َذصم ػهٗ يغرٕٖ أياٌ تُغثح  %71يغ فمذاٌ ف ٙاألداء تُغثح .%0
أٔظذد انُرٛجح تأٌ دجى يفراح انرشفٛش  33تد ْٕ انذم األيثم نٓزا انٕظغٔ .جذخ ْزِ األطشٔدح تإٌ َٕع
انثٛاَاخ ٚؤثش ػهٗ أداء ذمُٛح انرشفٛش ان ًُذافظح ػهٗ انرشذٛة تُغثح نٛغد كثٛشج.
كلماث البحث :عذاتح انذٕعثح ،تٛاَاخ ُيشفشج ،ذمُٛح انرشفٛش ان ًُذافظح ػهٗ انرشذٛة ،انذانح كثٛشج انذذٔد.
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Chapter One
Introduction

2

1.1 Introduction

Nowadays, there are many developments in the Information Technology (IT) field. The
cloud computing technology is one of these developments. Cloud computing can be
considered as a new business model. It is an emerging paradigm for that reason it has
been given high attention from many researchers.

Cloud computing appears as an important enabler for the IT industry. Cloud enables the
user to use it like "pay – as- you- use". Users moved their data and application to remote
outsource storage and can access it at any time. For this reason, it was one of the IT
interested terminologies. Cloud computing is considered as a group of services,
providing scalable, quality of service guaranteed, and inexpensive computing platform
on demand. Users have to manage various software installation, configuration and
update their data and applications (Dillon et al., 2010).

Cloud computing is defined as a pool of many concepts from virtualization, distributed
application design, grid computing, utility computing, and clustering. It helps
companies to access, manipulate, and configure the application over the network. Also,
it enables users to use cloud without the need to install software. Therefore; it reduces
the cost of computing, application hosting, and content storage (Mell & Grance, 2011).

Security of cloud computing has appeared as the significant issue because the data in the
cloud is typically in a shared environment nearby data from other users. Ramgovind et
al. stated that security issue used to prevent data loss, running software from an
unauthorized user, and sharing the resource. They stated that the data must be encrypted
to prevent an unauthorized user from accessing it. Encryption is an effective method
that makes data unusable and safe (Ramgovind et al., 2010).
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The main advantage of cloud computing is to reduce the cost of computing while; at the
same time the disadvantage of the cloud computing is the security leakage. One solution
for securing database problem is the encryption; encryption in the cloud will cause other
problem. Many encryption techniques do not preserve operations on data. There are two
types of encryption technique that preserve operations on data: Homomorphic
encryption technique and Order Preserving Encryption technique (OPE) (Agrawal et al.,
2004).

Homomorphic encryption techniques preserve the arithmetic operation (+,-,*, /).There
are two types of homomorphic: Fully Homomorphic Encryption (FHE) and Partially
Homomorphic Encryption (PHE). FHE is used to preserve all arithmetic operations.
PHE is used to preserve some arithmetic operations (Mohanty, 2013).

The main important points in the encryption database are searching operation and
indexing. This thesis investigated on searching over encrypted data and the encryption
techniques that preserve operations on data such as OPE. This thesis studied the OPE
function and used the polynomial function with the following parameters: the degree of
polynomial function, the range of coefficients, key sizes and data types/ data sizes. The
purpose of these parameters is: the degree and the range of coefficients decide the
security level of the polynomial function. The key sizes have been used in the
encryption technique to study the effect of these key sizes on the performance of OPE.
This thesis has been suggested three data types of studying the effect of the data type on
the performance of OPE.
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It has been studied the impact of several parameters on the performance and security
level of OPE. The aim of this thesis is to find the optimal point as a trade-off between
security level and performance.

1.2 Problem Statement
Cloud computing is one of the recent technologies and provides many services to users.
Search over encrypted data is a challenging problem in the cloud security field. Security
is a fundamental issue in the cloud computing paradigm. The traditional encryption
techniques are preventing unauthorized access to sensitive data while at the same time
do not preserve the order of data. OPE scheme solves the problem of searching over
encrypted data partially, but it leaks some information. Enhancing the security of OPE
will reduce the performance (execution in time). This thesis studies the effect of using
OPEs function (polynomial function) with regards to performance and security level.
This thesis investigated the performance and security level of encryption protocols by
using several parameters. These parameters are the degree of polynomial function, the
range of coefficients, key sizes and data types/sizes.

1.3 Research Questions
Goals of this thesis have been accomplished by answering the following questions:
1. Which OPEs’ function (Polynomial degree) can achieve a ―high‖ performance
with ―an optimal‖ security level over OPE?
2. Which range of coefficients can achieve a high performance with an optimal
security level?
3. What is the effect of using several key sizes on the performance of OPE and
security level?
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4. What is the effect of using several data types and sizes on the performance of
OPE?
1.4 Limitations and Scope
This thesis studies the performance and security level of encryption protocol without
enhancing the OPE technique itself. To apply our experiments, we run several
polynomial degrees with all the parameters without using an actual database over actual
cloud computing. The time of each experiment is computed by using a computer with
properties (Intel (R) Core (TM) i3, CPU 2.50GHz, RAM 4GB, 64-bit Operating
System, Windows 8). The focus of this thesis will be on the execution time of the
parameters not on database re-indexing time.
1.5 Objective
The objective of this thesis is to find the effect of the parameters on the OPE
performance. The objective of this thesis is to find the efficiency of the combination of
the parameters as a trade-off between security level and performance.
1.6 Contribution
The contribution of this research can be summarized in the following:


Identified how much the effect of following parameters degree of the
polynomial, the range of coefficients, key sizes, data types/ sizes on the
performance and security of OPEs.



Identified the efficiency for many cases for several parameters as a trade-off
between security level and performance.



Identified the optimal efficiency as the minimum increment in the performance
with a high gain of security.
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1.7 Motivation
During the recent years, cloud computing was obtaining more interest from IT
companies and people. Cloud computing shares data and resources on the cloud,
therefore; cloud must be protected data from attackers. Securing of cloud database is
more critical because of this reason the people reduced using of the cloud. The
encryption technique is a suitable way to protect data.
Understanding how one can searching over encrypted data by using order preserving
encryption technique (OPE). Searching over encrypted data is important for any
database developers and IT students to encrypt the data with preserve the order of the
original data. Cloud computing is an important model. Finding the solution is a big
motivation because there are several organization interests with the security. It has
motivated us to work on securing cloud database with preserve the order of data.

1.8 Methodology
The methodology of this thesis is a combination of descriptive and quantitative
research. The methodology mainly based on building several experiments by using
OPEs technique to study the performance and security level. Data will be collected and
implemented using OPE technique. Performance and security level will be recorded
then analyzed to answer the main questions of this thesis.
This thesis adopted polynomial function because the security level of it was approved
by (Ozsoyoglu et al., 2003). They stated that the security level for each function will be
monitored by counting their coefficients and also stated that the high number of
coefficients means high-security level.
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This thesis ran many experiments by using the polynomial function with several
parameters (degree of the polynomial function, the range of coefficients, key sizes, data
types/sizes). The performance (execution in time) will be measured by using tools such
as (set begin - time and set end- time). This thesis compared and evaluated the results
of each experiment based on the trade-off between performance and security level. The
optimal efficiency has been defined as the minimum loss in the performance with a high
gain of security. The methodology has been divided into the following phases:

Studying Phase
This phase described and studied the OPE technique and the type of each OPE
function.



Design and Implementation Phase
This phase has been designed and implemented OPE technique and used
polynomial function with several parameters (degree of the polynomial, range
of coefficients, key sizes, data types/ sizes).



Evaluation Phase
This phase compared and analyzed the results for each experiment to find
which one of parameters (degree of the polynomial, range of coefficients, key
sizes, data types/ sizes) achieved a good performance with high security level.

1.9 Thesis Outline
The list of this thesis is structured as follow:


Chapter 2 provides the summary of the literature and reviews the related works.
We explain the main concept of cloud computing, types of cloud deployment,
and also several service models. We describe different types of encryption
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techniques and specifically concern on order preserving encryption technique in
searching over encrypted data.


Chapter 3 explains the methodology in details. This chapter includes the
comparative analysis that is used to solve the research problem.



Chapter 4 presents the experimental results. The experiments were carried out
based on the performance and security level. This chapter displays the screen of
the implementation software and analyzes the result of this thesis.



Finally, Chapter 5 describes the conclusion of this thesis and suggests future
work to improve the performance.
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Chapter Two
Literature Review
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2.1 Overview
Search over encrypted data in the cloud computing became important and had attention
by researchers. It is one of the challenge processes because it is difficult to let the data
storage conduct the search and response the query without loss of data confidentiality.
This thesis sheds a light on the previous related about the field of search over encrypted
data in the cloud computing that the data is outsourcing in the cloud. This thesis focuses
on the encryption technique that preserve the order of data such as OPE and focus on
how to use different encryption function with OPE that preserve the order.
This chapter provides a literature review and background on the main concepts covered
by this research. It is divided into four sections. Section 2.2 displays the most related
studies in the field of security of database cloud, homomorphic encryption techniques,
and order preserving encryption techniques. Section 2.3 discusses the main concept of
cloud computing, types of cloud deployment, and cloud services that are needed to
understand topics embedded in this thesis. Section 2.4 discusses the different types of
encryption techniques that are used to protect the data in the cloud then, discuss the
Order Preserving Encryption technique and the polynomial functions that are used to
preserve the order of data. Section 2.5 presents a summary for the chapter.
2.2 Literature Review
Many works of literature discussed several concepts and problems in the cloud
computing as follow.

Jadeja & Modi discussed the idea of cloud computing, and they defined it as an
emerging field of computer science. They said cloud computing as a computing
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environment because one party can be outsourced to another party and need a
connection network to access the computing power or resource like a database. They
present the main advantage of cloud computing such as users do not have to pay for
infrastructure. They also described the architecture of cloud computing such as
deployment and services of cloud computing (Jadeja & Modi, 2012).

Alam & Shakil reviewed the concept of cloud computing. The authors presented the
cloud computing concept and its characteristics, and then identified the several types of
cloud deployment and services models as public, private, hybrid, and community. They
also defined several cloud service as Software as a Service, Platform as a service,
database as a service and Infrastructure as a Service. They presented different examples
of cloud computing platform, security the cloud, reference architectures and data
storage in cloud computing (Alam & Shakil, 2015).

Sunitha & Prashanth discussed the data storage models and data security in cloud
computing system. They suggested the efficient algorithm for cloud security. This
method has offered important security services such as key generation, encryption and
decryption are provided in cloud computing system. They also presented the main goal
of manage the data and securely stored (Sunitha & Prashanth, 2010).

Liu et al. discussed an efficient technique for search over encrypted keyword in cloud
computing. They presented how the user can store and retrieve their personal data in an
encrypted form in the cloud, and they presented how the user can send queries in the
form of encrypted keywords. The authors explained that the encryption scheme may not
work well when a user wants to retrieve only files that contain certain keywords. They
presented the difficulties when the service provider could not determine which files
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contain keywords. They proposed an adequate privacy preserving keyword search
schema in cloud computing to allow search over encrypted data without leaking any
information (Liu et al., 2009).

Gentry described a fully homomorphic encryption scheme to solve the problem in
cryptography that allowed to compute arbitrary function over encrypted data without
decrypt it. They used a fully homomorphic scheme to support all arithmetic operations.
They also presented what homomorphic encryption scheme and how to use it to
improve the efficiency of secure multiparty computation (Gentry, 2009).

Mohanty explained the model of a framework that can be used to protect and manage
their data stored in the untrusted server. The author used the homomorphic to achieve
confidentiality; homomorphic is considered as one of the encryption techniques used to
protect the data from the users who want to store the data in the untrusted server.
Mohanty used a homomorphic encryption scheme for protecting the data, and update
encrypted files, instead of transmitting entire encrypted versions each time after an
update was explored (Mohanty, 2013).

Boldyreva et al. studied order preserving symmetric encryption for allowing efficient
range queries on encrypted data. They presented standard security notions for
encryption such as indistinguishability against chosen- plaintext attack is unachievable
by a practical OPE scheme. They presented a security of pseudorandom function and
related primitives asking that OPE scheme look as- random- as- possible subject to
order preserving constraints. They design an efficient OPE scheme and prove the
security based on pseudorandom of an underlying block cipher (Boldyreva et al., 2009).
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Boldyreva et al. studied and revisited security of order-preserving symmetric encryption
(OPE). They discussed the problem of characterizing what encryption via random order
preserving function (ROPF) leaks the information. They presented ROPF encryption
leaks approximate value of any plaintext as well as the approximate distance between
any two plaintexts. They studied a different type of order preserving encryption
technique such as random order preserving function (ROPF), modular order preserving
encryption (MOPE), Generalized Order preserving encrypting (GOPE), and they
improved the security of each OPE scheme to be a pseudorandom order preserving
function. They displayed the result that help the researchers to estimate the risk and
security guarantees of using a secure OPE in their application. They proposed an
efficient transformation that can be applied to any OPE scheme (Boldyreva et al., 2011).

Popa et al. discussed order preserving encryption technique that is used to sort the order
of ciphertext that matches with the sort of the order of plaintext. Order preserving
encryption enabled database and other application to process queries involving order
over encrypted data. Authors displayed several types of OPE function and explained
mOPE function, the first order-preserving encryption technique that achieves excellent
security. The problem of mOPE function, an adversary learns nothing but the order of
elements based on the ciphertexts. They proposed a stronger notion of same-time OPE
security that allows an adversary to learn only the order of elements present in an
encrypted database. They used OPE technique by adding the random noise to increase
the ambiguity (Popa et al., 2013).

Özsoyoglu et al. discussed possibilities of encrypting the database and how to allow
querying of encrypted database efficiently. The authors believed that the best way to
protect data was by encrypt the database and allow querying over the encrypted data.
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They focused on finding the best technique to database encryption and finding the best
technique on querying over encrypted data. They classified encryption functions into
different functions such as open-Form encryption, closed-Form encryption, and
decryption function. They reviewed advantages and disadvantages of both types. They
encrypted an integer valued attributes. They used polynomial functions as the
encryption function and used the coefficients of the polynomial function as the key with
a specific range of coefficients (Özsoyoglu et al., 2003).

Ren, et al. discussed privacy preserving ranked multi keyword search leveraging
polynomial function in cloud computing. They discussed how can protect data privacy
before outsourcing to the cloud that makes the data utilization a challenging task so, it is
enabled to search over encrypted data for supporting effective and efficient data
retrieval over a large number of documents in the cloud. The authors presented how can
search over encrypted data by using encryption function and Hash function to prevent
the adversary from learning the index keywords.
The used polynomial function to hide the encryption input keywords and search query
can describe as the coefficient of the polynomial function to prevent the adversary from
learning input keyword (Ren et al., 2014).

2.3 Background
2.3.1 Cloud Computing
Cloud computing is a model of computing which is dynamically access the applications,
resources as a service from anywhere at any time. It provides data storage,
infrastructure, and applications over the network (Zhang et al., 2010).
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Cloud computing providers both hardware and software necessary to run the
applications, it provides data storage as service so; the user can use it without the need
to be in the same location as the hardware that stores the data (Hut & Cebula, 2011).

In the recent years, the cloud computing became very popular and interested by many
users because it have several advantages as listed below (Marston et al., 2011).

-

The main advantage of cloud computing is cost saving because its reduce
management cost through its offer online development and deployment through
the platform as a service model.

-

It eliminates requires of organizations to run their platforms and maintain
hardware/ software infrastructure.

-

It offers On-demand self-service to permit the user to access cloud services
through the online control panel.

-

It offers accessibility, configuration, and manipulate the application over the
network at any time.

-

It doesn't require installing software to access the application.

-

It considered an efficiency model because cloud services have standard APIs
(application program interface), which provides easy communication with two
application or data sources, also easy backup and restore data.

-

It has a feature of flexibility because it allows the user to pay per use; it means to
allow them to use the resource as much as they need.
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2.3.2 Cloud Deployment
Cloud computing is very interested from many organizations and individuals because it
does not need any development and maintenance. Cloud is an efficient model because it
provides pay per use or nothing pays for unused. Figure 2.1 shows the cloud
deployment models that are classified into six different types based on characteristics
and purpose of it.

Figure 2.1: Deployment Model Adapted (Al-Khashab, 2014)

Public Cloud
Public cloud can be used and accessed by any consumers or large industry group. In this
model, cloud service provider has the full ownership of public cloud with own policy.
The characteristics of public cloud is less secure, reduce time and cost, and it doesn't
need to maintenance it (Boampong & Wahsheh, 2012).
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Private Cloud
A private cloud can be used and accessed by the specific user. The cloud infrastructure
is managed by the organization or a third party. In this model, cloud service provider
has control over the infrastructure. Storage infrastructure associated is limited to a
single company without shared with any others. The characteristics of private cloud are
improving security, flexibility, and transparency (Boampong & Wahsheh, 2012).

Community Cloud
Community cloud can be accessed by a group of the organization. In this model, cloud
infrastructure is shared by several users that have the same policy and security
requirements. It can be managed by one of the organizations in the community or by a
third party (Boampong & Wahsheh, 2012).
Hybrid Cloud
In a hybrid cloud, the cloud infrastructure is a combination of two or more cloud
deployment types. This model has few limitations such as lack of flexibility, security.
The benefits of using this model type are to optimize organization's resources, reduce
cost while maintaining privacy and increase security (Boampong & Wahsheh, 2012).
Virtual Private Cloud
The virtual private cloud (VPC) is a combination of the private and the public cloud.
VPC represents a perfect balance between control on the private cloud and flexibility on
the public cloud. The advantage of using virtual private cloud the connection is secured
through VPN; control the security policies on the cloud (Boampong & Wahsheh, 2012).
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Personal Cloud
The personal cloud is the realization of different types of cloud deployments in which
any type of cloud deployment can become like a personal cloud. It is considered
exceptional cloud services because it provides an ideal solution for the secure sharing of
compute and storage resources. It classified into three types such as online desktop,
online storage, and web base application. Each one of these types is characterized by
free up in resources, processing power, and also in the web base application. In the
personal cloud, any device with an internet connection can consider as a personal device
via a web browser (Na et al., 2010).

2.3.3 Cloud Services
Cloud computing is a rented software that hosted in a shared environment. It is a
computing model in which virtualized resources are provided as a service over the
Internet. The important feature of cloud computing is cloud service that offers the
services through numerous delivery model. Figure 2.2 shows the architecture of cloud
computing is classified into three different services models such as Infrastructure as a
Service (IaaS), Platform as a Service (PaaS), and Software as a Service (SaaS).
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Figure 2.2: Services of Cloud Computing Adapted (Alam & Shakil, 2015)

Infrastructure as a Service (IaaS)
IaaS provides access to a fundamental resource over the network such as virtual
machine to enable cloud platforms and application to operate. It allows users to run their
operating system through virtualization software that are offered by the service
provider. Virtualization in IaaS provides scalable deployment, installation, and
maintenance of software. In this model, users have full control over server infrastructure
and also it provides only basic security (SO, 2011).
Platform as a Service (PaaS)
PaaS is a set of software and development tools on the provider's servers. PaaS support
application hosting environment, possess development infrastructure including
programming environment, tools, and configuration. PaaS Provides flexibility and all
facilities to support building and delivering web application services. The advantage of
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PasS, users can build and deploy their application without installing any tools on their
device, users are not obligated to use an expensive hardware or software to develop the
applications offered in the cloud

(SO, 2011).

Software as a Service (SaaS)
SaaS is a new of software development. In SaaS, the application is hosted as a service
so, it allows users to access their application through the network without the need to
install and run any software on their device. SaaS provides software over the network,
so users can rent software and run the application for pay- per - use instead of owning it.
SaaS is a more restrictive model than IaaS, which constrains users to use an existing set
of services, rather than deploying it (SO, 2011).
2.4 Security of Database Cloud
Cloud storage is a service of cloud computing that allows users to move their data to the
cloud. The cloud database provides Database as a Service (DaaS) as a paradigm of
cloud service model. DaaS is a new model of data management, so it managed by a
cloud administrator and allows users to create, store, retrieve their data at the host site.
The benefit of using DaaS is service provider allow users for pay per use without the
need to purchase an expensive software. With DaaS users can access their data from
anywhere on the network, therefore; DaaS is considered as a low cost of data storage.
Data privacy is considered a significant issue for any database user. With cloud
computing, the data must be protected because it will be shared with unauthorized
access. The important characteristic of the cloud is providing proper security that
represents data security, privacy, availability, and integrity (Sunitha & Prashanth, 2010).
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The important characteristic of the cloud computing poses numerous security issues.
Important things to protect data from an unauthorized user based on security
requirement are listed below (Youssef & Alageel, 2012).
-

Availability
The availability means cloud’s user can use, modify, and access their recourse at
any time from any location.

-

Integrity
The integrity means the protection of data from unauthorized users and ensures
the data is modified only by authorized access.

-

Confidentiality
Confidentiality means that only authorized user can access the sensitive or
critical data.

A Database has become an important component of cloud computing. It can be defined
as any form of structured, queryable storage that is hosted in the cloud. Cloud database
means different things to the different user (Al-hamami & Al-khashab, 2014).
The data is stored on multiple dynamic servers, rather than on the dedicated servers
used in traditional networked data storage. When storing database, the user sees a
virtual server, therefore; its provide scalability, high availability, optimized resource
allocation and multi-tenancy and (Ru et al., 2014).
Cloud multi-tenancy nature and outsourcing of sensitive data, critical application, and
cloud infrastructure causes the security and privacy problems. The data should be
encrypted before sending to the cloud to prevent unauthorized access to the original
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data. Searching for encrypted data has many challenges that need to be solved such as
access control, security, performance query optimization and key management.
Encryption is considered the biggest concern that is used to encrypt data and to prevent
unauthorized access. There are two types of the encryption technique that preserve the
operations on data such as Homomorphic encryption and Order Preserving Encryption
technique (Yogamangalam & Sriram, 2013).

To protect the cloud database must be encrypted. The encryption in the cloud will cause
a problem. Many encryption techniques are not preserving the order of data. There are
two encryption techniques are used to preserve the order such as Homomorphic and
Order Preserve Encryption technique.

Homomorphic encryption technique is use to preserve the mathematical functionality.
The encryption scheme is very useful to protect data from attackers. Encryption is
important for constructing Privacy Preserving protocols, because it’s a fundamental
issue in the cloud computing application.
This issue provides important features for cloud customers to protect their sensitive
data. The homomorphic encryption is described a special property of an encryption
scheme. That property permits users to perform computation on the ciphertext without
decrypting it or knowing the keys (Stehlé &Steinfeld, 2010(.
The homomorphic approach divided into two types: Fully Homomorphic Encryption
(FHE) and Partially Homomorphic Encryption (PHE). FHE support all arithmetic
operations over encrypted data (ciphertext) without decrypt it. Homomorphic is
considered as partially if it offers one of arithmetic operation such as additive or
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multiplicative. There are several examples of PHE such as RSA, ElGamal
Cryptosystem, Paillier Cryptosystem (Gentry, 2009).
The main operation of the database will need the indexing, for example, Binary search
and preserve the order is important for indexing. This thesis investigated the order
preserving encryption technique to preserve the order.
2.4.1 Order Preserving Encryption
The problem of search queries on encrypted data leads to use an Order Preserving
Encryption (OPE) scheme that is an important method to solve search problem and
support all logical operations. It is a deterministic encryption scheme which means its
encryption function preserves numerical ordering of the plaintexts.

OPE is a technique used for encrypting data to preserve the order and make efficient
comparison operations on the encrypted data without decrypt the operands. The security
problem of OPE is not adequate and also there is some leak of information. OPE is used
for processing SQL queries over encrypted data because it can perform order operations
on ciphertext in the same way as plaintext. OPE scheme solves the problem of searching
for encrypted data partially, but it leaks some information. The three step of OPE
constriction are: model the input and target distributions as linear splines, transform the
plaintext into uniformly distributed database, and transforming the database into the
cipher database but in this case, the database are distributed according to the target distri
bution (Agrawal et al.,2004).

OPE is a deterministic symmetric key encryption scheme. It was used to ensure that the
Ciphertext preserve the order of the plaintext. There are several types of OPE as
follows.

24

OPE scheme generates a sequence of the random number. It was used to encrypt an
integer value by adding the random number to it. This encryption technique was
considered as inefficient because it can be only used in a static system when the data has
been inserted to the database (Bebek, 2002).

Generalized Order Preserving Encryption (GOPE) scheme adopts a general
mathematical object as a ciphertext. The difference between the OPE scheme and
GOPE scheme where the ciphertext is a number in the OPE scheme while the ciphertext
in the GOPE is a mathematical object. GOPE scheme requires a special comparison
algorithm to compare between the ciphertext in the OPE and the GOPE (Boldyreva et
al., 2011).

Digit Order Preserving Encryption (DOPE) scheme used to preserve the order of data
by using a group of key agents. This scheme enables the distributed encryption to assure
that the OPE encryption key is not known by any entity in the system. DOPE has been
deployed the key agents between the database and the users. In DOPE scheme, the
master key is shared with the key agents where each key agent holds a different
encryption key. This scheme separates the key agents with a distinct key by using any
OPE scheme. The security problem of DOPE is the key agents can see the plain digit
therefore it discloses a part of the sensitive data. The adversary can use the key to
compromise the same digit for every data in the database if it compromises the database
and one of the key agents (Xiao et al., 2012).
2.4.2 Polynomial Function
A polynomial function is a function such as a quadratic, a cubic, a quartic, and so on,
involving only non-negative integer powers. Each polynomial function has a degree; the

25

degree of this function is the highest value for n where Cn is not equal to zero. A
polynomial of n degree is a function of the form: F(x) = CnXn + Cn-1 Xn-1+…+ C1X+C0.

This function is used to hide encryption keyword in search over encrypted data. Search
query describes as the coefficient of the polynomial function because the coefficient is
used to prevent the adversary from learning data. The number of coefficients is used to
measure the security level. The high number of coefficients means the high security leve
ls (Ren, et al., 2014).

Polynomial function is used to encrypt the integer value by using the iterative
operations. The polynomial function used as the encryption function. The coefficients of
the polynomial function used as a key to restrict the users from discovered the key even
if discovered the encryption function.Ozsoyoglu et al. investigated the encryption functi
on such as the polynomial function applied to each an integer value. They used the
coefficients of the polynomial as a key with the range [1-25] (Ozsoyoglu et al., 2003).

Inside the OPE technique, there are several encryption function. These functions are
Single Encryption Function, Multiple Encryption Function, Nonlossy Multiple
Encryption Function, and Generating and Encryption Function. Single Encryption
Function used a single polynomial function as the encryption function. This function
considered the degree of security is the number of constants used by the function. Single
Encryption function was used to find the inverse of the n degree of the polynomial
function. Multiple Encryption Function used n function of the polynomial and each
function has its inverse. This function used to find a sequence of encryption function.
The Multiple Encryption Function used the constant of the polynomial as the key and it
applies the sequence of function in such a way that the output of the fi(x) becomes the
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input of the fi+1(x). This function applies the inverse of each function in the sequence in
reverse order (Ozsoyoglu et al., 2003).

2.5 Summary
All related work discussed important points in the cloud computing. They discussed the
main idea of the cloud and the advantage of using it. Some of the previous work
presented the different type of cloud deployment and cloud services models which is
very useful for the researchers.
They discussed the security issues and how to protect data from unauthorized access by
using different encryption techniques. Then, they explained an efficient technique that is
used for searching over encrypted data and explained how the user can store and
retrieve the data without losing it.
This chapter presented different types of encryption technique that is used to preserve
operations on data such as Homomorphic and Order Preserving Encryption technique.
Based on the related work, this thesis investigated OPEs function and adopted the
polynomial function with several parameters to study the effect of these parameters on
the performance and security level of OPE.
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Chapter Three
OPE Comparative Analysis
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3.1 Introduction
Recently, cloud computing has become a topic of great interest but it has some problem.
One of that problem is the security which affect the data privacy. The data must be
encrypted before storing in outsourcing (cloud), the encryption provides a strong
guarantee to protect data so that, the information will be disclosed from unauthorized
used.

Due to the many researchers who have studied the field of search over encrypted data.
The problem of search over encrypted data, the encryption technique may not work well
when a user wants to retrieve files that contain certain keywords. Search over encrypted
data became a fundamental issue of great interest in the cloud computing era. Therefore;
the critical data must be encrypted before outsourcing to the cloud servers in order to
guarantee data confidentiality.

This thesis shed a light on the field of search over encrypted data. The order of data
must be preserve when searching over encrypted data. OPE is one of encryption
technique that used to preserve the order of data. OPE solves partially the problem of
searching over encrypted data, but it leaks some information. It has been adopted the
polynomial function with several parameters. These parameters are: degree of the
polynomial function, range of coefficients, key sizes, and data types/ sizes.

The purpose of each parameter as follow: this thesis used the degree of polynomial
function because it has been decided the security level of the polynomial function. It has
been used the range of coefficients depended on the Özsoyoglu et al. approach; they
used the coefficients of the polynomial function as a key with the range of coefficients
[1-25]. Therefore; this thesis has been used five different ranges of coefficients.
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This thesis used different key sizes depended on the Popa et al. approach; they added
the random noise to increase the ambiguity. Most encryption technique used the
maximum key size equal 64 bit, for example Block Cipher Encryption technique used
the maximum key size equal 64 and the Advanced Encryption Standard used the key
size equal 128 bits but it is divided into two blocks. Each block equal 64 bits, therefore;
this thesis has been used the following different key sizes: maximum key size equal 16
bits, minimum key size equal 16 bits, and the key size between maximum and
minimum. This thesis has been used three different data types to study the effect of the
data type on the performance of OPE.

The steps of the methodology is used to conduct a comparative analysis of the
performance of OPE to find the high performance with high security level by using
OPEs function. The methodology is a combination of descriptive and quantitative
research. It was mainly based on studying and implementing OPE technique
(polynomial function) and observing the performance and security level with several
parameters. It has used quantitative research for doing many experiments and analyzing
the performance of the system. When we start building the experiments, the idea was to
run all the combinations to have up to 50 degrees of the polynomial function with
several parameters while at the same time the capacity of our computer does not run the
huge degree of the polynomial with several parameter. Hence, this thesis used the
degree of polynomial function till degree 12. Finally, we found that the number of the
experiment was very huge. Because of that, we divided the experiments into four parts.
Figure 3.1 shows the proposed model consists of the three phases.
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Design and Implement OPE Technique

Run OPE Function (i) with key (j) and data (K)

Record the running time for each (i, j, k)
And
Count the number of coefficients for OPE i

Is any OPE functions
to be run

Increment i, j, k
prospectively p
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No

Compare and analyze for all (i, j, k)
and the number of coefficients

Evaluate
End
Figure 3.1: The Flowchart of the Methodology



Studying Phase

In this phase, it has been studied the type of OPEs function especially polynomial
functions with several parameters.


Design and Implementation Phase

In this phase, it has been collected the data from Northwind database then, studied the
OPE technique and adopted polynomial functions. This thesis used the polynomial
function because its security level was approved and proposed by (Ozsoyoglu et al.,
2003). Ozsoyoglu et al considered the coefficients as a key. They stated that the security
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level for each polynomial function monitored by counting their coefficients, the less
number of coefficients means less security level.

This thesis has been designed and implemented the OPE technique (polynomial
function) with several parameters. Then run the OPE technique will all the parameters
and recorded the performance (the execution time for each the parameters). It has been
computed the execution time of each experiment by using two types of counter. The
first counter was used to compute the accumulated time of the experiment. The second
counter was used to compute the average time of different data size inside the
experiment. This thesis compared and analyzed all the results for all combinations
depending on the gain of security and the gain of the performance.



Evaluation Phase

In this phase, it has been evaluated the results according to the performance and security
level for OPE function. The performance has been measured by using tools such as set
begin-time and set end time, the performance (execution time) measured by
millisecond. The security level has been measured by counting the coefficients of the
polynomial function. The less number of coefficients means less security level. The
efficiency has been computed as trade-off between performance and security level. The
optimal efficiency level would be in the situation of minimum loss in the performance
with high gain of security.
3.2 System Description
This thesis was described how to study the performance of order preserving encryption
technique. Based on the methodology, we divided our work into four procedures to

32

study the effect of using different parameters with regards to performance and security
level. Figure 3.2 illustrates the system description in details.

Figure 3.2: System Description

3.2.1 First Procedure
This procedure studies the effect of different range of coefficients on the performance of
OPE. It was used five different ranges of coefficients with fixed parameters. These
ranges are: range 0-100 with step 10, range 100-1000 with step 100, range 1000-10000
with step 1000, range 10000-100000 with step 10000, range 100000-1000000 with step
100000. The fixed parameters are: degree of polynomial function for example degree 1,
keys size for example key size equal 16 bits, and fixed data types for example integer
data type.

It studies the result of each parameter to find which range achieves the high
performance with the optimal security level.
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3.2.2 Second Procedure
This procedure studies the effect of different degree of polynomial function on the
performance of OPE. It was used nine different degrees of polynomial function with
fixed parameters. These degrees are: degree 1, degree 2, degree 3, degree 4, degree 5,
degree 6, degree 8, degree 10, and degree 12. The fixed parameters are: range of
coefficient for example range 0-100 with step 10, keys size for example key size equal
32 bits, and fixed data type for example integer data type.

It studies the results of each parameter to find which degree achieves the high
performance with an optimal security level.
3.2.3 Third Procedure
This procedure studies the effect of different data types on the performance of OPE. It
was used three different data types with fixed parameters. These data types are: integer,
string, and both (alphanumeric). The fixed parameters are: degree of polynomial
function for example degree 5, range of coefficient for example range 100-1000 with
step 100, and key size equal 64 bits.

It studies the result of each parameter to find which data type achieves the high
performance with an optimal security level.

3.2.4 Fourth Procedure
This procedure studies the effect of different key sizes on the performance of OPE. It
was used three different key sizes with fixed parameters. These key sizes are: 16 bits, 32
bits, and 64 bits. The fixed parameters are: degree of polynomial function for example
degree 8, range of coefficient for example range 1000-10000 with step 1000, and fixed
data type for example integer data type
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It studies the result of each parameter to find which key size achieves the high
performance with an optimal security level.

3.3 The Main Algorithm
This algorithm is used to compare the performance of order preserving encryption using
four procedures. Each algorithm is called depending on the desired case of comparison
as listed below:-

Case A is called algorithm one. It used for different ranges of coefficient with
fixed data type, fixed key size, and fixed degree of polynomial function.

-

Case B is called algorithm two. It used for different degrees of polynomial
function with fixed data type, fixed key size, and fixed range of coefficient.

-

Case C is called algorithm three. It used for different data types with fixed
degree of polynomial function, fixed key size, and fixed range of coefficient.

-

Case D is called algorithm four. It used for different key sizes with fixed degree
of polynomial function, fixed data type, and fixed range of coefficient.
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Algorithm 1: Main Algorithm
Algorithm: main algorithm
{
Switch(char) {

// Char: desired case

Case(A): call range of coefficient algorithm
break;
Case(B): call degree of polynomial algorithm
break;
Case(C): call data type algorithm
break;
Case(D): call key size algorithm
break;
}

Range of Coefficient Algorithm
This algorithm is used to compare the performance of OPE by using different ranges of
coefficient with fixed data type, fixed key size, and fixed degree of polynomial function
to study the effect of these ranges on the performance of OPE. These ranges were:
Range one: [0-100], step 10
Range two: [0-1000], step 100
Range three: [0-10000], step 1000
Range four: [0-100000], step 10000
Range five: [0-1000000], step 100000
This algorithm records the time of the result and compare between each other. It has
been determined which range of coefficient can achieve a good performance of OPE.
The steps of this algorithm showing as a flowchart in figure 3.3.
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Figure 3.3: Flowchart of Range of Coefficient Algorithm
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Algorithm 2: Range of Coefficient Algorithm
Algorithm: Range of Coefficient Algorithm
{
X  no. of range that is uses in this procedure
Data  Import data from Northwind database with selected data type
Degree  Input the degree of function
Key size  Input size of key
Key value  Rand key size (Key value)
Index  0
For i= 0 to x

// range [0-100], range [0-1000], range [0-1000000]

Record  no. of record that is selected from Northwind database (import data)
Beginning  Input the first value from the range of coefficient
End  Input the last value of the range of coefficient
Step Input the number of increment to the first value until reach to the last value of range
For H =1: record

// loop of record number

For J= B: Step: End
F(x) = 0
For Y= degree: -1: 0
F(x)  f(x) + (J *data [record]degree)
End for
Matrix [Index]  f(x)

// end the loop Y of functions
// this matrix use to save the result of each step of range

Index = Index + 1
End for
End for
End for

// end the loop J of range with step
// end the loop H of the no. of range
// end the loop i of the record

Index  0
W  length (matrix)
For i= 0 to w
Re-Index  Matrix [i]
Re-Index  encryption (Matrix [i] + Key value + Index)
Matrix2 [i]  Re-Index
Index  Index +1
End for
Return Matrix2
}

// end the loop that is use to save the new index
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Degree of Polynomial Algorithm
This algorithm is used to compare the performance of OPE by using different degrees of
polynomial function with fixed data type, fixed key size, and fixed range of coefficient
to study the effect of these degrees on the performance of OPE. The form of polynomial
function represented as follows: F(x) = CnXn + Cn-1 Xn-1+…+ C1X +C0.
This algorithm records the time of the result and compare between each other. It has
been determined which degree can achieve a good performance of OPE. The steps of
this algorithm showing as a flowchart in figure 3.4.
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Figure 3.4: Flowchart of Degree of Polynomial Algorithm
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Algorithm 3: Degree of Polynomial Algorithm
Algorithm: Degree of Polynomial Algorithm
{
X  no. of functions that is uses in this procedure
Data  Import data from Northwind database with selected data type
Key size  Input size of key
Key value  Rand key size (Key value)
Index  0
Beginning  Input the first value from the range of coefficient
End  Input the last value of the range of coefficient
Step Input the number of increment to the first value until reach to the last value of range
For i= 0 to x
Record  no. of record that is selected from Northwind database (import data)
Degree  Input the degree of function
For H =1: record

// loop of record number

For J= B: Step: End
F(x) = 0
For Y= degree: -1: 0
F(x)  f(x) + (J *data [record]degree)
End for
Matrix [Index]  f(x)

// end the loop Y of functions
// this matrix use to save the result of each step of range

Index = Index +1
End for
End for
End for

// end the loop J of range with step
// end the loop H of the no. of range
// end the loop i of the record

Index  0
W  length (matrix)
For i= 0 to w
Re-Index  Matrix [i]
Re-Index  encryption (Matrix [i] + Key value + Index)
Matrix2 [i]  Re-Index
Index  Index +1
End for
Return Matrix2
}

// end the loop that is use to save the new index
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Data Type Algorithm
This algorithm is used to compare the performance of OPE by using different data types
with fixed degree of polynomial function, fixed key size, and fixed range of coefficient
to study the effect of these types on the performance of OPE. This algorithm records the
time of the result and compare between each other. It has been determined which data
type can achieve a good performance of OPE. The steps of this algorithm showing as a
flowchart in figure 3.5.
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Figure 3.5: Flowchart of Data Type Algorithm
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Algorithm 4: Data Type Algorithm
Algorithm: Data Type Algorithm
{
X  no. of data type that is uses in this procedure
Degree  Input the degree of function
Key size  Input size of key
Key value  Rand key size (Key value)
Index  0
Beginning  Input the first value from the range of coefficient
End  Input the last value of the range of coefficient
Step Input the number of increment to the first value until reach to the last value of range
For i= 0 to x
Data  Import data from Northwind database with selected data type
Record  no. of record that is selected from Northwind database (import data)
For H =1: record

// loop of record number

For J= B: Step: End
F(x) = 0
For Y= degree: -1: 0
F(x)  f(x) + (J *data [record]degree)
End for // end the loop Y of functions
Matrix [Index]  f(x)
Index = Index +1
End for
End for
End for

// this matrix use to save the result of each step of range
// end the loop J of range with step
// end the loop H of the no. of range
// end the loop i of the record

Index  0
W  length (matrix)
For i= 0 to w
Re-Index  Matrix [i]
Re-Index  encryption (Matrix [i] + Key value + Index)
Matrix2 [i]  Re-Index
Index  Index +1
End for
Return Matrix2
}

// end the loop that is use to save the new index
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Key Size Algorithm
This algorithm is used to compare the performance of OPE by using different sizes of
key with fixed range of coefficient, fixed data type, and fixed degree of polynomial
function to study the effect of different sizes of key the performance of OPE.
This algorithm records the time of the results and compare between each other. It has
been determined which key size can achieve an optimal performance of OPE. The steps
of this algorithm showing as a flowchart in figure 3.6.
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Figure 3.6: Flowchart of Key Size Algorithm
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Algorithm 5: Key Size Algorithm
Algorithm: Key Size Algorithm
{
X  no. of keys that is uses in this procedure
Data  Import data from Northwind database with selected data type
Degree  Input the degree of function
Beginning  Input the first value from the range of coefficient
End  Input the last value of the range of coefficient
Step Input the number of increment to the first value until reach to the last value of range
For i= 0 to x
Key size  Input size of key
Key value  Rand key size (Key value)
Index  0
Record  no. of record that is selected from Northwind database (import data)
For H =1: record

// loop of record number

For J= B: Step: End
F(x) = 0
For Y= degree: -1: 0
F(x)  f(x) + (J *data [record]degree)
End for
Matrix [Index]  f(x)

// end the loop Y of functions
// this matrix use to save the result of each step of range

Index = Index +1
End for
End for
End for
Index  0

// end the loop J of range with step
// end the loop H of the no. of range
// end the loop i of the record

W  length (matrix)
For i= 0 to w
Re-Index  Matrix [i]
Re-Index  encryption (Matrix [i] + Key value + Index)
Matrix2 [i]  Re-Index
Index  Index +1
End for
Return Matrix2
}

// end the loop that is use to save the new index
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Chapter Four
Results and Analysis
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4.1 Overview
This chapter explains in details the experimental results and analysis. It is organized in
four sections. Section 4.2 introduces the chapter. Section 4.3 explains implementation
software. Section 4.4 explains the evaluation metrics. Section 4.5 explains the
experiments results and discusses their analysis.
4.2 Brief
The results of this thesis are to find the effect of using the polynomial function with
several parameters (Degree of polynomial, Range of coefficients, Key sizes, Data types/
sizes) on the performance of OPE. It has been implemented and designed the software
to compare and analyze the performance of OPE. Several experiments have been run
with several parameters and recorded the execution time for each data item. This thesis
computed the time for each experiment to study the performance of OPE. There were
two counters used to compute the time in each experiment. The first counter was used to
compute the accumulated time of the experiment. The second counter was used to
compute the average time of different data sizes in the same experiment. The results of
the experiment were compared and analyzed depending on the performance and security
level of OPE.
4.3 Implementation Software
This thesis has been designed and implemented a software to compare and analyze the
performance of OPE using VB.net version 2010 as programming language. The
software imported the data from Northwind database with the size of 200 records. We
found that when importing a large size of the database and ran all the parameters, the
experiment have been taken extended time because the combination of the parameters
was enormous and the experiment has not ended. In this thesis, Northwind database is
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not important and is not a parameter. Thus, it has been used the database to run several
experiments and to find the outcomes of these experiments. Therefore; we decided to
choose the 14 records from Northwind database that have all types of data (integer,
string, and both) and different data sizes (2 bytes, 3bytes, 4 bytes, 5 bytes, and 6 bytes).
It has been used the size 14 records from 200 records of the database to facilitate
studying the effect of several parameters on the performance of OPE.

The following figures displays the interfaces of the implementation software that shows
how it has been used the polynomial function with several parameters. The parameter
should be initialized before running the software. Figure 4.1 shows these parameters
and shows how to import the data with the size of 14 records from Northwind database.
The core of the implementation code is listed in Appendix E. The full implementation is
available via the email1.

Figure 4.1: Main Interface of Our Proposed Software

1

Email: Hadeel_alkazaz@yahoo.com
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Figure 4.2 shows the use of nine different degrees of polynomial function with selected
range, selected key sizes, and selected data types.

Figure 4.2: The Interface of Using Different Degree of Polynomial Function

Figure 4.3 shows the use of five different ranges of coefficients with selected degree,
selected key sizes, and selected data types.
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Figure 4.3: The Interface of Using Different Range of Coefficients

Figure 4.4 shows the use of three different key sizes with selected range, selected
degree, and selected data types.

Figure 4.4: The Interface of Using Different Key Sizes
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Figure 4.5 shows the use of three different data types with selected range, selected
degree, and selected key sizes.

Figure 4.5: The Interface of Using Different Data Types/ Sizes

4.4 Evaluation Metrics
This chapter has been used four evaluation metrics to evaluate and analyze the results of
the experiments.


The Relative Error
This metric is used to find the relative error of the performance time in different
degree of the polynomial function. It was used to compute the total of the
deviation for the degree of the polynomial function divided by the total
performance time for all degrees. The calculation of the Relative Error
(deviation) by:
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…….. (4.1)

The Relative Error =



Gain Security Level
This metric is used to find the gain of the security level as a percentage. The
gain of the security calculated as the difference between the maximum of the
parameters (degree of the polynomial, range of the coefficients, key sizes) and
the minimum of these parameters divided by the maximum of the parameters. It
has been computed the gain of the security to determine which one of these
parameters achieved the high security level.

…(4.2)

Gain Security =


Loss of Performance
This metric is used to find the loss of the performance in each experiment to
determine which parameter can achieves a high performance. It has been
computed as a percentage of the performance. The loss of the performance
calculated as the difference between the maximum time (performance time) of
the parameters (degree of the polynomial, range of the coefficients, key sizes)
and the minimum time (performance time) of these parameters divided by the
maximum of the parameters.
Loss of Performance =



–

…………(4.3)

Encryption (Re- Index)
This thesis has been used the encryption formula that is combined the two
approaches Özsoyoglu et al. and Popa et al. to study the effect of the key size
over security level as well as the performance time (execution time).
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Encryption (Re-Index) = Function value + Key value + Original Index …….. (4.4)

4.5 Experimental Results and Analysis
This section has been presented the experimental results and analysis into four parts.
These parts are: the effect of several degrees of polynomial function, the effect of
several ranges of coefficients, the effect of several key sizes, and the effect of several
data types. It has been explained how to identify the efficiency between performance
and security level. Inside each experiment, there were many different experiments
depending on several parameters that have been selected in each experiment. All of
these parts will be discussed in details in following sub-sections.

4.5.1 The effect of using different degree of polynomial function
This experiment has been used different degrees of polynomial function with several
parameters to study the effect of these degrees on the performance of OPE. Nine
different degrees of polynomial were selected. These degrees were: degree 1, degree 2,
degree 3, degree 4, degree 5, degree 6, degree 8, degree 10, and degree 12. The selected
range of coefficients was the range 0-100 with step 10. Also three different key sizes
have been selected (16 bit, 32 bit, and 64 bit), and three different data types (integer,
string, both) with four different data sizes (3 byte, 4 byte, 5 byte, and 6 byte). The
degree will decide the security level of the polynomial function. It has been computed
the accumulated time of each degree to find which one of these degrees achieves a high
performance with high security level. The average time of each data sizes has been
computed in this experiment. For this section, we have done six types of experiments
that used different degree of polynomial to study the effect of these degrees on the
performance of OPE. For the sake of brevity, this thesis will explain only one group of
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experiments (Experiment 4.5.1) and will list only the summary of other group of
experiments. More samples of the experiment results are listed in Appendix A. All
results for all experiments are available via the email. In the following only experiment
4.5.1 will be explained in details to study the effect of using different degrees with
selected parameters.

Experiment 4.5.1
This experiment has been used nine different degrees of the polynomial function with
selected integer data type, the key size equal 16 bit, and range 0-100 with step 10 to
study the effect of these degrees on the performance of OPE. It has been computed the
accumulated time of each degree to find the optimal polynomial degree. The efficient
degree is the degree which gives the highest security level with minimum loss of
performance (execution time).
Table 4.1 and figure 4.6 shows the performance time of the nine degrees. The degree 12
had the highest performance time (14.38) and degree 1 had the lowest performance time
(9.88). This means that degree 1 achieved a high performance but a low security level
since the highest polynomial degree has the highest security level. The security level for
each degree had been monitored by counting their coefficients. As expected, the high
number of coefficients means high security level. This experiment has been found the
optimal point as a trade-off between security level and performance.
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Table 4.1: Results of Different Polynomial Function with (Integer, 16 bit, Range 0-100)

DataType

KeySize

Range

EquationID

PerformanceTime

Integer

16 bit

0-100

Degree 1

9.88

Integer

16 bit

0-100

Degree 2

10.14

Integer

16 bit

0-100

Degree 3

11.79

Integer

16 bit

0-100

Degree 4

10.73

Integer

16 bit

0-100

Degree 5

12.24

Integer

16 bit

0-100

Degree 6

12.84

Integer

16 bit

0-100

Degree 8

13.15

Integer

16 bit

0-100

Degree 10

12.94

Integer

16 bit

0-100

Degree 12

14.38

Figure 4.6: Different Polynomial Function

As expected that whenever the degree of polynomial increased, the performance time
will be increased. It has been used this as a controlling factor for the experiment. It has
been noticed that as shown in table 4.1 and figure 4.6 that the performance time is
increased for almost all degrees except for degree 4 and 10 of the polynomial function.
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The total time for all degrees is 108 while the deviation for degree 4 and 10 at
maximum is 2. Equation (4.1) has been used to calculate the Relative Error (deviation).

The Relative Error =

= 4/108*100= 4%

It has been found that the error is less than 4 % in all experiments.
From table 4.1 and figure 4.6, we derived table 4.2 that is used to compare between the
security and the performance in different degrees of the polynomial function. This thesis
has been used two equations to compute the gain of security and the loss of
performance. Table 4.2 has been compared several cases to find the optimal outcomes.

Table 4.2: Compare between Security and Performance in Different Degree

Row
1
2
3
4
5

Degree
Increased the degree from 1 to 12
Increased the degree from 1 to 4
Increased the degree from 5 to 8
Increased the degree from 5 to 10
Increased the degree from 5 to 12

Gain Security Level
91%
75%
37%
50%
58%

Loss of Performance
31%
7%
6%
5%
14%

In this experiment, degree 12 of the polynomial function has the maximum security
level and the degree 1 of the polynomial has the less security level. The degree decides
the security level of the polynomial function. We suppose to compute the percentage of
the gain of the security as the different between the maximum degree of the polynomial
and the minimum degree of the polynomial divided by the maximum degree of the
polynomial.
For example, row 1 in table 4.2 computes the gain of the security by using equation
(4.2) and computes the loss of the performance by using equation (4.3).
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Gain Security Level =

= 91 %

–

Loss of Performance =

=

–

= 31%

Other examples are listed in table 4.2 which illustrates the results of the gain of security
and the loss of the performance. Also these are explained below.


When the degree of the polynomial function increased from 1 to 12, we will gain
91% security level with 31% loss of performance.



When the degree of the polynomial function increased from 1 to 4, we will gain
75% security level with 7% loss of performance.



When the degree of the polynomial function increased from 5 to 8, we will gain
37% security level with 6% loss of performance.



When the degree of the polynomial function increased from 5 to 10, we will gain
50% security level with 5% loss of performance.



Furthermore, when the degree of the polynomial function increased from 5 to
12, we will gain 58% security level with 14 % loss of performance.

The results of table 4.2 conclude that when the degree of the polynomial function is
increased from 1 to 4, the security level will gain 75% with 7% loss of performance.
This experiment has found that degree 4 of the polynomial function is the optimal
choice.
In experiment 4.5.1, there are different sizes of data inside each degree. Table 4.3 and
figure 4.7 shows the different data sizes with different degrees of the polynomial
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function. In this experiment, it has been computed the average time of each size of data
(3 byte, 4 byte, 5 byte, and 6 bytes) in different degree of polynomial function (degree1,
degree5, degree8, and degree12).
Table 4.3: Results of Different Data Sizes in Different Polynomial Function
DataType KeySize
Integer
Integer
Integer
Integer

16 bit
16 bit
16 bit
16 bit

Range DataSize Degree 1 Degree 5 Degree 8 Degree 12
0-100
0-100
0-100
0-100

3 byte
4 byte
5 byte
6 byte

0.34
0.34
0.34
0.39

0.43
0.44
0.41
0.48

0.501
0.45
0.51
0.46

0.506
0.52
0.507
0.51

Avg.
TDDsize
0.44
0.43
0.44
0.46

Figure 4.7: Different Data Sizes with Different Polynomial Function

From table 4.3 and figure 4.7, we derived table 4.4 that is used to compare between the
security and the performance with different data sizes. Table 4.4 has been compared
several cases to find the optimal outcomes.
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Table 4.4: Compare between Security and Performance with Different Data Sizes

Data Size
3 byte

4 byte

5 byte

6 byte

Gain Security Level
1. Increased the size of data from 3 to 6 byte in Degree 1 50%
2. Increased the degree from 1 to 5
80%
3. Increased the degree from 1 to 8
87%
4. Increased the degree from 1 to 12
91%
1. Increased the degree from 1 to 5
80%
2. Increased the degree from 1 to 8
87%
3. Increased the degree from 1 to 12
91%
1. Increased the degree from 1 to 5
80%
2. Increased the degree from 1 to 8
87%
3. Increased the degree from 1 to 12
91%
1. Increased the degree from 1 to 5
80%
2. Increased the degree from 1 to 8
87%
3. Increased the degree from 1 to 12
91%

Loss of Performance
12%
20%
32%
32%
22%
24%
34%
20%
32%
32%
18%
15%
23%

It has been computed the gain of security and the loss of the performance with different
data sizes as a percentage and then compared between them. From table 4.4, we noticed
the following:1. Data size (3 byte)


Increasing the size of data in degree 1of the polynomial from 3 to 6 bytes
will gaining 50% security level with 12% losing of performance.



When the degree increased from 1 to 5 of the polynomial function, we will
gain 80% security level with 20% loss of performance.



When the degree increased from 1 to 8 of the polynomial function, we will
gain 87% security level with 32% loss of performance.



When the degree increased from 1 to 12 of the polynomial function, we will
gain 91% security level with 32% loss of performance.
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2. Data size (4 byte)


When the degree increased from 1 to 5 of the polynomial function, we will
gain 80% security level with 22% loss of performance.



When the degree increased from 1 to 8 of the polynomial function, we will
gain 87% security level with 24% loss of performance.



When the degree increased from 1 to 12 of the polynomial function, we will
gain 91% security level with 34% loss of performance.

3. Data size (5 byte)


When the degree increased from 1 to 5 of the polynomial function, we will
gain 80% security level with 20% loss of performance.



When the degree increased from 1 to 8 of the polynomial function, we will
gain 87% security level with 32% loss of performance.



When the degree increased from 1 to 12 of the polynomial function, we will
gain 91% security level with 32% loss of performance.

4. Data size (6 byte)


When the degree increased from 1 to 5 of the polynomial function, we will
gain 80% security level with 18% loss of performance.



When the degree increased from 1 to 8 of the polynomial function, we will
gain 87% security level with 15% loss of performance.



When the degree increased from 1 to 12 of the polynomial function, we will
gain 91% security level with 23% loss of performance.

The results of table 4.4 conclude that when the degree is from 1 to 8 of the polynomial
function will gain 87% security level with loss 15% performance. This experiment has
been found that degree 8 with data size (6 bytes) is the optimal outcomes.
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4.5.2 The effect of using different range of coefficients
This experiment has been used different range of coefficients with several parameters to
study the effect of these ranges on the performance of OPE. Five different ranges of
coefficients were selected. These ranges were range 0-100 with step 10, range 100-1000
with step 100, range 1000-10000 with step 1000, range 10000-100000 with step 10000,
and range 100000-1000000 with step 100000. The selected degrees of polynomial
function were degree1 and degree 10. Also three different key sizes have been selected
(16 bit, 32 bit, 64 bit), and three different data types (integer, string, both) with different
data sizes (3 byte, 4 byte, 5 byte, and 6 byte).

It has been computed the accumulated time of each range to find which one of these
ranges achieves a high performance with high security level. The average time of each
data sizes has been computed in this experiment. For this section, we have done six
types of experiments that is used different range of coefficients to study the effect of
these ranges on the performance of OPE. For the sake of brevity, this thesis will explain
only one group of experiments (i.e. Experiment 4.5.2) and will list only the summary of
other group of experiments. More samples of the experiment results are listed in
Appendix B. All results for all experiments are available via the email. In the following
only experiment 4.5.2 will be explained in details to study the effect of using different
range of coefficients with selected parameters.

Experiment 4.5.2
This experiment has been used the same parameters in the previous experiment but in
this time, we used the different range of coefficient instead of different degrees of the
polynomial. This experiment was used five different ranges of coefficients with selected
degree 1 of the polynomial function, integer data type, the key size equal 16 bit to study
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the effect of these ranges on the performance of OPE. It has been computed the
accumulated time of each range to find the optimal range of coefficient. The efficient
range is the range which gives the highest security level with the minimum loss of
performance (execution time).
Table 4.5 and figure 4.8 shows the performance time of the five ranges. The range
10000-100000 had the highest performance time (11.08) and the range 100-1000 had
the lowest performance time (9.94). This means that the range 100-1000 achieved a
high performance. The security level for each range has been monitored by the number
of coefficients. The less number of coefficients means that the less security level. This
experiment has been found the optimal point as trade-off between security level and
performance.

Table 4.5: Results of Different Ranges of Coefficients

EquationID DataType KeySize Range of Coefficients Step

PerformanceTime

Degree 1
Degree 1
Degree 1
Degree 1
Degree 1

10.54
9.94
10.26
11.08
11.01

Integer
Integer
Integer
Integer
Integer

16 bit
16 bit
16 bit
16 bit
16 bit

0 - 100
100 - 1000
1000 - 10000
10000 - 100000
100000 - 1000000

10
100
1000
10000
100000
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Figure 4.8: Different Ranges of Coefficient

As expected that whenever the range of coefficient increased, the performance time will
be increased. It has been used this as a controlling factor for this experiment. It has been
noticed that as shown in table 4.5 that the performance time is increased for all ranges
except for range 100-1000 and 100000-1000000. The total time for all ranges is 53
while the deviation for range 1000 and 1000000 at maximum is 2. Equation (4.1) has
been used to calculate the Relative Error (deviation).
The Relative Error =

= 4/53*100 = 8 %

It has been found that the error is less than 8 % in all experiments.

From table 4.5 and figure 4.8, we derived table 4.6 that is used to compare between the
security and the performance in different ranges of coefficients. Table 4.6 has been
compared several cases to find the optimal choice.
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Table 4.6: Compare between Security and Performance in Different Range

Row
1
2
3
4
5

Range
Increased the range from 100 to 100,000
Increased the range from 100 to 1000,000
Increased therange from 1000 to 10,000
Increased therange from 1000 to 100,000
Increased the range from 1000 to 1000,000

Gain Security Level
99%
99%
90%
99%
99%

Loss of Performance
4%
4%
3%
10%
9%

In this experiment, the range of coefficients decides the security level. The range
1000000 has the maximum security level and range 1000 has the minimum security
level. From table 4.6, we noticed that the gain of security is always between 90% and
99% because this thesis was used the large range of coefficients. This experiment
focused on the loss of performance and it has been considered that the minimum loss of
performance is the optimal range of coefficient.
For example, row 1 in table 4.6 computes the gain of the security by using equation
(4.2) and computes the gain of the performance by using equation (4.3).

Gain Security Level =

= 99 %

–

Loss of Performance =

=

–

= 4%

Other examples are listed in table 4.6 which illustrates the results of the gain of security
and the loss of the performance. Also these are explained below.


When the range of coefficient increased from 100 to 100,000, we will gain 99%
security level with 4% loss of performance.
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When the range of coefficient increased from 100 to 1000,000, we will gain
99% security level with 4% loss of performance.



When the range of coefficient increased from 1000 to 10,000, we will gain 90%
security level with 3% loss of performance.



When the range of coefficient increased from 1000 to 100,000, we will gain
99% security level with 10% loss of performance.



Furthermore, when the range of coefficient increased from 1000 to 1000,000, we
will gain 99% security level with 9% loss of performance.

The results of table 4.6 conclude that the range of coefficient is increased from 1000 to
10000, we will gain 90% security level with 3% loss of performance. This experiment
has been found that range 10000 is the best optimal choice.

In experiment 4.5.2, there are four different data sizes inside each range. Table 4.7 and
figure 4.9 shows the different data sizes with different range of coefficients. The
average time of each size of data has been computed. These sizes were: 3 bytes, 4 bytes,
5 bytes, and 6 bytes in different range of coefficients.

Table 4.7: Results of Different Data Sizes in different Range of Coefficients

DataType KeySize DataSize
Integer
Integer
Integer
Integer

16 bit
16 bit
16 bit
16 bit

3 byte
4 byte
5 byte
6 byte

Range
0- 100
0.71
0.69
0.68
0.78

Range
100 - 1000
0.68
0.66
0.65
0.71

Range
1000 - 10000
0.66
0.69
0.72
0.73

Range
10000- 100000
0.73
0.73
0.78
0.79

Range
100000 -1000000
0.74
0.74
0.71
0.78

Avg.
TDDsize
0.704
0.702
0.708
0.75
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Figure 4.9: Different Data Sizes in Different Range of Coefficients

From table 4.7 and figure 4.9, we derived the table 4.8 that is used to compare between
the security and the performance with different data sizes. Table 4.8 has been compared
several cases to find the optimal choice.
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Table 4.8: Compare between Security and Performance with Different Data Sizes
Data Size
3 byte 1.Increased thesize of data from 3 to 6 byte in Range 0 -100
2.Increased the range from (0 - 100) to (10000 -100,000)
3.Increased the range from (0 - 100) to (100,000 -1000,000)
4.Increased the range from (100 - 1000) to (10000 -100,000)
5.Increased the range from (1000 - 10000) to (10000 - 100,000)

Gain Security Level Loss of Performance
50%
8%
75%
2%
80%
4%
50%
6%
25%
9%

4 byte

1.Increased the range from (0 -100) to (10000 -100,000)
2.Increased the range from (0 -100) to (100,000 -1000,000)
3.Increased the range from (100 -1000) to (10000 -100,000)
4.Increased the range from (1000 -10000) to (10000 -100,000)

75%
80%
50%
25%

5%
6%
9%
5%

5 byte

1.Increased the range from (0 -100) to (10000 -100,000)
2.Increased the range from (0 -100) to (100,000 -1000,000)
3.Increased the range from (100 -1000) to (10000 -100,000)
4.Increased the range from (1000 -10000) to (10000 -100,000)

75%
80%
50%
25%

12%
4%
16%
7%

6 byte

2.Increased the range from (0 -100) to (100,000 -1000,000)
3.Increased the range from (100 -1000) to (10000 -100,000)
4.Increased the range from (1000 -10000) to (10000 -100,000)

75%
50%
25%

0%
10%
7%

It has been computed the gain of security by using equation (4.2) and the loss of the
performance by using equation (4.2) with different data sizes as a percentage and then
compared between them. From table 4.8, we noticed the following.
1. Data size (3 byte)


Increasing the size of data in range (0-100) of coefficients from 3 to 6 bytes
will gaining 50% security level with 8% losing of performance.



When the range of coefficients increased from (0- 100) to (10000 –
100,000), we will gain 75% security level with 2% loss of performance.



When the range increased from (0- 100) to (100,000 –1000, 000), we will
gain 80% security level with 4% loss of performance.



When the range increased from (100- 1000) to (10000- 100,000), we will
gain 50% security level with 6% loss of performance.
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When the range increased from (1000- 10000) to (10000- 100,000), we will
gain 25% security level with 9% loss of performance.

2. Data size (4 byte)


When the range increased from (0-100) to (10000 –100,000), we will gain
75% security level with 5% loss of performance.



When the range increased from (0-100) to (100,000- 1000, 000), we will
gain 80% security level with 6% loss of performance.



When the range increased from (100-1000) to (10000- 100,000), we will
gain 50% security level with 9% loss of performance.



When the range increased from (1000-10000) to (10000-100,000), we will
gain 25% security level with 5% loss of performance.

3. Data size (5 byte)


When the range increased from (0-100) to (10000–100,000), we will gain
75% security level with 12% loss of performance.



When the range increased from (0-100) to (100,000–1000, 000), we will
gain 80% security level with 4% loss of performance.



When the range increased from (100-1000) to (10000-100,000), we will
gain 50% security level with 16% loss of performance.



When the range increased from (1000-10000) to (10000-100,000), we will
gain 25% security level with 7% loss of performance.

4. Data size (6 byte)


When the range increased from (0-100) to (100,000–1000, 000), we will
gain 75% security level with 0% loss of performance.



When the range increased from (0-100) to (100,000–1000, 000), we will
gain 50% security level with 10% loss of performance.
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When the range increased from (1000-10000) to (10000-100,000), we will
gain 25% security level with 7% loss of performance.

The results of table 4.8 conclude that the range of coefficients is increase from (0-100)
to (100,000–1000, 000) will gain 75% security level with no losing of performance.
This experiment has been found that range (100,000 - 1000, 000) with data size (6
bytes) is the best optimal choice.

4.5.3 The effect of using different key size
This experiment has been used different key sizes with several parameters to study the
effect of these keys on the performance of OPE. Three different key sizes were selected.
These key-sizes were: 16 bits, 32 bits, and 64 bits. For the sake of brevity, only four
degrees have been selected. The selected degrees of the polynomial function were
degree1, degree5, degree8, and degree12 of the polynomial function. Also three
different data types have been selected (integer, string, and both) with different data
sizes (3 byte, 4 byte, 5 byte, 6 byte), and the range of coefficients was the range 0 -100,
step 10. The key-size will decide the security level of the encryption function. The
higher key-size will give a higher security level.
Keys and keys-sizes have essential role in deciding the security level for OPEs. There
were two approaches for using the keys to enhance the security of OPEs. Therese were
(Özsoyoglu et al., 2003) and (Popa et al., 2009). In Özsoyoglu et al. approach, they used
the polynomial function as the encryption function. They used the coefficients of the
polynomial function as a key with the range of coefficient [1-25]. However, Popa et al.
enhanced the OPE security by adding a random noise to increase the ambiguity which
consequently enhance the security level.
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This thesis combined the above two approaches to study the effect of key-size over
security level as well as the performance (execution time). It has been used an
encryption formula that combined the two approaches (Equation 4.4). In Equation 4.4,
the function value represents the value of the polynomial for several inputs with
different degrees and different coefficients. The effect of this function will represent
effect of Özsoyoglu et al. approach. In addition to equation 4.4, Key
generated randomly for each key size.

value

has been

The key value represents the Popa et al.

approach. Many experiments have been done using Equation 4.4 and the execution time
has been recorded. The new index will be used re-index of existing data in the database.
Encryption (Re-Index) = Function value + Key value + Original Index
The value of the re-index must be an integer value to facilitate the search over encrypted
data. It has been computed the accumulated time of each key to find which one of these
keys achieves a high performance with high security level. The average time of each
data sizes has been computed in this group of experiments. We have done several
experiments using different key sizes (three sizes), different data types, and different
polynomial degrees to study the effect of these keys on the performance of OPE. For the
sake of brevity, this thesis will explain only one group of experiments (i.e. Experiment
4.5.3) and will list only the summary of other group of experiments. More samples of
the experiment results are listed in Appendix C. All results for all experiments are
available via the email. In the following, only experiment 4.4.3 will be explained in
details to study the effect of using different key-sizes with selected parameters.
Experiment 4.5.3
This experiment has been used the same parameters in the experiment 4.5.1 and
experiment 4.5.2 but in this time, we used the different key sizes instead of different
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degrees of polynomial and different range of coefficient. This experiment used three
different key sizes with selected integer data type, degree 1 of polynomial function, and
selected range of coefficient 0-100 with step 10 to study the effect of three different key
sizes on the performance of OPE. It has been computed the accumulated time of each
key size to find the optimal key size.
Table 4.9 and figure 4.10 shows the performance time of the three key sizes. The key
size equal 16 bit had the lowest performance time (8.76) and the key size equal 64 bit
had the highest performance time (12.08). As expected, the large size of key means high
security level. This experiment has been found the optimal point as a trade- off between
security level and performance.
Table 4.9: Results of Different Key Sizes

EquationID

DataType

Range

KeySize

PerformanceTime

Degree 1
Degree 1

Integer
Integer
Integer

0-100
0-100

16 bit
32 bit

0-100

64 bit

8.76
9.73
12.08

Degree 1

Figure 4.10: Results of Different Key Sizes
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From table 4.9 and figure 4.10, we derived table 4.10 that is used to compare between
the security and the performance in different key sizes. Table 4.10 has been compared
several cases to find the best optimal choice.
Table 4.10: Compare between Security and Performance in Different Key Size

Row
1
2
3

Key Size
Increased the Key from 16 bit to 32 bit
Increased the Key from 16 bit to 64 bit
Increased the Key from 32 bit to 64 bit

Gain Security Level
50%
75%
50%

Loss of Performance
9%
27%
19%

In this experiment, key size equal 64 bits has the maximum security level and the key
size equal 16 bits has the minimum security level. We suppose to compute the
percentage of the gain of the security as the different between the maximum key size
and the minimum key size divided by the maximum key size.
For example, row1 in table 4.10 computes the gain of the security by using equation
(4.2) and computes the loss of the performance by using equation (4.3).

Gain Security Level =

= 50 %
–

Loss of Performance =

=

–

= 9%

Other examples are listed in table 4.10 which illustrates the results of the gain of
security and the loss of the performance.


When the key size increased from size equal 16 bit to size equal 32 bit, we will
gain 50% security level with 9% loss of performance.
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When the key size increased from size equal 16 bit to size equal 64 bit, we will
gain 75% security level with 27% loss of performance.



When the key size increased from size equal 32 bit to size equal 64 bit, we will
gain 50% security level with 19% loss of performance.

The results of table 4.10 conclude that when the key size is increased from size
equal 16 bits to size equal 32 bits; the security level will gain 50% with loss 9%
performance. This experiment has been found that key size equal 32 bit is the best
optimal choice.

In experiment 4.5.3, there are different sizes of data inside each key size. Table 4.11 and
figure 4.11 shows the different data sizes with different key sizes. It has been computed
the average time of each size of data (3 bytes, 4 bytes, 5 bytes, and 6 bytes) in different
key size (16 bits, 32 bits, and 64 bits).

Table 4.11: Results of Different Data Sizes in Different Key Sizes

EquationID DataType Range
Degree 1

Integer
Integer
Integer
Integer

0-100
0-100
0-100
0-100

DataSize
3 byte
4 byte
5 byte
6 byte

Key 16 bit Key 32 bit Key 64 bit
0.31
0.31
0.31
0.37

0.32
0.37
0.408
0.33

0.49
0.39
0.38
0.34

Avg.
TDDsize
0.37
0.35
0.36
0.34
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Figure 4.11: Different Data Sizes in Different Key Sizes

From table 4.11 and figure 4.11, we derived table 4.12 that is used to compare between
the security and the performance with different data sizes. Table 4.12 has been
compared several cases to find the optimal choice.

Table 4.12: Compare between Security and Performance with Different Data Sizes

Data Size
3 byte 1. Increased the size of data from 3 to 6 byte in Key size16 bit
2. Increased the key size from 16 bit to 32 bit
3. Increased the key size from 16 bit to 64 bit
4. Increased the key size from 32 bit to 64 bit

Gain Security Level Loss of Performance
50%
16%
50%
3%
75%
36%
50%
43%

4 byte

1. Increased the key size from 16 bit to 32 bit
2. Increased the key size from 16 bit to 64 bit
3. Increased the key size from 32 bit to 64 bit

50%
75%
50%

16%
20%
5%

5 byte

1. Increased the key size from 16 bit to 32 bit
2. Increased the key size from 16 bit to 64 bit

50%
75%

22%
18%

6 byte

1. Increased the key size from 32 bit to 64 bit

50%

2%
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It has been computed the gain of the security by using equation (4.2) and the loss of the
performance by using equation (4.2) with different data sizes as a percentage and then
compared between them. From table 4.12, we noticed the following:1. Data size (3 byte)


Increase the size of data in key size equal 16 1 from (3 byte) to (6 byte) will
gain 50% security level with 16% loss of performance.



Increase the key size from key size equal 16 bit to key size equal 32 bit will
gain 50% security level with 3% loss of performance.



Increase the key size from key size equal 16 bit to key size equal 64 bit will
gain 75% security level with 36% loss of performance.



Increase the key size from key size equal 32 bit to key size equal 64 bit will
gain 50% security level with 34% loss of performance.

2. Data size (4 byte)


Increase the key size from key size equal 16 bit to key size equal 32 bit will
gain 50% security level with 16% loss of performance.



Increase the key size from key size equal 16 bit to key size equal 64 bit will
gain 75% security level with 20% loss of performance.



Increase the key size from key size equal 32 bit to key size equal 64 bit will
gain 50% security level with 5% loss of performance.

3. Data size (5 byte)


Increase the key size from key size equal 16 bit to key size equal 32 bit will
gain 50% security level with 22% loss of performance.



Increase the key size from key size equal 16 bit to key size equal 64 bit will
gain 75% security level with 18% loss of performance.
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4. Data size (6 byte)


Increase the key size from key size equal 32 bit to key size equal 64 bit will
gain 50% security level with 2% loss of performance.

The results of table 4.12 conclude that when using data size (6 byte) and the key size is
increased from size equal 32 bit to size equal 64 bit, the security level will gain 50%
with loss 2% performance. This experiment has been found that key size equal 64 bit is
the best optimal choice.

4.5.4 The effect of using different data type
This experiment has used different data types with several parameters to study the effect
of these types on the performance of OPE. Three different data types were selected.
These types were: integer, string, both (integer and string). The selected degrees of the
polynomial function were degree 1, degree 5, degree 8, and degree 12 of the polynomial
function. Also three different key sizes have been selected (16 bit, 32 bit, 64 bit), and
the range of coefficient was the range 0-100, step 10. It has been computed the
accumulated time for each data type to find which one of these types achieves a high
performance with high security level. The average time of each data size has been
computed in this experiment. From results of using different data types, we noticed the
following:


In the integer data type, there were four different data sizes: 3 bytes, 4 bytes
, 5bytes, and 6 bytes. In the string and both data type, there are five
different data sizes: 2 byte, 3 byte, 4 byte, 5 byte, and 6 bytes.



In order to find the effect of string and both data type, we need to convert it
to number. Using the concatenation of the ASCII for each character as a
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value in the polynomial function has caused many overflow problems.
Therefore; this thesis has been used the summation of ASCII for each
character instead of the concatenation to prevent the overflow problems.


Converting the string or alphanumeric data types to the ASCII code using
the summation of the ASCII codes will cause the size of data to be 3 bytes.
This is due to that the maximum data size was 6 characters with maximum
ASCII codes summation 999 (3 bytes).



The results showed that the data type affect the performance of OPE but it
is not significant.

This thesis has been done several experiments using different data types (three types),
different key sizes, and different polynomial function. It has been studied the effect of
these types on the performance of OPE with several data types and several polynomial
degrees. For the sake of brevity, this thesis will explain only one group of experiments
(i.e. Experiment 4.5.4) and will list only the summary of other group of experiments.
More samples of the experiment results are listed in Appendix D. All results for all
experiments are available via the email. In the following only experiment 4.5.4 will be
explained in details to study the effect of using different types with selected parameters.

Experiment 4.5.4
This experiment used the same parameters in the experiment 4.5.1, experiment 4.5.2
and experiment 4.5.3 but in this time, we used the different data types instead of
different degrees of polynomial, different range of coefficient and different key sizes to
study the effect of three different data types on the performance of OPE. This
experiment used three different data types with selected degree1 of polynomial function,
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range of coefficient (range 0-100, step 10) and the key size equal 16 bit. It has been
computed the accumulated time to find the optimal outcomes of the data type.
Table 4.13 and figure 4.12 shows the performance time of the three types of data. The
integer data type had the lowest performance time (8.48) and the both data type had the
highest performance time (11.14). As expected, the integer data type achieves a good
performance and the both data type achieves the worst performance. This experiment
has been found the optimal point between security level and performance.

Table 4.13: Results of Different Data Types

EquationID

KeySize

Range

DataType

PerformanceTime

Degree 1

16 bit

0 -100

Integer

8.48

Degree 1

16 bit

0 -100

String

10.55

Degree 1

16 bit

0 -100

Both

11.14

Figure 4.12: Results of Different Data Types

In experiment 4.4.4, there are three different data types. Table 4.14 and figure 4.13
shows the different data sizes in the integer data type with different degree of the
polynomial function. It has been computed the average time of each size of data (3 byte,
4 byte, 5 byte, 6 byte) in different degrees of the polynomial function.
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Table 4.14: Results of Different Data Sizes with Integer Data Type

DataType Key Size Range DataSize Degree 1 Degree 5 Degree 8 Degree 12
Integer
Integer
Integer
Integer

16 bit
16 bit
16 bit
16 bit

0 -100
0 -100
0 -100
0 -100

3 byte
4 byte
5 byte
6 byte

0.29
0.3
0.29
0.36

0.35
0.36
0.35
0.4

0.37
0.37
0.39
0.43

0.37
0.36
0.36
0.41

Avg.
TDDSize
0.34
0.34
0.34
0.4

Figure 4.13: Results of Different Data sizes with Integer Data Type

From table 4.14 and figure 4.13, we derived table 4.15 that is used to compare between
the security and the performance with different data sizes. Table 4.15 has been
compared several cases to find the optimal outcomes.
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Table 4.15: Compare between Security and Performance with Different Data Sizes

Row
1
2
3
4
5
6
7
8
9
10
11
12
13
14
15
16

Data Size
3 byte
1. Increased the size of data from 3 to 6 byte in Degree 1
2. Increased the degree from 1 to 5
3. Increased the degree from 1 to 8
4. Increased the degree from 1 to 12

Gain Security Level
50%
80%
87%
91%

Loss of Performance
19%
17%
21%
21%

4 byte

1. Increased the degree from 1 to 5
2. Increased the degree from 1 to 8
3. Increased the degree from 1 to 12

80%
87%
91%

16%
18%
16%

5 byte

1. Increased the degree from 1 to 5
2. Increased the degree from 1 to 8
3. Increased the degree from 1 to 12

80%
87%
91%

17%
25%
19%

6 byte

1. Increased the degree from 1 to 5
2. Increased the degree from 1 to 8
3. Increased the degree from 1 to 12

80%
87%
91%

10%
16%
12%

For example, row1 in table 4.15 computes the gain of the security by using equation
(4.2) and the gain of the performance by using equation (4.3).

Gain Security Level =

= 50 %
–

Loss of Performance =

=

–

= 19%

Other examples are listed in tables 4.15 which illustrate the results of the gain security
and the gain of the performance. Also these are explained below.
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1. Data size (3 byte)


Increasing the size of data in degree 1 from 3 to 6 bytes will gaining 50%
security level with 19% losing of performance.



When the degree increased from 1 to 5, will gain 80% security level with
17% loss of performance.



When the degree increased from 1 to 8, we will gain 87% security level with
21% loss of performance.



When the degree increased from 1 to 12, we will gain 91% security level
with 21% loss of performance.

2. Data size (4 byte)


When the degree increased from 1 to 5, we will gain 80% security level with
16% loss of performance.



When the degree increased from 1 to 8, we will gain 87% security level with
18% loss of performance.



When the degree increased from 1 to 12, we will gain 91% security level
with 16% loss of performance.

3. Data size (5 byte)


When the degree increased from 1 to 5, we will gain 80% security level with
17% loss of performance.



When the degree increased from 1 to 8, we will gain 87% security level with
25% loss of performance.



When the degree increased from 1 to 12, we will gain 91% security level
with 19% loss of performance.

4. Data size (6 byte)
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When the degree increased from 1 to 5, we will gain 80% security level with
10% loss of performance.



When the degree increased from 1 to 8, we will gain 87% security level with
16% loss of performance.



When the degree increased from 1 to 12, we will gain 91% security level
with 12% loss of performance.

The results of table 4.15 conclude that the data sizes of the integer data type are not
significant. It has been found that when using data size (6 bytes) and increasing the
degree of the polynomial function from 1 to 5 will gain 80% security level with loss
10% performance. Therefore; the data size (6 bytes) is the optimal outcomes compared
with others.
Table 4.16 and figure 4.14 shows the results of string data type when use different
degrees of the polynomial function. The string data type has been converted to the
ASCII code by using the summation number of the ASCII codes. Thus, the size of data
will be 3 bytes instead of different size of data. This is due to that the maximum data
size was

6 characters and the maximum summation of the ASCII code was 999 (3

bytes). The results showed that the string data type affects the performance of OPE but
it is not significant.
Table 4.16: Results of Different Data Sizes in String Data Type

DataType Key Size Range

DataSize Degree 1 Degree 5 Degree 8 Degree 12

String

3 byte

16 bit

0 -100

0.37

0.37

0.38

0.38

Avg.
TDDSize
0.37
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Figure 4.14: Results of Different Data Sizes in String Data Type

Table 4.17 and figure 4.15 shows the results of both data type when use different
degrees of the polynomial function. The both data type has been converted to the ASCII
code by using the summation number of the ASCII codes. Thus, the size of data will be
3 bytes instead of different size of data. This is due to that the maximum data size was 6
characters and the maximum summation of the ASCII code was 999 (3 bytes). The
results showed that the both data type affects the performance of OPE but it is not
significant.
Table 4.17: Results of Different Data Sizes in Both Data Type

DataType Key Size Range

DataSize Degree 1 Degree 5 Degree 8 Degree 12

Avg.
TDDSize

Both

3 byte

0.4

16 bit

0 -100

0.38

0.41

0.42

0.41
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Figure 4.15: Results of Different Data Sizes in Both
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Chapter Five
Conclusion and Future Work
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5.1 Conclusion
This thesis concludes its finding in identifying the excellent analysis that can give us the
maximum security level with minimum execution time. The finding of this research was
to study the performance and security level of the polynomial function with several
parameters (degree of the polynomial, range of coefficients, key sizes, data types/sizes).
This thesis contributes in identify:


The parameters that affect the performance and security of OPEs.



The efficiency for many cases for several parameters as a trade-off between
performance and security level.



The optimal efficiency as the minimum loss in the performance with a high gain
of security.

It has been built many experiments depending on the problem of OPE to achieve the
main goal of this research. This thesis accomplished many experiments to study the
effect of several parameters on the performance of OPE. It was found the optimal point
as a trade-off between security level and performance. The thesis has been computed the
gain of security and the gain of the performance as a percentage and then compared
between them. The results of the experiment will be presented as follows:
- Effect of using different degrees of polynomial function



This thesis found that when increased the degree of the polynomial from 1 to 4,
we will gain 75% security level with 7% loss performance.



This thesis has been found that degree 4 of the polynomial function is the
optimal outcomes.

- Effect of using different ranges of coefficients


This thesis has been found that increasing the range of coefficients from 1000 to
10000 will gaining 90% security level with 3% losing performance.
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This thesis has been found that range of coefficients 10000 is the optimal
outcomes.

-

Effect of using different key sizes


This thesis has been found that increasing the size of key from size equal 16 bits
to size equal 32 bits will gaining 50 % security level with 9% losing
performance.



This thesis has been found that key size equal 32 bits is the optimal outcomes.

- Effect of using different data types



This thesis has been found that the data types affect the performance of OPE but
it is not significant.

This thesis has been implemented and designed a software to compare and analyze the
performance of OPE. It has been run the software by using all the parameters and
recorded the running time for each parameter. It has been computed the time for each
experiment to study the performance of OPE. The results of the experiment has been
compared and analyzed depending on loss of the performance and the gain security
level of OPE.

5.2 Future Work
The comparative analysis for the performance of OPE in this thesis give strong basis for
a number of interesting directions for future work, which will lead to improve the
security level and the performance of OPE. We plan to study the effect of using nonpolynomial function on the performance. Additionally, using database operation such
as select, insert, delete, and update to compute the re-index time and to enhance the
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performance and security level of OPE. Finally, enhance the OPE technique to reduce
the leakage of information.
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Appendix
The results of the experiment are very huge. This thesis has been presented a sample of
the results. For full results, you can contact the author via the email 2
A. Results of using different degree of polynomial function

2

Email address: Hadeel_alkazaz@yahoo.com
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B. Results of using Different Ranges of Coefficients
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C. Results of using Different Key Sizes

108

109

110

111

112

113

D. Results of using Different Key Sizes
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E. Sample of the implementation code

The researcher divided the implementation code into four sections depending on the
proposed solution. For full implementation code, you can contact the author via the
email.
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