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ABSTARCT
Mobile Trade Agent security
By
Shaima Hameed Al-Khalifa
Supervised by

Prof. Mohammad Al- Haj Hassan

Recently, e-commerce had been widely spread, apdnancan buy or
sell online a certain product or service anywheks. a result, this
increased the need to find the best product withldbst price. All of
these led to use mobile agent trade systems torperhis task. Such
systems should have the capability to act in bebfathe user and roam

sites to find the list of goods or products wittstogrice.

Unfortunately, a mobile agent system has somealdedages, like being
attacked by malicious hosts who try to steal anobtaye the mobile

agent's data (the client credit card number fongta).

Mobile agent system can be more successful andidrdty used, if the
security problems had been solved. The securitiyasnajor concern for
Mobile agent system especially when the money wslued. Thus, we
need a protection mechanism to ensure the integnty safety of agent

information.

In this thesis, an approach for protecting mobgerda had been designed,
and a two-phase encryption protection applicatiad heen built using

two cryptography algorithms: RSA & Elgamal. The posed approach

has been implemented and tested.
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Chapter One

Introduction to Mobile Trade Agent System

1.1 Introduction

The Inter-networked environment, such as thertet, has made
electronic commerce transactions more availabla thefore, which
also cause the increase of information about good®rvices on the

Internet.

The amount of information that is available be tnternet is much
large that it becomes near impossible for humanasib each site on
the internet, analyze this information and chobseltest merchandise

to trade.

Therefore, there is a need for a trade agent that roam sites,
evaluate and decide where it is best to buy orgasds on behalf of
the user (Agel, Aboud & Ahmed ,2007) .

Agents are independent pieces of software capalbl acting
autonomously in response to input from their envinent. Agents
have different abilities, but typically possess téguired functionality

to fulfill their design objectives.

Software agents should also have the ability to aadbnomously
without direct human interaction, be flexible, amda multi-agent
system, be able to communicate with other agengsngbsocial).
Agents are, to various degrees, aware of theirenment, which also

can be affected by the agents’ actions. A mobikenags a particular



class of agents with the ability during executiormtigrate from one
host to another where it can resume its executlbrhas been
suggested that mobile agent technology, amongr dtlings, can
help to reduce network traffic and to overcome mekwlatencies
(Borselius,2002) .

In the future, agents will also be supplied wigdalrmoney in some

form to pay for resources or services (Sonntag &#inseder, 2000).

When the Mobile Trade Agent migrates to unknownahnant server,
there is a possibility of being attacked from tkatver (attacks on
mobile agents by malicious hosts). Security is vanportant in

mobile agent systems, both from the perspectivih@fagent as well
as of the host. As mobile agents move to foreiggsthfwhich may not
always be trusted or trustworthy), their data amdec should be
protected from tampering (Noordende, Overeinde,nieém Brazier &

Tanbaum, 2007).

Confidentiality issues arise specially in the cahtef mobile agents
carrying data that must be accessible only to fipeauthorized hosts

in their itinerary (Ametller, Robles & Ortega ,2004

We focus on the security threats of a mobile agéné mobile trade
agent surf many sites which make him vulnerablenamy attacks
especially by malicious hosts. A malicious host system that tries to
manipulate agent results or violate agent privany eapture private
information such as credit card number. So, thélpro is how to
make the mobile trade agent secure and avoid taekatcaused by a
malicious host. We try to protect the agent by gisomyptography

algorithms to eliminate the basic attacks. In thissis, we propose a



solution based on combination of public key autiwation techniques
and cryptography algorithms.

1.1.1Agent Types

Now, we address some definitions and activitiegteel to Mobile
Trade Agent and Agent Depository (AD).

The termAgent refers to one who acts on behalf of someone by his
authority and trust in dealing with the business atiners,(wikipedia).

Software Agent:

It is a piece of software that acts for a usethrer program in a
relationship of agency, which derives from the hagere (to do): an
agreement to act on one's behalf. Such "actionebralb of" implies

the authority to decide which (and if) action ispegpriate. A

Software Agent comes on several types as followsiKypedia):

. Intelligent Agent: an Intelligent Agent is a software agent
that has some intelligence of learning and reagpnin

. Autonomous Agent:it is a type of agents which is capable of
modifying the way in which they achieve their olijees.

. Distributed Agent: it is a type of agents which is capable of
being executed on physically distinct computers.

. Multi-Agent Systems: these are distributed agents that do not
have the capabilities to achieve an objective aland thus must
communicate.

. Mobile Agents: are agents that can relocate their execution

onto different processors.



Agent Depository (AD):

It is an agent holder, a depository, in which @éats are kept and
interiorly sustained and controlled. The mobiledgaagent is, by no
means, stored at a user client computer, but théhdlBs all Mobile

Trade Agents. The user of the mobile trade agembtspassing its
Mobile Agents straight to any server. It gives osd&o the AD to

simulate the mobile agent and order it to visiesibn the internet
(Agel, Aboud & Ahmed ,2007) .

1.1.2 Available Mobile Agents Examples

In the following table, we summarize some of thea#able Mobile
Agents Examples:

Product Company Language
Agent Building IBM C++. Java
Environment

Aglets IBM Japan Java
Concordia Mitsubishi Electric Java
Grasshopper TRV Java
JADE Tilab Java
Microsoft Agent Microsoft Corporation Active X
Voyager Object Space Java

Tablel

: Available Mobile Agents Examples




1.1.3 Security Threats of Mobile Trade Agents

Mobile Trade Agent security problems can be dividatb two
categories:

(1) How can we protect agent against malicious,re®d (2) how can
we protect host against agent.

In our proposed system we will concentrate on gtaia of mobile
agent against malicious host. Three fundamentalblpnas of
executing mobile code in an untrusted environmeBanfler&
Tschudin ,1998):

(i) Can a mobile agent protect itself against tanmgeby a malicious
host? (Code and execution integrity).

(i) Can a mobile agent conceal the program it watd have
executed? (Code privacy).

(i) Can a mobile agent remotely sign a documeithout disclosing
the user’s private key? (computing with secretsuhlic).

A simple example often used to illustrate how aicnalis host can
benefit from attacking a mobile agent is the shogmgent as shown
in Figure 1.1.

An agent is sent out to find the best airfare féirggnt with a particular
route. The agent is given various requirementdh siscdeparture and
destination, time restrictions, etc., and sent toufind the cheapest
ticket before committing to a particular purchablee agent will visit
every airline and query their databases before attmg to a
purchase and reporting back to the agent owner Kgpee 1.1). A
malicious host can interfere with the agent execuin several ways

in order to make its offer appears most attractive.



For example, a malicious host could try to (BorsgR002) :

(1) Erase all information previously collected Ihetagent — in this
way the host is guaranteed at least to have thechaent offer.

(2) Change the agent's route so that airlines wmibre favorable
offers are not visited.

(3) Terminate the agent to ensure that no compeagéts the business
either.

(4) Make the agent execute its commitment functemsuring that the
agent is committing to the offer given by the malis host (if the
agent is carrying electronic money, it could indtégke it from the .In
addition to this, the agent might be carrying infation that needs to

be kept secret from the airlines (e.g. maximumeyric

Platform P, Platform P, || Platform P_

Agent
mig%aiion L Airline A Airline B Airting n
N
Platform P,

Agent home'

" !

Figure 1.1 Shopping Agent, sent out to find besaes.



1.2 Problem Definition

Mobile agent technology has not become popular thuesome
problems such as security. The fact that computersee complete
control over all the programs makes it very hardptotect mobile

agents from untrusted hosts (Flocchini and Sank006).

Among the severe security threats faced in digitbumobile
computing environments, two are particularly tragame: harmful
agent (that is the presence of malicious mobilecgsses), and
harmful host (that is the presence at a network sit harmful

stationary processes), (Lee, Alves & Harrison, 2004

It is necessary to protect the mobile agent in $eoh privacy and

integrity against malicious-host.

There is no universal solution to the malicioustlpyeblem, but some
partial solutions have been proposed. Many of tlezusty
mechanisms are aimed for detecting, rather thanveptag,
misbehaving hosts (Borselius,2002) .

Our security requirements can be attained via pway cryptography
authentication techniques and cryptography algmsthto make a
secure mobile trade agent that can roam mercharies safely

without the fear of host sever attacks.



1.3 Thesis Objectives

* Our goal is to create a new technique in proteatnodpile trade
agent based on public key authentication techniqaed
cryptography algorithms such as RSA and Elgamalichvare

known to be powerful algorithms.

 We also want to ensure that the mobile trade agesecure
enough to roam merchants’ sites safely withoutféae of host

severs attacks.

* To make trade in mobile trade agent systems mdreiegit,
secure, and attractive, allow the transactionsetadcomplished

In easy and safe way.

» This thesis provides a broader range of protedisnmobile
agents data, this work can serve as a contributwords the

security of e-commerce world.
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1.4 Thesis Motivations

A mobile trade agent has many advantages sucheasaming

network latency and reducing the load on the nekwor

In spite of mobile trade agent system benefitsfowad it's not
frequently used because of the security problematedl to
malicious hosts' attacks, so we thought that théiledrade
agent system will attract a large number of usktka system
becomes more protected.

To add new ideas and approaches in protecting mdfadde
agent, using public key authentication techniquesd a
cryptography tools to prevent the agent systentdsthe user's
information from being reveled by the attackers.

1.5 Thesis Contribution

This thesis proposed a mechanism that protectmtbemation

of mobile trade agent system from the maliciouacks and a
two-phase encryption method, using public key eptooy tool

to ensure the information integrity. We believe tthay
encrypting the message into two phases; namely RSA
encryption algorithm first and Elgamal second, gexurity
level in mobile agent system will be increased.

Truth to be said there is no guarantee that thesyss secure
enough from being attacked and keys never would begken,
but we see that our system is secure, since wetheadost two
powerful algorithms (RSA and Elgamal) it will cdke attacker
long time to break our system protection mecharasih try to
intercept and decipher the message sent by thé.agen
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* By increasing the security level in mobile agerdteyn, a wide
range of people would be attracted to use the mafztle agent
system. This would be a contribution to the seguatf e-
commerce world.

1.7 Thesis Significance

The significance of this thesis summarized by tilewing:

. Previous studies focused on protecting the hosnsghostile
agent while our work tries to protect the mobilesgigdata against
malicious host.

. Our work is analyzing the harmful host attacks arbile agent
and proposes solution to this problem based on ipukéy
authentication techniques and cryptography algmsth

. User privacy and data integrity will be accomplidhe

1.6 Thesis Organization

This thesis consists of five chapters. The firgtpter speaks of the
thesis introduction and the objectives, also tlasoas and motivation
behind this work. The second chapter describesaaged work and
the previous studies of mobile agent system segcurit

The third chapter shows mobile-agent technologGudises the
architecture of mobile agent and how to prevent atiacks on
mobile agent using RSA and Elgamal encryption dtligor .

The fourth chapter discusses the implementatiauoproposed
protection model mobile agents and the proposeenseland how it
works. Finally the last chapter summarizes the kemnan and the
future work.



Chapter
Two
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Chapter Two

Literature Review and Related Work of Mobile
Trade Agent Systems

2.1 Introduction

This chapter describes previous studies of mobdgent system
security and provides an overview of related wankl aentifies the
fundamental weaknesses in their approaches. TheedeWworks had
been discussed first and related studies second.

2.2 Literature Survey Related to Mobile Agents Seae Migration

Warnier, Oey, Timmer & Brazier (20Q7pntroduced a mechanism to
ensure that breach of integrity in migration pathsnobile agents in
large scale distributed agent systems will be deteclhis approach
distributes trust over three hosts during each atign step. The
combination of sequence numbers with signaturesagtees that one
or more hosts can detect if part of the migratiathpincluding cycles,
has been removed.

Their approach assumes that a secure distributéderamgent system
provides the following basic properties: an agemtsron one single
host at a time, is aware of its current host, aad the ability to
migrate to other hosts in the system.

In addition the environment provides a public-kejrastructure for
agents and hosts that they can be authenticatedhdst, on which an
agent is initialized, is assumed to be trustechieyagent’s owner.

This host can be traced by all other hosts at abyrary moment in
time. Agents preferably only migrate to trusted teosAn agent’s

migration path provides means to detect breachegegrity.
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The simplest form of migration in a secure agerdtey requires
sending and receiving hosts to mutually authergita¢mselves using
a PKI (Public Key Infrastructure), where PKI is method of using
public and a private cryptographic key pair for sagge authentication
or encrypting. The integrity of a migrating agenensured by having
the sending host create a (digital) signature ofnaish of the) agent’s
code. This signature is transmitted together witragent’s code, and
data (including state). The receiving host can thenify the integrity
of an agent's code before re-initializing the agpracess. If agents
tend to disappear on one specific host, then tbsd s known to be
unreliable, possibly malicious. A centralized tagstthird party may
prevent agents from migrating to untrusted andioreliable hosts
(simply by not authorizing the migration).

The stepSbelow give a more detailed explanation of a migrastep,
using a TTP(rustedT hird Party), by an agent from host A to host B ,
see Figure 2.1:

1. host A suspends and signs agent x: [X]A

2. host A reports to the trusted third party (TTRat agent x will
migrate from A to B. A sends [X]A along with thepiet.

3. host A sends agent x to host B

4. host B receives x and computes [x]B which itdseto the TTP.

5. The TTP verifies that A and B have both sigrteslgame agent. If
the verification passes, the TTP notifies both Ad a8 that the

' A,B,C, denote hosts, small letters x,y,z, deno&nggy arrows-) represent
migration steps between hosts and [X]A denotesitirature of agent x by host
A.
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migration has succeeded, and adds this migrategntstthe migration
path it keeps for agent x.

6. host B starts the suspended agent.

Figure 2.1. Agent migration using a central authorty (trusted
third party).

The integrity of the migration path (item 1, above)the basis for
detecting malicious hosts and/or preventing theamfrdoing any
harm. Confidentiality (item 3) can be ensured bygi€ncryption of
sensitive data. Their main focus is the detectidnbieaches of
integrity in migration paths of mobile agents and dot directly
address the general problem of protection. Briethg algorithm
works as follows: Suppose agent x migrates aloegotth A— B —
C. Each migration step is recorded with the ageath step is signed
by the host from which it's originated. When agemhigrates from B
to C, host B asks host A to sign the migration f@p— C). The
resulting signature is stored with the agent.
When host C receives the agent and the signattiemfirms receipt
to host A.

2.3 Protecting Mobile Agents using public key techque.

Sameh and Fakhry (200pyesent a three-tier approach which is a
combination of code mess-up, encryption and limitetime of code

and data (timing), that protect the agent code froalicious hosts'
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attacks. The encryption algorithm used in the inmaetation is the
DES algorithm. This algorithm is proved to haveeasonable key
length, and is supported by the Java Security €fasshe goal of
using encryption is to protect agent’s importarioimation which is
stored in the list of prices that the agent coidadm host to host. But,
encryption alone does not guarantee a full pratador the agent.

If an agent expires, it can either be killed orhaged. Killing the

agent will end its task completely. Sometimes agnags delayed due
to network problems, so killing an agent when itset expires will

prevent it from performing its intended task. Thelgem with this

approach is that the agent has to be assignedamtbw expiration
date and signed digitally by a party that the agrersts.

Lee , Alves and Harrisof(2004)proposed a security hybrid approach
for mobile agents, which protect mobile agents froadicious hosts.
The approach is mobile cryptography that encryptbil@ agents.
Their approach implements mobile cryptography byppsing a
hybrid method that merges a function compositiachieque (FnC)
and some types of cryptosystem called homomorphicryetion
scheme (HES), which allows direct computation onrgoted data.
They produced a practical method of implementing bifeo
cryptography by extending Sander and Tschudin’ iled developed
a homomorphic encryption scheme. The biggest pmoldé Sander
and Tschudin's approach was that there have beepubbshed

homomorphic encryption schemes to use in mobilptography. The

*Sander and Tschudin propose an approach baseé osélof encrypted
functions in which user encrypts a funct®rhen executed by the host, without
the host having accessgAlthough their approach is very promising, theraas
secure implementation has been proposed as yet .
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approach encrypts both code and data including stédrmation in a
way that enables direct computation on encrypteth daithout
decryption. Their approach solves mobile agentsust problems
like integrity and privacy. It prevents many typet privacy and
integrity attacks, but, it cannot prevent blind nficdtion attacks,

which are a type of denial of service.

Agel, Aboud and Ahmed (2007) introduced a schemenimbile trade
agent (MTA) that uses a combination of public keyptosystem and
distributed object technology. This distributed emtj technology
makes MTA have possibility to roam the sites in th&ernet and
protected within the defensive environments of Algent Depository
(AD). The Authorization Server (AS) is used for lautzed

transactions and pays the merchandise purchasduebyITA. They

developed a scheme in which the MTA can supply echant the user
smart card number. The merchant uses this datear@id payment
from the Authorization Server (AS) which plays thank role. The
user smart card number is encrypted using a pulelc encryption
scheme. The AS ensures that merchants only regiayment for
merchandise purchased by the MTA and confirms thatchants
receive the funds when the MTA purchases mercharfdisn them.
Figure 2.2 illustrates the role of both AS and Aithe program. This
MTA has more security prospects by using public leegryption

schema to cipher the messages between entitiegthad agents on
the internet. They introduce MTA that has the &piio act in behalf
of the user, visiting internet sites, gatheringated information of
trade goods and where is best of them and theiclraats. The MTA
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has ability to make the e-commerce more open t&keh@hanges and
increase profits

7 MTA maves (e el servel [

aried trade witi

AW A raves sites on netwerk ond |

irade commodities E 1

1o AT
Fd SELRIEE -L\'\_
II -
_ | Agent Depository . '|"
e i x & -
‘ * (AD) |
| MTA AS i
SN A
Ak
| R —
1. AL AuthenliGates wsel
i — T =
| ——
| & Ordder T siop wading [RETs F g
Tk
| | s
| 44—
- : P -
| Lt I b X {119 \lll a ! LSl sL<
| ) | commaodilies
traded

Figure 2.2The MTA schema

2.4 Related Studies on Protecting Mobile Agents

Fischmeister (2000), conducted a study to dischiesntobile agent
might steal resources, confidential data or usestrger as starting

point for a new attack. Accordingly many researshéevote their



19

time to this area. However, another main problenmobile agent
security is nearly neglected: the attack of a nali€ server against a
mobile agent. The server can steal resources arfatleatial data, too.
Due to the fact that the server has in generakoess restrictions, this
problem is even harder to attack. The study presesblution for this
particular aspect of mobile agent security: the édugor-Worker
Framework. The evaluation of the framework and dtase study
application showed that the framework effectivelgyents tampering
and eavesdropping and, additionally, boosts sew¢halr key aspects

of mobile agents.

Singh (2000), conducted a study titled “SecurityMiddbile Agent”,

suggests itself about the work emphasized in b@sis. The main area
of discussion is the security of mobile agents @icious host. Here
a malicious host refers to a system in a networlkchvitan take

advantage of the vulnerabilities of a mobile agbat has come to the
host machine to get its work done. The study dsesisabout the
mobile-agent, the various security threats that banposed by
malicious host and consequently the solutions. Sthdy proposed a
solution by combining few solutions and distillitige best from the
solutions so that it can provide a better solutibmally the study

concludes with implementing the solutions and #slts obtained by

the experiments using trading example.

Chan (2000), conducted a study that discussedMbatile software
agents are emerging as a major trend of distribsystems in the near
future. Different mobile agent frameworks are beiagtively
developed in the research community. Looking fodyaelectronic

commerce and information retrieval are two prospedlirections for
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application of mobile agents. Nevertheless, secand reliability are
two crucial concerns for such systems, especialigmthey are to be
used to deal with money transaction. In spite ohesaonore classical
reliability and security problems, attacks to agdm¢ malicious hosts
are a new and the most challenging part of thelpnolunsolved. The
study showed that security and reliability issuésmmbile agents,
particularly in an electronic environment, are dssed. Models for
mobile agent security and reliability have beendleyed, and a
Shopping Information Agent System (SIA®) built based as an
experimental mobile agent application. Possibleusgcattacks by
malicious hosts to agents in the system are disdysand specific
solutions to prevent these attacks are devisedirBgof the solutions
Is analyzed, and the performance overhead intraigeneasured.
Reliability problems of the system have been ideatj and solutions

implemented

Robles (2002) conducted a study to discuss agehntdogy, and
showed that agents provide a further step in thiscdon and make
possible new types of application, such as seaatd-dpplications or
specific pervasive computing. Nerveless, the drakbaf the new
capabilities featuring this technology is the argsof new branches of
security issues. It results hard to design secusijyutions for
applications using mobile agents, especially in -dedata
applications. There is not a definitive platform which these
applications are implemented and still offeringuwséyg and ease to
program. They present the start of the developroéeMARISM-A,
Architecture forMobile Agents withRecursiveltinerary andSecure
Migration. This platform intends to observe commantgepted agent

standards FIPAfoundation of Intelligent Physical Agents) and
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MASIF (Mobile Agent SystemslInteroperabilityFacilities Agents),

while providing flexibility to design secure seaddta applications.

The study trusts to find out the requirements ekthnew applications
and presents a novel model of a methodology toeaehsecurity
solutions. The study applies the model to some ateEn of

MARISM-A application. The same idea of using trustsea-of-data
applications can also be used to solve securityessn pervasive

computing.

Koliousis (2005) conducted a study that discus$ed the Mobile
agents have several advantages over the traditiGhaht-Server,
SNMP @&mple Network Management Protocol )-based approach in
network management systems. However, the adoptiomabile
agents in network management entails a number @iri$g risks.
They have developed a Java-based mobile agenstnfciure that
enables the safe integration of mobile agents thithSNMP protocol.
The Ajanta mobile agent environment has been usetha core
component of our network management infrastructymemarily
because of its security model. The security of ghgtem has been
evaluated under agent to agent platform, and agesgent attacks in
order to prove the trustworthiness of mobile agemis set of
performance management scenarios have been sichutatder to
show the correct workings of the system, but alscevaluate its

performance.
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2.5The Public-Key Cryptography Concept

Cryptography is the most popular way to achievedidi@ security, in
which the plain text is encrypted into cipher tegfore being
transmitted. The cryptography systems can be diMidi® two types:
symmetric key and asymmetric key cryptography.

The symmetric key cryptography uses one key foa datryption and
decryption. Asymmetric key cryptography also calpedblic key
cryptography that uses two keys (see Figure 2r®),ad the keys, a
public key is used for the plain text's encryptibat is known to every
one, the other key is a private key, which is Useaipher text's
decryption, private key is hidden and kept sea@hfevery one and
only the receiver has it,(wikipedia).

Sender Receiver

mMessage | gperyption ciphertext Decryption | 1e€ssage
— . > 2 Y

N

public key private key

Key pair

Figure 2.3 Public key cryptography
2.5.1 Advantages and Disadvantages of Public-Key gstography

- The main advantage of public-key cryptography insreasing
security since the private keys never need to beated to anyone. In
a secret-key system, by contrast, the secret kexg be transmitted
(either manually or through a communication chapreeid there may
be a chance that an enemy can discover the sexystduring their

transmission, (Arnaud, 1997).
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Another advantage of public-key systems is thaty tkan
provide a method for digital signatures. Autheritaavia secret-key
systems requires the sharing of some secret andtsnas requires
trust of a third party as well. As a result, a sssndan repudiate a
previously authenticated message by claiming thatshared secret
was somehow compromised, by one of the partiesnghére secret.
Public-key authentication, on the other hand, pmeehis type of
repudiation; each user has sole responsibilitypfotecting his or her
private key. This property of public-key authentica is often called

non-repudiation.

A disadvantage of using public-key cryptographydocryption
IS speed: there are popular secret-key encryptiethods that are
significantly faster than any currently availablgbpc-key encryption
method. Nevertheless, public-key cryptography canused with
secret-key cryptography to get the best of botHdgoiFor encryption,
the best solution is to combine public- and sekesgtsystems in order
to get both the security advantages of public-kgstesns and the
speed advantages of secret-key systems. The pkdylisystem can be
used to encrypt a secret key which is used to ehtimg bulk of a file

or message. Such a protocol is called a digitatlepe.

Public-key cryptography may be vulnerable to impeegion,
however, even if users' private keys are not apkslaA successful
attack on a certification authority will allow andwersary to
impersonate whomever the adversary chooses toibg agublic-key
certificate from the compromised authority to biadkey of the

adversary's choice to the name of another user(A&n1997).



24

2.5.2 Introduction to RSA and Elgamal algorithms

Today, RSA and Elgamal are popular algorithms ibnlipikkey
cryptography system.

RSA stands for the initial of the last names of itsantors:Rivest, Shamir
andAdleman, who first developed it in 19/8SA security strength
depends on the mathematical measures: the factoroiidem and key
size, choosing long key will increase the secibitynaking it difficult to
be reveled, RSA key size is between 1024 and 20&8edia).

RSA Keys Length The predicted Time

1024 bit 2006-2010
2048 bit 2010-2030
3072 bit beyond 2030

Table 2 : RSA key size and the predicated tintgetbreakable in it

Elgamalalgorithm had been developed by Taher Elgamal 84 Enhd
named after hinElgamal is based on the Diffe_Hellman key exchange
concept, which allows two parties (sender & recgit@ establish a shared

secret key over an insecure communication channel.

Elgamal is probabilistic, in which a single plaext can be encrypted
to many possible cipher texts, producing a cipleet that has the
double size of the original plain text. Elgamal @y strength
depends on the difficulty of computing district é&sghms.
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Chapter three

Mobile Trade Agent Architecture and the Proposed
Model

3.1 Introduction

This chapter shows and discusses the architecfurebile gent and
how to prevent attacks on mobile agent's infornmatlmy using

encryption tools.

3.2 Mobile Trade Agent Architecture

Mobile Trade Agent is one of the important featuoés-commerce
world. When a person wants to buy some producéice online, he
or she may has no idea about the best product aedevio buy it and
there are many Internet sites to determine thaat ©hwhy the user

sends his mobile agent to roam different sitesHat purpose.

Mobile Trade Agent architecture can be thought Bsnteserver
model, the mobile agent can act as server sendbytite user as a
client to surf the Internet sites in order to det tequested information
a bout a certain product.

The mobile trade agent can be viewed as a proghah has the
capability to make the right decisions, where tovenon the Internet,

collect and examine information about the visitegtchants' sites.

Mobile Trade Agent system (as shown in Figure 3abrks as
follows(Aqgel, Aboud & Ahmed ,2007) :
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A. User sends order to the Mobile Trade Agent to ra@ernet sites
and find information about product with best prices

B. Mobile Trade Agent makes queries to Agent Depogiadrout the
possible sites to roam (ask about the server asldies provides

information about the product that the user askiny

C. Agent Depository sends a list about the possilikEs g0 roam to
Mobile Trade Agent

D. Mobile Trade Agent roams server's sites and calledormation
and offers about the product.

E. Mobile agent gathers information and offers whbihe product
from the visited sites.

F. After the Mobile Trade Agent evaluates the &fand product
information, it sends evaluation report to the user

The user receives the evaluated offer report andosd#s the
reasonable one. The user orders the mobile tragl® &gy purchase the
product or goods.
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Server 1

Mobile Trade Agent

v

/
TN

Servern

Agent Depository

Figure 3.1: Mobile Trade Agent Schema
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3.3 The Proposed Model

When the mobile trade agent visits the merchaetssitl purchases the
requested product on behalf of the user, the malgnt supplies the

merchant with the user credit card number.

Such important information like: credit card numhsstyment amount
and products information without protection meckami could be
vulnerable and in danger of being attacked by nmalg host for
example, who can manipulate and modify the agentsmation

about product and sites, tricks the gent by makiing decide to buy
such product (car, ticket ...etc) from the attaskerebsite.

We want for such sensitive information thatthe mobile agent
tries to hide it from the intruders, to be protectand make it
venerable. In other words, we want to achieve diatagrity and
privacy. By integrity we mean the agent's informatimust not be
manipulated and modified, on other hand, achieving privacy
means that the transmitted information must be kémm
unauthorized person, which could be handled bygushyptography

tools.

We add a protection mechanism in the mobile traglentasystem
(Figure 3.2), which is Encryption/Decryption, so edhMTA roams
sites and gets results and tries to send it talikat, this information
encrypted using encryption algorithms before besegd, the client

decrypt the received information using decryptitgoathms.
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\&: T

Encryption Decryption /g :"\. /f
Agpplication \ )/__l L
e =i
-._-,--—\\_7_

Server 1

[ Mobile Trade Agent

Encryption Decryption
Agpplication

Server n

Figure 3.2 The Proposed Mobile Agent System Model

We will speak briefly about our proposed systemahs much the
same old mobile agent system in addition to théggtmn mechanism
(Encryption/Decryption) that can be used for battes: the sender
(the mobile trade agent) and the receiver (thenplieThe system

works as follows:

A. The client asks the Mobile Trade Agent to visienmet sites and
find information about product with best prices.

B. Mobile Trade Agent roams server's sites and calledormation
and offers about the product.
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C. Mobile agent gathers information and offers abdwe product
from the visited sites.

D. After the Mobile Agent evaluate the offers and ucd
information, encrypt this information using the teya application
(Encryption/Decryption).

E. The agent gets the encrypted information from tlystesn
application.

F. The agent sends the encrypted results to the client

G. The client decrypts the received message using system
application (Encryption/Decryption).

H. The client gets the original message and read it decides

whether to buy the product or not, then the clieeds his or her
decision to the agent.

We believe that protection system will prevent ckteas from
knowing the agent's and client's information sinteuses two

algorithms, namely RSA and Elgamal in the encryppoocess.

Our proposed protection model has three major gs&Es
1) Key Generation : Public and Private Keys

2)  Encryption: Two Phase Encryption, using RSA andaKigl

algorithms, in order encrypt the message to beteehe client.

3) Decryption: Two Phase decryption, using Elgamal &%®IA

algorithms, in order to decrypt the message beszived.
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3.4 The Algorithms Used in The System

In our system mobile agent's information is enayptusing

asymmetric encryption algorithms; sometimes callablic Key
encryption. It uses two keys, public key to encriyt message, and

private key to decrypt the message.

These algorithms used in the system are: RSA agdntdl, these
algorithms had been proven secure on the basiseofmathematical
problem hardness that is difficult and time consygnto perform,
such as : integer factoring and discrete logaritiR&A is considered
secure because of the hardness to find the factolarge prime
numbers. For example the value of n = 923, it waalke time to find
the factors value for p = 71 and g = 13. In faag karger value of n
means the longer time to find the factors p and q.

Elgamal is considered secure because of the distwgarithm, like

the factoring problem, it's believed to be hard difificult to compute.

3.4.1. Generate keys

RSA and Elgamal both have two key sets: public pndate keys
(Figure 3.3), so we need to generate two publicskefy RSA &
Elgamal and two private keys of RSA & Elgamal ,(ipédia).
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é Keys Generation N
RSA Kevs Generation
Select p,g g and p both prime
Calculate n = p=g
Calculate ®(n) = (p-1)(g-1)
Select integer e ged (D(n), e) = 1; 1<e< $(n)
Calculate d d=e"' mod $(n)
Public key = {e, n}
Private key = {d, n}
Elgamal Keys Generation
Select pa pA is large prime
Select integer g g is primitive elementof pa
Select integer x 1< X< pa-l
x
Calculate b b= g mod pa
Public Key ={pr.g-b}
Private Key ={p2.x}
p vy

Figure 3.3: RSA & Elgamal keys generation scheme

3.4.1.1. RSA Public and Private Keys Generation

RSA Public Key consists of two values: e and n,neheis a modulo,
that is generated by multiplying large random primenbers p & q,
on the other hand, e is the public exponent, e d&njl are relatively
prime, that is:

gcd(ed(n))=1and 1<e & (n).

n =p*q (1)
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® (n) = (p-1) * (a-1) (2)
ed= 1 mod®d(n) (3)
d = e'mod® (n) (4)

RSA Private Key consists of two values: d and nenehd is the
private exponent, where d is kept secret and 1<dd (n). For this
example, the keys were generated as follows, (Wikge

1. Select two random prime numbers, p=13and g =7.
2.Calculate n=p*q=13 x7 =91.
3. Calculate®(n) = (p-1) *(g-1) =12*6 = 72.

4. Select e such that e is relatively primeabim) and less thad(n); in
this case, e = 5.

5. Calculate ed& 1 mod®d(n),such that
d = é'mod® (n) = 5'mod 72
d = 29.

RSA Public Key (5, 91)

RSA Private Key (29,91)
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3.4.1.2. Elgamal Public and Private Keys Generation

Elgamal Public Key consists of three value&; g and b, whereA is
a large prime random number, g is a primitive robpA and b is

calculated by g ™ x mogA.

b=g”"x modpA (5)

Elgamal Private Key consists of two valugsandpA, where x is the
secret random number and Ix< pA -1. For this example, the keys
were generated as follows,(wikipedia):

1. Select random prime numbepA = 23.

2.Choose a primitive root gdA, g = 11.

3. Choose a secret random numkes, 1<x<30.

4. Calculate b, suchthatb =g x moé .
b=11"6mod 23=9
Elgamal Public Key (23,11,9)

Elgamal Private Key (23, 6)
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3.4.2. Encryption Phase

In our approach the information or message to In¢ ®ethe client
must be encrypted in two phases: use RSA first taed use Elgamal
second (Figure 3.4).

First we must represent the plaintext messagepasitive integer and

convert it using ASCII Code.

Before sending the message to the client, we dw#te following:

1. Use RSA public key (e, n) to encrypt the origimassage.
ml=mO0*"emodn ....... (6)

2. Then use Elgamal public kepA, g, b) to encrypt the result
message after RSA encryption].

The final form of the message after the encrypteom2, which has

two values yland y2. We can calculate those bgtiyes below:

a) Select a random number r such that IJp&<l

yl =g”™r modpA (7)
b) Find the value of y2

y2 = (m1*b ”r) mod pA (8)

m2 = (y1, y2)

3. Send the m2 to the client



Orriginal
message
M,

Encryption phase

Encrypt M,
Using RSA algorithm

l M

Encrypt M;
Using Elgamal algorithm

‘ M:

!

Send M,

Figure 3.4 Two Phase Encryption
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3.4.3. Decryption phase

The decryption mechanism is the reverse of the yetion
mechanism. In order to decrypt the recevied mesghgeuser or the
client has two private keys (RSA & Elgamal) andoneshe uses these
for decrption process to have the original message result.

The client already has the encrypted message &amd@tto decrypt it
to retreive the original message, This meassgeef@mple may

contain the agent information about best sites thighdesired product.
The decryption phase works as follows (Figure 3.5):
1. Use Elgamal private keypA X) to decrypt the message
m2Ayl,y2).

ml=y2 * (yl) * -x modpA (9)
2. Then use RSA private key (d , n) to decrypt theltemessage
after Elgamal decryptioml.

mO0 = (M1~ d)modn (20)

The final form of the message after the decryptiormQ, which
previously had been converted into ASCII code ottara after
reversing this operation; the user has the origmassage. He or she
can read it and decided what to do next, buy aitegood or refuse to

buy it.

All of this shows the clear benefit of our approasimce we use two

private keys, if the intruder intercept the messagd attempt to
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discover one of the private keys, how can he or fsite the other

private key. That will take along time and a lotedfort.

crypted
message
M;

Decryption phase

Decrypt M,
Using Elgamal algorithm
Private Key

l M

Decrypt M;
Using RSA algorithm
Private Key

[
!

Use M

Figure 3.5 Two Phase Decryption
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3.5 Worked Example

Here is an example that uses our encryption andypigan system.
The parameters used here are small. To encrypintdssage 'EADI'
using the proposed security system, we must gagfiréhe following
steps:

. First generate Keys

Stepl: Generate RSA algorithm Keys:

1. Choose two different prime numbers, such as

p=11andy=7.
2. Computen
n=11*7=77.

3. Computed (n)
®(n)=(11-1)(7-1)=10*6 =60

4. Choose e that: 1 &< nand gcd (eg (n)) = 1.
e=43.

5. Computed, thatd = e mod® (n) and (d*e) moab (n) = 1

d =7 since e (43) 1 (7) modeo (n) (60) = 1.

TheRSA public key is (e=43,n=77).

TheRSA private keyis d=7,n=77).
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Step2: Generate Elgamal algorithm Keys:

1. Choose prime number
pA =71

2. Select a primitive root gbA, g.

g=7.

3. Select a value x such that X< pA -1.
Letx= 11, where 0 < 11 0.

4. Calculate b = g 11 magoA
b=7711mod 71 = 31.

TheElgamal Public keyis (pA=71,g9=7, b =31)
The Elgamal Private Keyis (pA= 71, x=11).

. Second The Encryption phases

The system encrypts the message using the pubjg GeRSA and
Elgamal.

Plaintext = EADI in ASCII code ('E' = 69,'A' = 65)'= 68, 'l'= 73)

The encryption has been done letter by letter:

-Step 1: encrypt the message using RSA public keys
RSA encryption (Message) = (Message” €) mod n
RSA encryption (E) = (69 * 43) mod 77=27

RSA encryption (A) = (65" 43) mod 77= 65

RSA encryption (D) = (68" 43) mod 77=19
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RSA encryption (I) = (73" 43) mod 77= 24

-Step 2: encrypt the RSA encryption results using Elgamal public
keys

Elgamal encryption:
(Message) y2 = (Message*b ™ r) mod pA

Encrypted message = (y1, y2)

-Select a random number r such that 1<pA<1.
Let r=3, where 1 < 3 €0.
y1l = g”r modpA

yl =73 mod 71 =59

Elgamal encryption (27)=(27* 31" 3) m@d = 69
Encrypted message (59, 69)
-r=4.

yl =74 mod 71 = 58
Elgamal encryption (65) = (65* 31" 4) ma@dl = 69
Encrypted message (58, 69)
-r=5.

yl=7"5mod 71 =51
Elgamal encryption (19) = (19* 31" 5) ma@ti = 7
Encrypted message (51, 7)

-r=6.
yl=7"6mod 71 =2
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Elgamal encryption (24) = (24* 31" 6) ma@dl = 20
Encrypted message (58, 20)

The final form of the message after encryption(B89{ 69), (58, 69),
(51, 7), (2, 20)} and the system will send it te tiser.

. Third The Decryption phases

The user receives the encrypted messagkdecrypts it using his or
her private keys.

Step 1: First decrypts the message using the Private keyof Elgamal
algorithm

Elgamal decryption (Message) = y2* (y1) ~-x mod pA
(59, 69)-> Elgamal decryption (Message)
=59 *(69) * -11 mod’1
= 69*59  (71-1-11) mod 71 = 27
(58, 69)> 69*58 ~ (59) mod 71 =65
(51,7) > 7*51 " (59) mod 71 = 19

(2,20) > 20*2 " (59) mod 71= 24

Step2: decrypt the results using RSA Private Key
RSA decryption (Message) = (Message * d) mod
Decryption (27) = (27 ~7) mod 77 = 69

Decryption (65) = (65" 7) mod 77 = 65
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Decryption (19) = (197 7) mod 77 = 68

Decryption (24) = (24" 7) mod 77=73

The final form of the message after decryptionADE

3.6  System Application

We have chosen C# programming language for ouremsyst
implementation of the protection mechanism of ourppsed model.
C# is modern, high level, object oriented prograngrianguage. We
saw that most current mobile trade agent systemd been
implemented Using Java, but after we studied tl¢ufes that C# is
offering, we chose C# as our programming language.

3.7 System Requirements

We have implemented the system using a modern cemihat is
capable of running Microsoft Visual Studios.Net 2@&hd .NET
Framework 3.5, that has some features which ensblerite a simple

and expressive code.
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Chapter Four

Implementation and Evaluation of The Proposed
Model

4.2 Implementation of the Proposed Model

In this chapter the researcher discuss the imple&anen of our
proposed protection system, how it works and evetud. And also

we speak our system methods.

The system interface is one Form/Screen which sepits the
different processes and functions in the systene 3ystem form is

used for sides; sender and receiver (see the figlije

ot System Interface . ™ |"’E'| o S

- - - BN

Value to Encrypt Encrypted Value
l

Decrypted Valug

) Use Authentication Key  Authentication Key

Encrypt using Reg Key | i Decrypt using Reg Key

Figure 4.1 System Interface

We implemented our proposed system using C#, modeatable and

simple programming language.

C# is a high level programming language based on, @athers
programming eases of Visual Basic and the compyiower of C++

and has the similarities of java features.

C# is simple but is a powerful language that ersabile programmer

to build a secure application.
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C# is chosen as our programming language for owtesy

implementation because of its portability features.

4.2.1 Authentication

Authentication is the most important issue of dund a secure
application; we need to be sure of the identitytlod people with

whom we will communicate and deal.

When you use the system interface, you identify rgelfi using
authentication key (figure 4.2), a secret key thaly you and the
system know. By authentication key technique wel \pilevent

unauthorized person from login to the applicatiod ase it.

After the user enters the authentication key,system will check if
the user is an authorized person to use the sy$téman the user has
been authenticated, he or she will be allowed ®the system(figure
4.3).

™
uel System Interface ! a0 deadl S

Value to Encrypt Encrypted Value

EADI

Decrypted Value
@ Use AuthenticationKey  Authentication Key
f |
Encrypt using Reg Key | | Decrypt using Reg Kej

You must enter a value for Authentication Key

OK|

Figure 4.2: shows the user must enter the autlagiatickey



l

Request to Run ‘

Encryption / Decryption
program

l

Enter the value of Authentication key

Mo
Is the user —_— ‘ Refuse the request
uthenticated

Y%

Allow using the application

Figure 4.3 The System Flow Chart
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4.2.2 Message Encryption

When the system user wants to encrypt the messggeelsending it

to the receiver, he or she must do the followirgpst

- The message should be printed in "Value to EnCiyqmt.

- Click the button" Encrypt using Reg Key".

- The encrypted message will be appeared in "Enedygtlue” box.

See Figure 4.4 which shows that the message "E&hcrypted to:

"g5MXSiViaz1A01yvHMINfOFvQo18cRHOMNIOINEWRYSGXBX7
ZJIxZeuJgU4IQLX2x0aC3ZqOcyZIAKbVRyvVJIjchEO6IKSLIMZdIO0
Ae++KU30mxC/rja/WiNjyMJIFEKJ70+HsMIdV+1/Gb2n3Y1NRbMK

HRxoWanH4zdFAr4NfpY=".

After the message being encrypted, it will be semeceiver.

a- System Interface

Value to Encrypt
EADI

Decrypted Value

@ Use Authentication Key

Authentication Key

password

Encrypt using Reg Key | [ Decrypt using Reg Key

Encrypted Valug

q5MSiViaz 140 TyvHmInfSFyQo 18cRHOMND INEWR YsGxBx T2 InZeulaU4IQLY BuoaC32q00yZl
AKBVRyY JichEOBIKSLImZdI0JAe ++U SomxC,/ria ViR MIFEK 170 +HaMIdy
+/Gh2n3Y INRBMKHRxoWanH4zdFAr 4 =

=

Figure 4.4 Message Encryption




50

4.2.3 Message Decryption

When the receiver has the encrypted message, Sieeowill decrypt
the message by doing the following steps:

- Take the encrypted message and print it in "Eried/p/alue” box.

- Click the button" Decrypt using Reg Key".

- The original message will be appeared in "Deciypalue” box.

See Figure 4.5 which shows that the encrypted rgessa
(g5MXSiViaz1A01lyvHfmInf9FvQo18cRHOMNrOLNEWRYsGxBx7
ZIxZeudgU41QLX2x0aC3ZqOcyZIAKbVRyvJjchEOGIKSLIMZdIO
Ae++KU30mxC/rja/WFNjyMJIFEKJI70+HsMIdV+1/Gb2n3Y1NRbMK
HRxoWanH4zdFArdNfpY=) had been decrypted to thegiosl
message "EADI".

ugl System Interface

Value to Encrypt Encrypted Value
q5MASIViaz L0 LyvHfminfaFyQo 18cRHOMNAD INEWRYsGHEXTZ iZeuloU4IQL x0aC 320002l ||
AKbYRyvchEQEKSLIMZdI0 148 +-+KU JomxC frja W NjyMIFEK )70 +HsMIdv

Decrypted Value +1/Gb2n3Y INRbMEHR oW anH4zdFAr4fpy =

EADI

@ Use AuthenticationKey  Authentication Key

password

Encrypt using Reg Key | | Decrypt using Reg Key |

Figure 4.5 Message Decryption

4.2.4 The Application's Methods

Our system application has many programming methtds will

concentrate on the most important procedures ssich a

- Generating the keys for RSA and Elgamal algorithms
- Encryption processes.

- Decryption processes.



1. Generating the Keys

a) First Generate RSA Key

The method below creates a key pair for you.

public AsymmetricCipherleyPair Generateleys(int keySizeInBits)
3

i
RsakeyPairGenerator r = new RsaleyPairGenerator();
r.Init{new KeyGenerationParameters{new SecureRandom(),
keySizeInBits));
AsymmetricCipherkeyPair keys = r.GeneratekeyPair();
retirn keys;

b) Second Generate ElGamal Key

private EG Jecret Hey GenerateFey(int nEits)
{
BigInteger o = new Biglnteger (]!
BigInteger p:
Biglnteger o;
Biglnteger gPowTwo;
BEigInteger gPowd;
E: ZSecret Hey eskley = new EG Secret Key():

if = BigInteger.genPseudoPrimwe (nEits - 1)
p = Biglnteger.genPseudoPrime (nBEits) ;

S f£ind a generator

do

{
g = new BigIntegeri():
g = BigInteger.genRandom(nBits - 1) :
gPowTwo = g.modPowinew Biglnteger(2), pl:
gPowl = g.modPowi(cg, pl:

+ while [ [(gPowTwo == 1) || ([(gPowd == 11];:

Biglnteger x;
& [a}
{

b4 new BigInteger () :
s BigInteger.genFandomi{nEits) ;

+ while [(x >= p — 1):

BigInteger v = g.wodPow(x, p):

eskEev.p = p;
eskEey.oq = o
eskEeyv.x = X
eskEevy.y = !

return eskEey;
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3. Encryption Process

Now that we have a key pair, we are ready to etarging RSA then
Encrypt Using Elgamal. In the example below, we aigriblic key to

encrypt a byte sequence.

public byte[] Encrypt(byte[] data, AsymmetricKeyParameter key)
1

RsaEngine & = new RsaEngine();

e.Init(true, keyi;</p>

<print blockSize = e,GetInputBlockSize();</p>
gprlist<bytes cutput = new List<hytes();</p>

<pxfor (int chunkPosition = 8; chunkPosition 21t; data.length;
chunkPositien += blockSize)
1
int chunkSize = Math.Min{blgckSize, data.length -
{chunkPosition * blockSize)});
cutput.sddRange(e.ProcessBlock(data, chunkPosition,
chunkSize));

return output.Tedrray();

public owverride BigInteger[] Encrypt (BiglInteger biInput, PublicEKewvPacket pkpEe
i

EZ Public_ Key epkEey = new EG Public Key():

hpkKey.p = pkpKEey.EKeyMaterial[0O] :

epkEey.g = pkpKevy.EevyMaterial[1]:

epkEey.v = pkpEevy.FKevMaterial[2]:

BigInteger k = new BigInteger ()
while (TextEBEox > [(epkEey.p — 1))
{
k = new Biglnteger () :
Ik = BiglInteger.genRandomiepkEey.p.bitCount () — 1) :

BigInteger B = epkEev.g.modPowik, epkEew.p):
epkEevy.v.modPow(k, epkEew.p):

BEiglnteger o

o = [(bhiInput * c)] % epkEev.p:

SABigInteger o = (bhilnput * epkEev.yv.modPowi(k, epkEev.pl)] % epkEev.p:
EigInteger[] kbifutput = new BigInteger[2]:

bioutcput[O] = E:

hicutput[1] = o

return biCutcput:
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4. Decryption Process

Now from this procedure the application shouldrgetthe message
using ElGamal Algorithm first using ElGamal's ptiwakey, then
decrypting the results using RSA using RSA's pe\kay.

public owverride BigInteger Decrypt (BigInteger[] bhiInput, SecretEeyPacket skpKey, strin
1

BigInteger[] biKeyMaterial = skpEey.GetlecryptedEeyMaterial (strPassphrase) ;

EG 3ecret Key eskley = new EG Secret Feyi):

ekaey.x = hiEeyMaterigal[0]:

eskEevy.p skpKev.PublicKey.EeyMaterial[0] ;

eskKev.g = skpKev.PublicKey.EeyMaterial[1]:

eskKev.y = skpKev.FPubhlicKey.EeyMateriall2]:

if (bilnput.Length != 2)
throw new ArgumentExceptiond®™bilnput is not an ElGamal encrypted Packet™);

BEigInteger B
Biglnteger o

biInput[0]
bhilnput[1]:

BigInteger = B.modPow (eskEevy.x, eskEev.p) .wmodInverse (eskKEey.p) !

BigInteger output = [z * ) % eskEevy.p:

return output;

public byte[] Decryptibyte[] data, AsymmetricKeyParameter key)
RsaEngine & = new RsaEngine();
e. Init(false, key);< p>

<print blockSize = e.fGetInputBlockSize()i</ps
<prlist<byter cutput = new List<byte>{);</p>

<prfor (int chunkPosition = 8; chunkPosition &1t; data.Llength;
chunkPosition += blockSize)
1
int chunkSize = Math.tin{blockSize, data.length -
(chunkPositicn * blockSize));
cutput,AddRange(e.ProcessBlocki{data, chunkPositicn,
chunkSize));

return output.TolArray();
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4.3 Evaluation of the Proposed Model

The system application behavior had been testedngns®ts of
scenarios. There are some reasons that led udi¢oeben our system
efficiency, how it provides and increases secuetel in mobile trade

agent system.

. First, our system uses the authentication techniouevhich
unauthorized person will be prevented from using it

. Second, the system uses the most two powerful @gyaphy
algorithms: RSA and Elgamal. Both algorithms areseoh on
complexity of its mathematical computations. As kew that the

factorization (factoring large numbésroblem is the security strength

basis of RSA algorithm as well as the Discrete litlgan Problem is
the security basis of Elgamal.

. Third, the system has two public keys (RSA and iigid and

two private keys, so if the attackers attemptedisgover the private
keys, he or she would face difficulty in revelinvgotimportant private
keys, that he or she needs it decrypt the messagsh ihe mobile

agent had sent it to the user. The attacker mag\md one of the two

private keys but there is a difficulty in findingd private keys.

In the context of this system, we focused on tloaisy issues related
to how to keep the information that the mobile dgeas to send it to
the user from being manipulated or stolen by tistesy's attackers.

Since our protection system is based on using thesealgorithms:

RSA and Elgamal, we discussed some security isel@®d to these
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algorithms, such as the key size that has a hugetefn message
encryption and decryption process.

The execution time is also an important issue, esime use two
algorithms together, this will affect on the exeéonttime, the
encryption process using RSA and Elgamal togethereases the
execution time and it's longer than using eachaloee (see table 3),
but we focus on the agent protection and secweriyg, so we tried to
ignore that fact (see figure 4.6 & 4.7)

Algorithm Bit Length | Time in Millisecond Time in Second
RSA 4 5657 5.657
RSA 5 68057 68.057
RSA 6 509477 509.477
Elgamal 4 8491 8.491
Elgamal 5 95966 95.966
Elgamal 6 741218 741.218
RSA & Elgamal 4 10501670 10501.670
RSA & Elgamal 5 65401436 65401.436
RSA & Elgamal 6 99953320 99953.320

Table 3: The execution time of RSA & Elgamal altfon
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4.3.1 The Size of key

The importance of increasing the key length hasomamt reflection
on the security, which means increasing the diffyctor the message

and private keys to be broken and decrypted.

In Elgamal, changing the size of prime numBé (part of Elgamal
public key) will affect the size of the encrypted message 2, So
when the size (length) ¢?A has been increased, it means increasing
the value of yl and y2 of the encrypted messagea Assult, the
encrypted message size will be increased, and niakies it more

difficult for the attacker to obtain original megsa

In RSA, increasing the length of modufe (n is generated by
multiplying two random prime numbers p and g) which is part of
the public key means increasing the complexityesfaimposing it into
its factors (p and q). This will result in increagithe values of the
public, private key and the encrypted message. [@nger value
selection forn means larger size of encrypted message and makes i

harder for the attacker to find the private key.

We also found that increasing the prime numbertlengll affect in
the execution time (see table 4 ), after using fivéerent prime
number in length , we saw that increasing in then@ length will

increase the execution time(figure 4.7).
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Prime number value

Bit Length

Time in Millisecond

Time in Second

1153

4

14487522

14487.522

14951

5

37661651

37661.651

101183

64241831

64241.831

1365071

72793339

72793.339

12657901

95967468

95967.468

Time
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Table 4. The execution time of prime numbers
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Chapter Five

Conclusion and Future Work

5.1 Conclusion

Mobile agent systems can be more successful if the
security problems had been solved. As a result of
studying previous studies and related works, we thaatv

no one had came up with the perfect approach tat c
protect mobile agent, but on the other had no @uesaid
that this is unsolved issue. As more attempts aragb
tried in this domain, we believed that the problesn be
solved and simplified.

This thesis had attempted to enhance the secundy a
integrity aspects of mobile trade system. The agent
security problems had been discussed first, theilenob
agent architecture had been studied and a pratectio

mechanism had been designed and implemented.

In the context of this thesis, we focused our ditbenon
securing the agent's information, RSA had beenerhos
because of the factoring problem, and on the dthed
Elgamal had been chosen because of the discrete

logarithm problem.

We think that our security system is a very prongsi
approach, using a two-phase encryption/decryption

mechanism.
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* We tried to provide a better secure mobile agestesy
by using two cryptography algorithms RSA & Elgamal,
which increase the security of mobile agent's feansd
information, and make it harder to the attackers Wiy
to steal and modify it. We showed that this is onger
easy to the attackers, because we join togethetwbe
properties of the two techniques, RSA and Elganmal,

order to make the attacking mission more difficult.

5.2 Future Work

Our future works flow into two sections:

* In this thesis we used a two-phase encryption/gxicny model,
using RSA & Elgamal (see figure 3.4 & figure 3.8pd we
suggest using the same used algorithms in ourrayiste in the

reverse order in both processes: encryption ang/plgan.

* Our future direction moves towards using a multggha
encryption/decryption model, using other algorithreach as
DES. We suggest studying the possibility of the tiphhse
encryption/decryption approach to discover the athges of
such approach and to see if that is possible tagmied or

executed.
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Appendix

usi ng System

usi ng System Col | ecti ons. Generi c;
usi ng Syst em Conponent Model ;

usi ng System Dat a;

usi ng System Drawi ng;

usi ng System Li nq;

usi ng System Text;

usi ng System W ndows. For ns;

usi ng Ext ensi onMet hods;

nanespace ExtensionSanpl e

{
public partial class Forml : Form
{
public Fornl()
{

InitializeConponent();
}

[l <summary>
/'l Responds to user clicking the radio buttons to
enabl e/ di sabl e needed buttons
1] <l summary>
private void Radi oButtonHandl er (obj ect sender, EventArgs e)
{
I'rdoUseXm . Checked;
I'rdoUseXnl . Checked;

bt nEncr ypt Usi ngRegKey. Enabl ed
bt nDecr ypt Usi ngRegKey. Enabl ed

bt nEncr ypt Usi ngXni . Enabl ed
bt nDecr ypt Usi ngXmi . Enabl ed

I'rdoUseRegi stry. Checked;
I'rdoUseRegi stry. Checked;

}

/1l <summary>

/'l Responds to user clicking one of the encrypt buttons

/1]l </summary>

private void EncryptButtonHandl er (obj ect sender, EventArgs e)

{

/'l General validation
if (string.!sNull O Empty(txtValueToEncrypt. Text))

MessageBox. Show( " You nust enter a value to encrypt");
return;

}

/'l CGeneral validation
if (string.!lsNull O Enmpty(txtKeylnfo. Text))

MessageBox. Show( " You nust enter a value for
Aut henti cation Key");
return;

}

if (rdoUseXm . Checked)
/1 User wants to use a xnml file value for the RSA key
t xt Encr ypt edVal ue. Text =
t xt Val ueToEncrypt . Text. Encrypt Stri ngUsi ngXM.Fi | e(t xt Keyl nfo. Text);
el se
/1 User wants to use a registry value for the RSA key
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t xt Encrypt edVal ue. Text =
t xt Val ueToEncrypt . Text. Encrypt Stri ngUsi ngRegi st ryKey(t xt Keyl nfo. Te
xt);

}

private void DecryptButtonHandl er (obj ect sender, EventArgs e)

/1 CGeneral validation
if (string.IsNull O Enpty(txtEncryptedVal ue. Text))
{
MessageBox. Show( " You nust have encrypted a val ue before
you can decrypt");
return;

}

/1 General validation
if (string.!sNull O Empty(txtKeylnfo. Text))
{
MessageBox. Show( " You nust enter a value for Authentication
Key");
return;

}
try

/1 Make sure user has not nessed with the encrypted val ue
string
byte[] testConversion =
Convert. FromBase64Stri ng(txtEncryptedVal ue. Text);
}

catch
{
MessageBox. Show( " The encrypted val ue does not appear to be
inawvalid format");
return;

}

i f (rdoUseRegistry. Checked)
t xt Decr ypt edVal ue. Text =
t xt Encr ypt edVal ue. Text . Decrypt Stri ngUsi ngRegi st ryKey(t xt Keyl nfo. Te
xt);
el se
t xt Decr ypt edVal ue. Text =
t xt Encrypt edVal ue. Text . Decrypt Stri ngUsi ngXM.Fi | e(t xt Keyl nfo. Text);

private void Forml_Load(object sender, EventArgs e)

{
}

usi ng System
using System1Q
usi ng System Security. Cryptography;
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nanespace Extensi onMet hods

{

public static class StringExtensi onMet hods

{

/11 <summary>

/1l </sunmmary>

/1l <param nanme="encrypt Val ue" ><see cref="System String"/>
val ue to encrypt</parane

/1l <param nanme="publ i cKey"><see cref="System String"/>
regi stry key nane that contains the public key</parans

/1l <returns></returns>

public static string EncryptStringUsi ngRegi stryKey(this string
encrypt Val ue, string publicKey)

{
string encryptedVal ue = string. Enpty;

if (string.!lsNull O Enmpty(publicKey))
t hr ow new Argunent Nul | Excepti on("You nust provide the nane
of the registry key for the public key");

CspParaneters csp = new CspParaneters(1);
csp. KeyCont ai ner Name = publ i cKey;

/1l Supply the provider name
csp. Provi derNane = "M crosoft Strong Cryptographic
Provi der";

try

/] Create new RSA object passing our key info
RSACr ypt oSer vi ceProvi der rsa = new
RSACr ypt oSer vi cePr ovi der (csp) ;

/1 Before encrypting the value we nust convert it over to
byte array

byte[] bytesToEncrypt =
System Text. Encodi ng. UTF8. Get Byt es( encrypt Val ue) ;

byte[] bytesEncrypted = rsa. Encrypt (bytesToEncrypt,
fal se);

/1l Extract our encrypted byte array into a string value to
return to our user
encrypt edvVal ue = Convert. ToBase64Stri ng( byt esEncrypted);

catch (Cryptographi cException cex)
{

Consol e. Wi telLi ne(cex. Message) ;

catch (Exception ex)

{
Consol e. Wi telLi ne(ex. Message) ;

}

return encryptedVal ue;
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/1] <summary>

/'l Encrypts the specified string value using RSA encryption

/1l </sunmmary>

/1l <param nanme="encrypt Val ue" ><see cref="System String"/>
</ par anp

/1l <param name="publ i cKeyPat h" ><see cref="System String"/>
key</ par ane

/1l <returns></returns>

public static string EncryptStringUsi ngXMLFi |l e(this string
encrypt Val ue, string publicKeyPat h)

{
string encryptedVal ue = string. Enpty;

string pubKey;
if (string.!lsNull O Enpty(publicKeyPath))
t hr ow new Argunent Nul | Excepti on("You nust provide the path
to axm file for the public key");

/1 Read public key fromxm file
using (StreanReader reader = new
St reanReader (publ i cKeyPat h))

pubKey = reader.ReadToEnd();
}

CspParaneters csp = new CspParaneters(1);

try

/] Create new RSA obj ect passing our key info
RSACr ypt oSer vi ceProvi der rsa = new
RSACr ypt oSer vi cePr ovi der (csp) ;

/1 Load our public key data
rsa. FronXm Stri ng( pubKey);

/1 Before encrypting the value we nmust convert it over to
byte array

byte[] bytesToEncrypt =
System Text. Encodi ng. UTF8. Get Byt es( encrypt Val ue) ;

byte[] bytesEncrypted = rsa. Encrypt (bytesToEncrypt,

false); encrypt edVal ue = Convert. ToBase64Stri ng(bytesEncrypted);
}
catch (Cryptographi cException cex)
{ Consol e. Wit eLi ne(cex. Message) ;
iatch (Exception ex)
; Consol e. Wit eLi ne(ex. Message) ;

return encryptedVal ue;

}

11 <summary>
11 <l summary>
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/1l <param nanme="decrypt Val ue" ><see cref="System String"/>
val ue to decrypt </ parane

/1l <param nanme="publ i cKey"><see cref="System String"/>
key</ par an»

[l <returns></returns>

public static string DecryptStringUsingRegi stryKey(this string
decrypt Val ue, string privateKey)

// This is the variable that will be returned to the user
string decryptedval ue = string. Enpty;

/1 Make sure user supplied a value for the registry key
if (string.lsNull OrEnpty(privateKey))
t hrow new Argunent Nul | Excepti on("You nust provide the nane
of the registry key for the public key");

CspParaneters csp = new CspParaneters(1);

/1l Registry key nane containing the RSA private/public key
csp. KeyCont ai ner Nane = pri vat eKey;

/1 Supply the provider nane
csp. Provi derNane = "M crosoft Strong Cryptographic
Provi der";

try
{

/] Create new RSA object passing our key info
RSACr ypt oSer vi ceProvi der rsa = new
RSACr ypt oSer vi cePr ovi der (csp) ;

byte[] val ueToDecrypt =
Convert. FromBase64Stri ng(decrypt Val ue) ;

byte[] pl ai nTextVal ue = rsa. Decrypt (val ueToDecrypt,
fal se);

decrypt edVval ue =
Syst em Text. Encodi ng. UTF8. Get Stri ng( pl ai nText Val ue) ;

catch (Cryptographi cException cex)

{

Consol e. Wi telLi ne(cex. Message) ;
}
catch (Exception ex)
{

Consol e. Wi telLi ne(ex. Message) ;
}

return decryptedVal ue;

}

[l <returns></returns>
public static string DecryptStringUsi ngXMLFile(this string
decrypt Val ue, string privateKeyPat h)

/1 This is the variable that will be returned to the user
string decryptedval ue = string. Enpty;
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/1 Variable to hold contents of private key xni
string privateKey;

/1 Make sure user supplied a value for the registry key
if (string.!lsNull O Enpty(privateKeyPath))
t hr ow new Argunent Nul | Excepti on("You nust provide the nane
of the registry key for the public key");

/1 Read public key fromxm file
using (StreanReader reader = new
St reanReader (pri vat eKeyPat h))

{
privat eKey = reader. ReadToEnd();

}

CspParaneters csp = new CspParaneters(1);

/1 Supply the provider name
csp. ProviderName = "M crosoft Strong Cryptographic
Provi der";

try
{

/1 Create new RSA obj ect passing our key info
RSACr ypt oSer vi ceProvi der rsa = new

RSACr ypt oSer vi cePr ovi der (csp) ;
rsa. FromXm Stri ng(privat eKey);

byte[] val ueToDecrypt =
Convert. FromBase64Stri ng(decrypt Val ue) ;

byte[] pl ai nTextVal ue = rsa. Decrypt (val ueToDecrypt,
fal se);

decrypt edVval ue =
Syst em Text. Encodi ng. UTF8. Get Stri ng( pl ai nText Val ue) ;

}
catch (Cryptographi cException cex)
{

Consol e. Wi telLi ne(cex. Message) ;

}

catch (Exception ex)

{
Consol e. Wi telLi ne(ex. Message) ;

}

return decryptedVal ue;
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public owverride BigInteger Decrypt(Biglnteger[] bilnput, SecretKevPacket skpKey, strin

{

BigInteger[] biKeyHMaterial = skpKey.GetlecryptedKeyMaterisl (strPassphrase) ;
EG Secret Key eskEey = new EG Secret EKevyi):

ekaey.x = hiEeyMaterisl[0O];

eskEey.p = skpEey.PublicKey.EeyMaterial[0] ;

eskKev.g = skpKEev.FublicKey.EeyMaterisl([1]:

eskKev.y = skpKey.PublicKey.EeyMaterial[2]:

if (biInput.Length '= 2}
throw new ArgumentException("hbilnput is not an ElGamwal encrypted Packet™) !

BigInteger B = bilInputc[0]:
BigInteger c = hilInput[1l]:

BigInteger =z = B.modPow(eskEey.x, eskEev.p) .modInverse (eskEev.p):

BigInteger output = (2 * o) % eskEey.p:

return output;

pubblic override BiglInteger[] Encrypt (EigInteger biInput, PublicKeyPacket pkpEKe

{

EG Public Key epkKey = new EG Public Key():
PpkKey.p = pkpEey.KeyMaterial[0O]:
epkEey.yg = pkpKey.KevyMaterial[1l]:
epkEey.yv = pkpEey.KeyMaterial[Z2]:

BigInteger k = new Biglnteger():

while ([TextBox > [(epkEeyv.p - 1))
{

k
k

new BigInteger (] :
BigInteger.genFandomiepkEey.p.bitCount () - 1)

BigInteger B = epkKev.g.modPow(k, epkEev.pl:

BEiglnteger o = epkKey.yv.modPow(k, epkKey.pl:

¢ = [(hbiInput * c) % epkEKEey.p:

ffBigInteger ¢ = (hilnput * epkEev.v.modPow(k, epkEev.p)l) % epkEew.p:

BigInteger[] bifutput = new Biglnteger[Z2]:

hifutput[0] = B:
hioutput[1]

c:

return bidutput;



