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Image Steganography Technique Based on Predetermined

Pattern and Histogram Analysis

By: Haya Mohammad Al Haj
Supervisor. Dr. Mohammed A. Fadhil Al Husainy

This study presents a steganography technique toseidest text inside color
image, by using the principle of LSB, where the secret text is hidden in the least
significant bits of the pixels, with more randomization in selection gbitteds usedTwo
kinds of stego key were presentete first part is a predetermined pattern which lsan
generated fronan image and the second ibé color histogram of 128 coloFhe image
will be partitioned into segments of a predefined size, then the color histogram will be
calculated for each segment separatebthBkeys are used to conttbe enbedding and

extracting processeshis technique is applied to RGBagesof BMP format.

The advantages of the proposed technigae be summarized as follows
perceptibility on stego image and its histograhtigh statistical image quality
measurements.e. higher Peak Signal to Noise Ratio (PSNR) and lower Mean Square
errors (MSE) prove that the proposed techniqueduasl quality of the stego images
Also it is highly acceptable by the human visual system HVS. Relgthigh data hiding
capacity,compaing to some other ralom selection based techniqu@&be stego key
space size is verarge.Which is hard to detect by brute force attatthusthe level of

secuity for the proposed techniqwell be increased

Keywords: Steganography, informatisecurity, image steganography, histogram, stego

key.
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Chapter 1 Introduction

I n todaydés I nformation Technology (1 T)
and securing the important resource of information against unauthorized access or
modification became very importanas everyoneely on IT to store, process or send
information, tkerefore, it is essential toaintaininformationsecurity. The importance of
information security led IT experts to develop innovative methods of protecting the

information.

Whatever is th@rocess that has beenosin to secure theaformation, the main
concern is the level of security it hasd fora higher level of security it is better if data
are hidden ira suchway that no one can suspect its exisegrmetecbr retrieve it except
the authorized personthis is the concept behirsteganographyhere itdeals with the
ways of hiding the existence wfformation not alteling the structure ofhem In simple
words it is the process tiding information into other informatior{Purohit & Sridhar

2014)

Todaydés steganography systems use mult.
etc. as cover media because pgeaften transmit digital mediaver emd or share them

through othernternet communication applicat®(Rana & Singh2010).

In imagesteganography, seet communication is achieved leynbedling data
into coverimage (used as the carrier to emigzdainto) and generate a stegonage
(generated image which is carrying a hiddatg. Any image steganography system will
necessarily cause some distortion or modification of the cover image. The key to
successful steganography is to instivat the distortion caused by theding processs

undetectablewhere thecoverandthe stegamages shauld besimilar, andto guarantee



that no one apart from the sender and the intended recipient even realize there is hidden

data and could extract them
1.1 Principles of Steganography

The process that involves hidingformationin an appropriatearrier without
any visual evidence ofinformation exchange is called asteganographyBhagat &
Dhembhare2015) The word steganography @btained from the Greek words stegos
(GUUo eafng i c oevceror pr ot e c(toejdotfa@uydiwgi af hgo
whichisl i t er al | y me a(Buhedad Mankar, 2014) in ather nvgrds, the
goal of steganography is tode secretinformation into other informatiom such a way
that no one apart from thauthorized persongven observs that there is sea@t

information.

The basic structure sfeganography, Figurkl, is made up of threemmponents:
The cover nedium, thehiddendatg and thesecret ky (Singh Dhanda& Kaur, 2014).
Thecover mediunis the object that will carry the hiddelatg referredto as a covetext,
or coverimage or coveaudio as appropriatand only the one who has the secret key

can access the hidden dé¥yas & Pal 2014)

Hidden Data

Cover Medium Secret Key

o Steganography

Figurel.1 The lasicstructure of steganography



1.2 SteganographyM odels

Almost all digitalmedia filescan be used fateganography, but théds that are
more suitable arthe ones havinbigh degree of redundanayhichcan bedefined as the
amount of bits of awbject that providehigh accuracy than the necessary @sing and

displaying it

Depending on the type of the cover object there are many suitable steganographic
techniquesvhich are followed in order to obtain secuyitg shown ifrigurel.2. (Bahirat

& Kolhe, 2014).

Steganography
|
[ [ | I |
Text Image Audio Video Protocol
Steganography | Steganography | Steganography Steganography | Steganography

Figurel.2 Steganography models

1. Text SteganographyM odel

In text steganographglataare hidden ina text file. Many text steganography
techniques involve the modification of the téagout rule like using eery " character

or altering the amount of white space after lines or between wtgss & Pal, 2014).
2. Image SteganographyM odel

Using the cover object asn image in steganography is known as image
steganography. Generally, in this technique pixel intensities are usieie tine data, and

the most common method used in this model is the Least Significant Bit insertion (LSB)



On which the least significant koff the image pixel will represent a bit of information.

(Kaur, Kaur & Singh2014).

3. Audio SteganographyM odel

In this type, data are embedded ini® files. The methods in which data is hidden
in sound files using properties of the Human Auditory Sys(ei®S). Hiding more
information into audidiles is a more difficult task thahat of images, due to superiority

of the HAS over human visual systé#ivS (Bahirat & Kolhe,2014).

4. Video SteganographyM odel

Videofiles are generally eollectionof images and sounds, so most of the existing
techniques on images can be applied to video files @ub.of the above mentioned
steganographic technique teenbeddingcapacity ofthe secret data increases in video
steganographgnodel As it enables to liie data in image as well as in audio and generate

stego video(Kaur, Kaur & Singh2014).

5. Protocol SteganographyM odel

When taking cover object as network protocol, suci@msmission Control
ProtocolTCP, User Datagram ProtoctIDP, Internet Control Message ProtodGIMP,
Internet ProtocadlP etc, is known as network protocol steganogragf®awade, Shetye,

Bhosale & Sawantdesai, 2014).



Steganography is classified into 3 categori€Sumath, Santanam &

Umamahesway013):

1 Pure Steganography where there is no stego key or there is no need to exchange a
stego key. It is based on the assumption that no other party is aware of the
communication
Secret Key Steganography where the stego key has to be exchanged prior to
communication. This is most susceptible to intercepfldns study focuses ottis
category

1 Public Key Steganography where a public key and a private key is used for secure

communication.

1.4 Why Image Steganography?

Images are preferred medium for the curst@ganography techniqueBecause
their content adaptain, visual resiliencandthesmall size makéhema good carriesto
transmit secretlataover the internet (Nilizadel2013) and because of the limited power
of the human visual system (HV@sthe human eye does a poor job of distinguishing
the differences between two very similar caofGarg & Wasson2014) For example,
the two yellow colored squashown in kgure1.3. The left square is shaded RGB!7,
235, 107) and the righitneis shaded RGB248,236,106)There exist a subtle change in
the red, greeand blue values by just one unit. Despite that, they are looking the same for

the human visual systerhis factinitialize the idea behindnagesteganography model



247 235107 248 236 . 106

Figurel.3 pixels having ery similar colorswith different values

The basic image steganography model consists of Cover li8agestData anl
Key, the image with embedded data is called as stego image, and the key used to embed
data is calld as stego key (Subhedar & Mank2014). Figurel.4 shows a generalide

image steganography framewd&harmaMohd & Sharma2014).

Secret Data

Ongimnal Image Stego Image
\
g
’\:
‘f‘,\--/
¢ SecretKey

Secret Data Communication Channel

Figurel.4 Generalized imagsteganography framework



The image steganographyodelcan be categorized into two categories, namely,

spatial domain and frequency domé8ubhedar & Manka2014) Shown inFigure 1.5

Spatial Domain

Image Steganography

Frequency Domain

Figurel.5 Image steganography categories

This study ism the spaal domain wherethe pixels intensities are used to hide
the datadirectly. Straight message insertion may encode every bit of information in the
i mage or selectively argdswehichdralv éess mitetichage 1 n
those areas where there is a great deal of natural color attention. The data may also spread
randonty throughout the image (Bahirat & Kolh2014). While in transform domain
images are first transformed and thika message smbedded in the imag€&he image
formats that are most suitable fepatialdomain steganography are lossjdie BMP
format And the image formats that are suitable for the transform domain arellkssy,

JPEG format(Hamid, Yahya, Ahmad & ARershi 2012).



A few properties characterizehd strength and weaknesses of amage
steganography techniqueome of the major properties acapacity, robustnesand
undetectabilityTiwari & Shandilya,2010) A tradeoffbetween those properties is shown

in Figure 1.6.

Capacity

Undetectability Robustness

Figure 1.6 Tradeoff between image steganography properties

1 Capacity: It refers to the amount of data that can be embedded into the cover
image It can berepresented in terms of bits per pixel (bpghlich specify the number of

bits used

1 Robustness: The degree dfidulty required to tear down embedded information
without destroying the covémageitself.

Undetectability: The ability to determine whether or not a cowesge contains
embedded information using visual or statistical me@tamid, Yahya , Ahmad &l-

Qershi 2012)Bashardoost, Sulong & Gera2013)

If we increase the capacity of any couaageto store more data than a practical

possible amount, then its undetectability will be affected and vice \(@atub2010).



During the last decade, many image steganographic algorithms had been
proposedpn the other hand marsteganalysisnethods are also proposed. The goal of
steganalysis is to analyze the stego image to detect the presence of the hidden text in it,

and extract thaidden text if possiblgDesai & Patel 2014Kaur, Kaur, & Singh2014).

Steganography technique can besidered secure if it is impossible for attackers
to detect the presence of hidden text in the stego image byarsingccessible means
(Gutub,2010). This can be obtained by using a strong skegoln addition to thathe
hidden text must be invisibleoth perceptually and statistically in order to avoid any
suspicion of attackers, where by doing a simple check on the stego image histogram, one
can basically assume that the image had been processed for a reason such as conveying a
secret text. Henceekecting a suitable image area to embed the secret text is a major task

(Nilizadeh & Nilchi, 2013).

There are different color spaces that present different forms for storing images
The most common color space is RGB (Red, Green, and Blue). Each pixisl space
is described by 3 chanmsedf 8 bits (3 byteswhereeachchannelcontains the value of
individual red, green and blumlors Another color space is-Bit grayscalewhere the
pixel is described by 8 bits (1 bytand it has a value from {0255).(Gupta & Sandhu,

2013).
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An image histogram is. graphical representation of the distribution of colors

redundancy n t he i mageds pixel. T h eto dmstingutsio g r a m
stego i mages from natural i mages. The chan
effecto in |Iiterature (Yalman & Erturk, 2

distribution and may easily lead to the detection of the seexetRigurel.7 shows an

example of color histogram.

Although, the HVS is unabléo detect the distortion added by steganography
techniques, for example: HVS cannot sense the differences between presgrged in
Figure 1.8 the coverimage (a) and the exyo image (h)but it can easily recognize the
difference between their histograms. Where not only are the image histogram is different
but also the frequency of occurrence of the color values are different. As a result one can
basically assume that the age had been processed for a reason such as protecting a

secret message by looking at its histogram.

Histogram of RGB Image

6000

5000

4000+ —

3000

2000

I
| |
1000 || ]
I I |
LAY
Iu
0

0 5 100 150 200 250
Intensity [0 to 2558]

Figurel.7 An example of image histogram



Red Histogram Green Histogram Elue Histogram

Figurel.8 Red, Green and Blue Colors Histogram, (a) cover image (b) stego image

1.9 Quality MeasurementdJsed n |mageSteganography

Peak Signal to Noise Ratio (PSNR) and Mean Square Error (MSE) parameters are
considered for statistical analysis of the steganography methods. The MSE should be
computed first as given ithe first equation then the PSNR can be deriyedh e née h
a n &o afie the original and stego image pixel values respectively to be compaded
the i magexngi zHBoi e f#ihat ,thebizeishowddé muitipliedrby g e s ,

three(i.e., for Red, Green and Blue color&ingh, Dhand& Kaur 2014).

._.
|
-

LS ) - K ()
i=0 ee. . (1)

MSE =

R,
Il
=]

255%

PSNR=10log, |
%' 3 5E | 6. . .6 (2)

As the value of PSNR increases, the quality of the image improves and as the
PSNRvaluedecreases thaiglity of the image decreaséss the value of MSE increases,
the quality of the image decreasaad as the value decreases the quality efitage

improves. §ingh, Dhand& Kaur 2014.
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1.10 Problem Statement

The task of designing secure steganography technique is day by day becoming
critical. To consider an image steganography technique secure it should be hard to detect
the presence of hidden text both perceptually and statistically, by selecting a suitable
image area to embed the texndif the stego imagdiad been detecteas hiding secret
textit should be hard to extrattte textfrom the stego imagéience the need for a strong

stego key is a major task.

There are many gstons that need to be answeréditially, how can the
proposed technique increasthe amount of text to be hidderfow the proposed
technique deal with? How muahit hard for the steganalysis to find the presence of the
hidden text usingommonstegnalysismethod® Is it possible to extract the hidden text

without krowing the stego key? How muehit hard to findthe stego key?

All these questionwill be discuss irdepth in thisstudyby suggeshg a solution

to the work of hiding text in image using predetermined pattern and histogram analysis.

1.11 Problem Significance and Motivation

Steganography became more important in a number of application areas from
Military Intelligence Agencies,Cloud Security, Online Elections, Internet Banking,
Medicatlimaging, and so on. These variety of applications make steganography a hot

topic for study

In the current situation digital images are the most popular cover mediums that

can be ged to transmit secret text, and witle several advances in attacking algorithms
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over image steganography techniques, the task of designing most secure steggnograp

technique is day by day becoming critical.

The motivation of thistudyis providing secure hiding technique for text inside
an image using random pixels of the cover image, in order to develop applications that

help users to efficiently hide secrextand use it in different areas.

1.12 Objectives

The main objective of this study is to design a secure steganography technique

that satisfy the following:

1 Security and secrecy: Bgcreasing randomness to make it hard to extract
the secret textandby strengthen the stego keyhich consists of two par(®re
determined pattern and color Histogratherefore, it will be hard to detect the
pixels used to embed the secret text

1 Undetectability: By usindpistogram analysis to improve the quality of the
stggo image by providing less distortion while embedding the secret text.

1 Capacity: to higher the quantity of hidden data without affecting the

guality of the image.
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1.13 Thesis Qutline

Chapter onaliscusses the basic principles regarding steganography in general and
image steganography technique, the problem statenmewsiivation, objectives and

limitations of this thesis.

Chapter twareviews previous studies and existing techniques related toglee

of the thesis and other related topics.

Chapter threeexplains the proposed methodology in details.

Chapter fourpresents the experimental settings and results, and also makes

comparisons between previous techniques of image steganography amgpts=gone.

Chapter fivesummarizes theonclusionof the thesis and proposes future work.
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Chapter 2 Literature Survey

Steganography has been an active research topic for decades and there exists a
large variety oteganography techniquesome are more complex than others, and all of
them have respective strong and weak pofBdsne techniques related to the proposed

one are mentioned as below:

2.1Using LSB toEmbed Secret Text

Least significant bit (LSB) insertion is a commamd eay approach for
embedding information in a cover image. The least significant bit of the bytes inside an
image is changed to a bit of thata While using a 24it RGBimage,andsince thehree
colorsare each represented by a byiee can store 3 bits mach pixel abit of each of
the red, green and blue cadomhiswill only change the integer value of the byte by.one

(Pavanj NaganjaneyuluNagaraju2013)

In some cases LSB of pixels are arranged in random or in certain areas qf image
and sometimes increment or decrement the pixel valug other caselide the message
in the least as well as secomlird and even the fourtio least significant bitincreasing
number of bits used to hide the secret datasuiie increase the amounit data to be
hidden but this willcause more distortion and the quality of the stego image will

decrease(Tiwari, Sandilya & Chawla2014).
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2.2 Using of Randomization and aPredetermined Pattern

Venkata,et.al.(2009)propose a randomization techniqubat usedRGB values
of color images to enhance imperceptibiliiyie LSB of any one of the 3 channels is used
as a pointer to decide embedding capacity in the other two channels. If the last two bits
of the channel are 00 theiszno hidden data, if it is 01 data is embedded only in channel
2, if it is 10 data is embedded in channel 1 and if it is 11 data is embedded in both the

channels. Three methodologies are used. They are:
1. Red is used as default pointer.
2. User selectany channel as pointer.
3. Pointers are chosen based on a cyclic sequence and data is embedded.

Based on the histogram study and the values of MSE and PSNR (Mean Square
Error and Peak Signal to Noise Ratio) the randomized method hHas $etrecy and

performance than the classical LSB method

Gutub (2010) has proposed pixel indicator technique to hide text inside image.
Which uses the least two significant bits of one of ¢bdor channelsRGB, to indicate
existence ofdata in the other two channelBable 2.1 showsthe meaning of indicator

values for pixel indicator technique.
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Table 2.1 M eaning of indicator values for pixel indicator technique

Indicator Channel Channell Channel2
00 No Hiddendata No Hidden data
01 No Hidden data 2 Bits of Hidden Data
10 2 Bits of Hidden Data No Hidden data
11 2 Bits of Hidden Data 2 Bits of Hidden Data

Thiyagarajan,et.al (2010) have proposed a dynamic pattern based image
steganography. Which aims sttengthen the security by generating dynamic pattern in
selection of indicator sequence. The idea is that significant color in a pixel should not
suffer from data embedding while the insignificant color channel can leefoselata

embedding.

Rana & Singh(2010) proposed a steganography technique using LSB with pre
determined random pixel and segmentation of iméigencryps the secret message,
using data encrypted standafde messages dividedinto four blocks with each block
a pixel is selected usy a predetermined methaaghich then become the stego key. The
method uses a combination of odd and even rows and columns respecit/élys three

levels of security

Nilizadeh & Nilchi (2013) proposed a novel method foragesteganography in
RGB formd, where a secréextis embedded in the blue layer of certain blocks. In this
technique each block first chooses a unigdext2mat r i x of pi xel s as
for each keyboard character, using the bit difference of neighborhood pixels. Next, a

secret message is embedded in the remaining part of the block, those without any role in
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t he fAmatrix patt elmthisiechniqueeachipadttermsunpsupwdtietideu r e .
blue layer of the imagénd for increasing the security, blocks are chosen randomly using

a random generator.

Singh, Dhanda& Kaur (2014) proposg a method of image steganography that
hides the secret meggausing th&-Queen matriXpattern)as the stego kefforn-Queen
puzzle the numbers of solutioase increasing witlindincreaseas shown irfigure 2.1
The level of security is directly proportional hdbecause the probability of selecting a
soluion is decreasing with increasingvalue ofn. The proposed system can be used in

the fields where more priority is given to security instead of amount of data shared.

n 12345 67 |8]11 12 14 25 26
Unique 10012 16 |1]34 1,78 45,7 . 275986,683,74 2,789,712,466,5
Solution 211 7 52 3434
Distinct 10021 44 19126 14,2 365.,5 .. 2,207.893,435 22,317,699,616,
Solution 2180 00 96 .. 808,352 364,044

Figure2.1 No. of N-queen solutions

All the above mentioned steganography techniques having less capacity than the
classic LSB techniques as they use LSB in a random selection based, but they provide
more security as the classical LSB can be easily aatbgtthe sequential attack, while

the random selected based methods are not.
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2.3 Using of Histogram Analysis

Ni et al. (2006) initially introduced a histogram based data hiding technique where
the crucial information is embedded into the image histogram. Pairs of peak points and
zeropoints are used. This technique has low embedding distortion with respect to low

data hiding capacity.

A new steganography method for digital images has been proposed based on a
histogram modification approach bg¥alman & Erturk, 2009). It utilizes the
fundamentals of the digital image atin idea of modifying brightness values histogram
of the digitalimage. Consequently, it is highly resistant to main geometitatks like
rotation, warping and scattered tiles. Anotlelvantage of the proposed datding
method is that it can kagpplied to very small image§he algorithm principally modifies
a cover imageds histogram for data hiding
nor its histogram is noticeably different from the original. Therefdney tare both
perceived exactly same as the original ones by the Human Visual System (HVS). The
Algorithm considers the Iteration Numbers (INs) of the pixel Brightness Values (BVs) of
the cover image, and then the data hiding process is realized baseit. Op@ncover
image histogram is created where the lowest and the highest BVs are determined and
named as the Lower Limit Value (LLV) and the Upper Limit Value (ULV). These two
boundaries indicate where the process of data hiding can be accomplishestrétiest
will be embedded basedn computing the mod2 value of the Iteration humbed
compare it with the stego bit, if they are equal keep it as it is, else subtract the IN by one

and add one to the next IN.
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Krishna, Rahim, Shailk& Rajan(2010) introduced another histogram based data
hiding algorithm. However it is a reversible data hiding technique based on histogram
modification using pairs of Peak Points and Zero Points, it has the process of adding '1',
if peakof pixel has been encotered. Otherwise, '0' is added, i.e. if zero is detected. From
this they can estimate the number of pixels in the image. However, for an unusual image
with equal histogram, with this technique minimum points can be embedded. Also the

peak and minimum poistshould be requirement of the receiver for full recovering.

Chaitanaya, Krishna & Anganeyu(@013) introduce a-8vel secure histogram
based image steganography technique. With high level security and data hiding capacity
closed to 20% of the cover igawhere a matched bit replacement method is used based
on the sensitivity of the human visual system (HVS) at different intengkibstogram
equalization preprocessing technique has been explored which improve data embedding

capacity.

Most of reseaittes use histogram analysis to minimizedistortionof the stego
image. In this study the histogram will be used to improves#ueirityas a part of the
stego key, in addition to providess distortiorof the stego image. Random appropriate
pixels of he image will be determined based on histogram analysis. The secret text will
not be embedded directly in those pixddst the pixels maybe missed or located based
on thematchingbetween those pixels and a predetermined patiemwrder to provide
secuity, undetectability and relatively higembeddingcapacity as a random selection

pixels technique.
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Chapter 3 The Proposedimage Steganography
Technique

The proposed technique 8ding secret text inside color imagby usingthe
principle of LSB, whereextd bits arehidden in the least significant bits of thema g e 6 s
pixels, with more radomization in selection gixels usedto hide the secret texthis

randomization is expected to nease the security of the technique

The pixels are selectagsing astego key whichconsists of two parts: external
(predetermined patteyandinternal ¢€olors histogram. The cover image where the text
hidden will be partitioned into number of segments where segment size = pattern size
and each segment contaart of thesecret textThe secret text will not be embedded
directly using the predetermined pattdyat the pixels maybe missed or located based on
the lorshistogram by focusing omperceptibility and capacity parameters of the cover
image in order to produca relatively identical histogram statistics, for both of the stego
and original imagesThe proposed technique is appliedRGB' imagesof BMP? format
where each pixel immdependent ancepresented by three bytes to indicate the intensity
of red, greenand blue in that pixeBut it can also be used otherimage formats with

some restrictions related to their properties

Generally, the proposedhage steganographgchnique consistof two main

phasesthe embedding phase and the extracting phalsee both phasesisethe same

1Red, Green and Blue.
2 Microsoft Windows BitMaP File
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stego keyFigure 3.1 shows thgenerablock diagram of thelements and processes used

in the proposed technique.

Color Histogra Predetermined
pattern

Embedding

Secret Text

Stego key Extracting Secret Text

Cover Image

Stego Image Stego Image
Communication
channel

Figure3.1 Generalblock diagranof the proposed technique

3.1 The Stego-key

The most important requirement for a steganograpthniques undetectability:
stego images should be statistically indistinguishable from cover images. In other words,
there should be no artifacts in the stego image that could be detected by an. ttecker
main contribution of thistudyis to designa strongstego key witHarge spaceand large
size where it would be difficult for the attacker to break it and then extract the hidden

text.

The stego keyhatproposed in this technigueonsists of twgarts internal and
external. The externakey is a predermined patternand the internal is theolors
histogram The idea by using two different secret keys isnttrease the complexity of

the stego key and toake itdifficult for an attacketo extract the secréext
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3.1.1 The Predetermined Pattern

The complexity of the stego kéydeterminedy the size of the stego key space
and size As more randomness and more key size implies more seduattbhe proposed
techniquehe random distribution of colors in arb@ gray scale imageill be used as a
secret patternt is to be noted that any RGB image could be converteebib@ayscale
andthenused as secret pattern. Thus to break the stegotkeattackeneedto apply
exhaustive search ovemn infinite number ofimagesin the Internet which sounds

impossible!

By looking at therandom colors distribution a&n 8bit grayscale imagemany
patterns could be generatedsed on colors rangdsor examplelet G be an8-bit gray
scale imageBased on colors range {(255) three different patteresuld bedetermined
where thdirst (Ptl)includesall pixels having valug(0 1 85), the secondPt2)includes
values(86 i 170) and the third Pt3) includes values (1I7i 255). Table 3.1 shows an
example of colors values distribution in aihi8grayscale image and Tabl&3hows the

generated patterns.

Table 3.1 Colors values distribution Table 3.2 GeneratedPatterns

0 1 2 3 4 5 0 1 2 3 4 5
0| 12 | 129| 15 | 115| 150 224 O|Ptl| Pt2| Pt1| Pt2 | Pt2 | Pt3
1] 55 |117|208| 12 | 117|128 1| Ptl| Pt2| Pt3| Pt1| Pt2| Pt2
21224 15 | 255| O | 24 | 86 2| Pt3| Pt1| Pt3| Pt1 | Pt1 | Pt2
3| 4 8 |175|150| 200| 214 3| Ptl| Pt1| Pt3| Pt2 | Pt3| Pt3
4| 96 |215] O | 44 | 215]| 43 4 | Pt2| Pt3| Pt1| Ptl1 | Pt3 | Ptl
51100| 128|105 | 179| 204 | 77 5| Pt2| Pt2| Pt2 | Pt3 | Pt3| Pt1
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The reason of usingsecret patterrs to randomize the selection of pixels that will
carry part of the secret text to be hiddemch gives more securityrhree colors ranges
is used in the proposed technique to increase randonkigse 3.2 shows some images

that could be used in the proposed technique as a secret pattern.

Figure3.2 Examples of imageghat carbe used as secret pattern

3.12 Image Segmentation

In order to strengthen the stego key and to increase the randomness of the
proposed technique, the cover image where the text hidden will be partitioned into
segmerd of the same sizé&nd the size ofmageused as a secret pattetmould be equal
to thesegmentsize, thus the intruder or the attackdésoneeds to determine the size of

the image used as a secret pattern

Example: havingcoverimageof 200 x 200pixel, it could be divided intdour
segmerd each of size 100 x 100 pixel,taro segmers of 20 x 100 or 100< 200pixels,
it can also be divided into &gmenrt of 50x 50 pixel and so mandifferent sizes could

be obtainedFigures 3.3 shows an example of dividinthe original image into four
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segmerd and Figure 3.4 shows another example dfviding the same image int6é

segmert.

Figure3.4 Cover imagepartitioned into16 segmersd
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By using histogram analysis the researcher aims to satisfy two features: the first
Is to improve thejuality of the stego image by providing less distortion while embedding
the secret textompared with ther@inal image (cover image).HE second is to improve
the securityof the proposed technique, asvll be part of the stego keyheresender
and receiver will get the same histogram before and aftéreddinghe text and then
detemine the pixels that might hold textThe idea is to discard all thegokes where
changes happened this technique changes are in the Least Significant bit ofdpxel
colorvalue. Alogical rightshift® by 1will be appliedto all pixels bits of thecover image

in order to discarall LSBs shown in kgure 3.5.

Figure3.5 Logical right shift one bit

Table3.3shows the binary representation for some colors and the new color value

after applying logical right shift by 1.

31t has the effect of dividing each color value by 2
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Table 3.3 Applying Logical Right Shift to some colos values

Pixel value Binary representation Logical right shift =~ New value

0 00000000 00000000 0
1 00000001 00000000 0
2 00000010 00000001 1
3 00000011 00000001 1
70 01000110 00100011 35
71 01000111 00100011 35
72 01001000 00100100 36
73 01001001 00100100 36
252 11111100 01111110 126
253 11111101 01111110 126
254 11111110 01111111 127
255 11111111 01111111 127

Applying this processnade thecover image appeadarker as shown in figure
3.6 and thecolors histogram willbe shrink, wherepixels having two consecutivelor
values (even then odd) whlavethe samenew colorvalue thus the range of colors will
be decreased fro(@ 1 255) to (0-127) color. Taking into consideration that this prese

is done to get the newIR7) colors histogram only, and data will bendedded inside

the original cover image having color ranges fromi (@55).

Figure3.6 Color histogran? - 255 (a) Color histogran® - 127 (b)
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3.14 Choosing theAppropriate Pixels to Embed the Text

In order to keep the color histogram for the cover and the stego image relatively
identical it is important to embed the text in appropriate pixels#s at d otlmeéolor af f e c
histogram shapdefore and after embedding. The proposed technique scan theld28
histogram to determine tap peakpoints (P) and the neighborsto determine the shape
betweerthemand then choosing the appropriate places to embed theitexess affect
to the shape Figure3.7 shows some shapes between P¢Bkandtheir neighborsthe
first Left Neighbor [N1), the second Left NeighbdiLN2), the first Right Neighbor

(RN1) andthe second Right NeighboRN2).

50

45
40
35
30
25
2
1
1

shape 1 shape 2 shape 3 shape 4

o o1 o o1 O

ELN2 =LN1 =P mRN1 mRN2

Figure3.7 example of some shapestime colors histogram

The differences between Peak and their left and right neighbors walddated
wherethe number of bits that will be used to embed the secret text should not exceed the
difference betweethe peak and its neighbark order to prevent flatnessid changem

the histogram shagke following condition must be checked:
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1 Peak must be greatdttan its neighbors at least by two

Neighbors at the same side should not be equal.

! Neightor 6s fr@apueincryds frequency sfot0 mear
exist in the cover image

=

Then, lased on the frequency value of péaknd its neighbotrsoth sides will
be checked separately. For the left sidd t he f i r st Left Nei ghb:
greater than the second théddférenceDlwil bg akenr L N2
between both neighbgr® =| LN17 LN2|.ElseL N2 6s fr equency ,i s gre
D will be taken between P and LND =| P7 LN2|. The same conditions will be applied

on the right side where if RN1RN2, D = | RNT RN2 |, Else D =| P RN2 |

If all the condition above satisfied, the first Neighbor from Left side (LN1) or
right side (RN1) or both side, will be chosen as pixels that might hold data. The amount
of those pixels should not exceed tmeoaint of difference calculated before. Example:
assume that Peak weglor 55, with a frequency value f = 510. The following Neighbors

as below:

LN1 is color 54f = 400
LN2 is color 43,f=0
RN1 is color 56, f = 300
RN2 is color 57, f =200

= =4 4 A

For the Leftside at LN2f = 0 then we will discard this side. For the Right side
P>RN1+2>RN2+2>0 RN1 | RN2 [ 0. TIHhH00|Dliod f er en
The color values6 will be determined as appropriatelor to embed textAmount of
pixels having the valub6 to embed text should not exceed Ei® RN1 and RN2 will
be marked as usedeighbors Figure 3.8 shows a block diagram for choosing the

appropriate pixels.
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Calculatel28 colos
Histogram

Arrange set of coloré)
descending based on
frequency value

For i=0to n1 <

v

P=C][i]
RN1=C[i]+1
RN2=CJ[i]+2 RN:;E sz
LN1=CJi] 7T 1
LN2=C[i]-2
N Yes Yes No
P>LN1+
>LN2+
Ye Yes
N1i N1i
Ye
vy—Y

FYGS
es

D =RN171 RN2

No No

No

D=LN17 LN2

» D=P7iLN2
Add*LNl < -
B Add RN1

D=Pi RN2 [«

\ 4

Figure3.8 flow chartfor choosing the appropriate pixéls

4P: Peak, LNa1: first Left Neighbor, LN2: second Left Neighbor, RN1: first Right Neighbor,
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3.1.5 Matching the Appropriate Pixelswith the Pattern

At this stage the addresses of the appropriate pixels determined from the 128 color
histogram, will be matched with treldresses of pixels at th@eesecretpatterrs. The
pattern with the mimum number of mat@d pixels will be discard For example:
consider tbse arehe addresss of the appropriate pixels dermined from the 128ed
color histogram:(0,0), (0,1), (0,4), (1,2), (1,3, (1,9, (2,5), (3,1), (3,3,(4,0), (4,2), (4,9,
(5,2, (5,2, (5, 3), as highlighted in red color atable 3.4. While Table 3.5 shows the
matching process between addresses of the appropriate pixels and the same addresses at

the secret pattern.

Table 3.4 Appropriate pixels at red Table 3.5 Secret patterns
channel

Ptl| Pt2| Ptl| Pt2| Pt2| Pt3

Ptl| Pt2| Pt3| Pt1| Pt2| Pt2

Pt3| Ptl| Pt3| Pt1| Pt1 | Pt2

Ptl| Ptl| Pt3| Pt2| Pt3| Pt3

4| Pt2| Pt3| Ptl| Ptl| Pt3| Ptl

Pt2 | Pt2 | Pt2| Pt3| Pt3| Ptl

RN2: second Right Neighbor, D: Difference, C: Color
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Table 3.6 Matching process

Ptl =3
0O 1 2 3 4 5

o | PtL| Pt2 P2 P2=8

L Pt3| Pt1 Pt2 Pt3=4

5 Pt2 Minimum = Ptl

3 Pt1 Pt2

4| Pt2| Pt3 Pt3

: Pt2| Pt2| Pt3

Table 3.6shows thanumber of matched addresses with Pt1 = 3, Pt2 = 8 and
Pt3 = 4 As a result, totahumberof 3 matched address wift1 will be discard, and.2
matched addresses wiHi2 and Pt3will be used to embed the secret tagtshown in

Table3.7.

Table 3.7 Pixel to embed dataat red channel

0 1 2 3 4 5

If the three patterns are equal number of matched addressésen the first

pattern Pt1l and the second pattern Pt2 will be used. If two patterns are equal in number



33

of matched addresses, then the fratternwill be used, i.e. if Pt1 = Pt2 then Pt2 will be
discarded, If Ptl = Pt3 then Pt3 will be discarded arét2f = Pt3 then Pt3 will be

discarded.

Eachsegmenimay use differenpattern based on number of appropriaitesls
generated from thd28 color histogram. This implies more randomness and more

security where different pattencouldbe used at eadegmae.

The sequence for embedding the tieiks inside the original cover imagaxels
will be arrangedased on the addresses of the matched pstigingfrom thepattern
with the maximum number of matched pixethe embedding at these pixels will be
ordered based on the first occurrence using Z shape, then after finishing all the matched
pixels with this pattern, the same order will be done to the addresses matched with the

next pattern until finishing all the matched pixels

For the above example theder of pixels addresses used to embed the secret text
bits will be as follows(0,1), (0,4), (15), (2,5), (3,3), (4,0), (5,1), (5.2), (1,2), (4,1), (4,4),

(5,3).
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3.2 Embedding and Extracting Steps

The main steps that are requiredetmbed orhide text by using tke proposed

techniqueare as follows:

1 Input cover image, and secret text.

1 Apply right logical shift by 1 to all pixels in the cover image and keep
version of the cover without shifting.

1 Partition cover image intsegmerg.

1 Input imagepattern where pattern size Segmensize.

1 Determine patterns based on colors ranges

1 Find the appropriate pixels based on the difference between Peak and its
neighbors.

1 Match the appropriate pixels with the pattesinges

1 Count number of matched pixels with each range.

1 Compare between numbers of matched pixels of each range and discard
the minimum.

1 Replace LSB of Redzreen and Blue of the matched pixels wékt bits.

Figure 39 showsthe generakegmentiagrams othe embedding phase.

At the receiver sidesteps ara@pplied inthe same form, where inputs are the stego
image and the secret pattern, and the output is the secret text. Figure 3.10 shows the

general block diagram for the extracting phase.
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Figure3.9 Flowchartof the embedding phase
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Figure3.10 Flowchartof the extracting phase
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Embeddingnput: Cover image C, patterr, Becret text
Convert text to binary

Calculate size

ot

Partition C inton x msegmerg

For i=0 to nl1

For j=0 to m1

{
Get pixel value P\from Pt
Case (0 85) addaddresd][j] to newPt1
Case (81 170) add addressJi][j] tnewPt2
Case (117 255)add address]i][j] tonewPt3

}

For eacBlock

Apply right logical bit shift

Calculate 12&olorshistogram

Arrange frequency values descending
Fori=0to 127

{

}
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Set PeakP, first left neighbor LN1, second left neighbor LN2, first

right neighbor RN1, second right neighbor RN2

If(LN1 [ D AND (both ION1 and LN2 areot usedi Then
If (LN1 > LN2) Then
(D = LN1i LN2)

Else(D = P17 LN2)
If LN17 D)i Then
Choose Drom LN1

If(RN1 | Raha(both LN1 and LN2 are not use@ihen
If (RN1 > RN2 Then
(D = RN1i RN2)

Else(D = PT RN2)
If (RN1i D)I Then
Choose Drom RN1
Add LN1 addresses, RN1 addressethamappropriate pixels table
Next Peak

Match appreriate pixels table with secret pattern

Calculate number of matched pixels at each tables

Find Min between matched P1, P2 and8PBiscard all pixels matched with Min
Arrange the remaining matched addresses for each color channel.

Replace LSBf the matched Re@reen and Bluavith text bits
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Embedding InputStegoimages, secretpattern Pt
Calculate size o
PartitionS into n x msegmers//should be same as the size used in the embedding
phase
For i=0 to nl
For j=0 to m1
{
Get pixel value P\from Pt
Case (O 85) add address]i][j] tmewPt1
Case (81 170) add addressJi][j] tmewPt2
Case (117 255) add address[i][j] toewPt3
}
For eaclBlock
Apply right logical bit shift
Calculate 12&olorshistogram
Arrange frequency values descending
Fori=0to 127
{
SetPeak P, first left neighbor LN1, second left neighbor LN2, first
right neighbor RN1, second right neighbor RN2

I f (LN1 1 LN2 1 0) AMNdus¢dpThenh L N1 an
If (LN1 > LN2) Then
(D =LN17i LN2)
Else(D = P17 LN2)
If LN1iD)i O Then
Choose Dfrom LN1

I f (RN1 i RN2 i 0) and (both LN1 an:t
If (RN1 > RN2) Then
(D = RN1i RN2)

Else (D = A RN2)
If (RN1iD)Ii O Then
Choose Drom RN1
Add LN1 addresses, RN1 addresses to the appropriate pixels table
Next Peak
}
Match appropriate pixels table with secret pattern
Calculate number of matched pixels at each tables
Find Min between matched P1, P2 and PBi&card all pixels matched with Min
Arrange the remaining matched addresses for each color channel.
ExtractLSB of the matched Red, Green and Blunel convert them tthetext
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3.5 Sampleof the ProposedTechnique

Suppose an RGB image of BMformat, igure 3.11 has thepixels valuesas
shown inTable3.9, andsecret texto be inserted in the images  AT® enthédhetext
bits, logical right shift by 1, will be applied to all pixelstinecoverimageTable 38 then
the covewill be partitioned nto number osegmerd assume fousegmerd as shown in
figure 3.12the secretpattern will be determined usirgy secret &it grayscale image
figure 3.13has the pixelsaluesas shown in Table 3.1&nd the color histogram will be

calculated for eachlock figure 3.4.

Figure3.12 Partition cover into for locks

Figure3.13 Secretpattern















































































































